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® Octeon 4 Core ARM CPU
e 1TB SSD

® 16 RAM

® 8x10/100/1000

® 2x10G SFP+
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Web GUI

EXA8 [ Device = - qar T L Set - : ) n | Sign out -»iCUBHD

Device Information Device Image

Device Model EXA8
Image Version 13.140
Revision a9d3236

¥ cusro RN recliEs] PR
use
x1 X2
Serialnumber 124B-1960015 = __ S . e
Custom Device Label Test Lab e M mmm— 2 _ ! 2@
MGMT o

CONSOLE

Device Configuration

« Save C' Restore X Reset

configuration configuration configuration
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Web GUI

EXA8 [ Device = * Y Agg t v 3. 9 t v idmin | Sign out % CUBRO

Device Information Device Image
Device Model EXAB
Image Version 13.140
Revision a9d3236
Serialnumber 124B-1960015
Custom Device Label Test Lab Save
Device Configuration System Information Booted from: SD-Card

Sl C Restore % Reset CPU - 53.85% - Temperature 48°C

configuration configuration configuration

Disk / free 2.88 GiB - used 3.95 GiB - total 7.22 GiB

Disk /mnt/data free 743.29 GiB - used 33.45 GiB - total 818.33 GiB [ SMART OK |
=

Memory free 7.96 GiB - used 4.66 GiB - total 15.89 GiB
T
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GUI

sgiout % cuBro

Capture
PCAP Name

PCAPs

ooo
cog

Filename &

VLAN_testpcap

VLAN_test (1).pcap

LesLpCaD

nij-subprocess.peap

logs peap

2019-04-25_16-39-26.pcap

2019-04-29_14-02-43.pcap

Webshark

/ custom tcp dump compatible filter string

Last Edited ¢

2019-06-06 03:11:03.244967

2019-06-06 03:12.03.2449567

2019-06-06 03:11:03.240067

2019-06-05 03:11:03.240067

2019-06-06 03:11:03.240067

2019-06-06 03:11:03.124067

2019-06-06 03:11:03.124967

Filesize +

2924 KB

39.24K8

769 K8

522MiB

145Ki8

345K
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Capture
PCAP Name

Hitp_flag_capture.pcap

C Gapture running m

Custom Filter

tepl((tep(12:1] & 0xf0) >> 2):4] = Ox47455420°

Capture
PCAP Name

2019-05-14_06-41-25 pcap

© Capturs running

Capture
PCAP Name Custom Filter
2019-05-14 06-40-24.pcap tep port 443 or 80

C Capture running

B Stop Captu

Custom Filter

src 192 168.5.88 and dst port 3389
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Rolling Capture - Current selection size ~ 469.05 GiB

Export Start | 2019/07/01 09:56 ExportEnd  2019/07/02 1809
tcpdump
PCAP Name Custom Fiiter
rolling-export-2019-07-02_14.23 st

Protocol Packets Port Packets P Packets
K s-1ce 433527154 [l 443 - hitps 420473987 213143110250 438368412
17 - Upe 4637108 K@ 80-htp 5276430 [§@ 172217.19.108 110.990.057
£ -owe 219167 7833 1452372 K@ 17221716008 260,014
K 8- PesIcmp 9§l 15t 1316172 @ 1722172010 61.891.981
992 - Imaps 826,079 172217.18.74 £0.750.824

1 ef 1710
Next
Srows  *

2417 IP PCAP
tcpdump post

i eres cane

.’ NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE



Rofling Capture - Current selection size - 684 Mi8

o3 i J s R s R s s i oo J i B

Bxpotsun 20 2

PCAR Narrw

iing-esport-201907 412 14-3328 peap

Proters!

a e
& 7oupe
0w
B 2wy
Poge 1 of 1
Srows. *

Custom Filtwe

part 53

DNS

Packets

19345

213843,110250
741251549
21658214200
[RXR]

2105821424

Page

1

50m

ot 112

et

Frcxres

382,703

e

16520

1w

03z
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Webshark GUI

2] 3= /logs peap (3986 frames, $6.240845 seconds, 3477696 bytes) e

y fitter

Endpoints  Response Time  Statistics  Export Objects  Misc

AR
ST

o v 1 " E ] 2 30 » g a R "

Disglaying all $956 franies

192,166,4.12

121.242.139.188

192,168.4.12 172.17.10.43

12.539753 172.17.18.43 192.188.4.12
2539809 192.158.4.12 172.17.10.488%
3,814837 192,168.4.12 121.242.199.159
6.715836 192.168.4.12 172.17.10.43
6.752002 172.17.18.43 192.168.4,12
6.752818 172.17.18.43 192.168.4.12
6.752845 192.168.4.12 172.17.18.43
7.451791 152.168.4.12 172.17.10.43
7.495997 172.17.18.43 192.168.4.12
7.496823 192,168.4.12 172.17.10.43
7.496066 192,168.4.12 172.17.10.43
7.540000 172.17.18.43 192.168.4.12

|9.@43785 152,168.4.12 121.242.199.188

18.555822 192.168.4.12 172.17.10.43

Tine Source Destination

Protocol

Length
33

info
Standard query Bx627b A in.archive.ubuntu.com

37196 « 21 [ACK] Seqel Ack=l Win=5888 Laned TSvale783709 TSecre326873137
Rezponse: 228 (vsFTPd 2.2.2)

57196 - 21 [ACK] Seq=1 Ack=21 Win=S8BE Len=8 TSval=783718 TSecr=326878146
Standard query @x$27b A in.archive.ubuntu,com

Reguest: USER anonymous

21 -+ 37196 [ACK] Seq=21 Ack=17 Win=56312 Len=8 TSval=32£079199 TSecr=784762
Response: 331 Please specify the password.

37196 = 21 [ACK] Seqel7 Acks55 WinwS8B3 Lens@ TSvale784771 TSecra32s@78198
Requast: PASS zdf

Response: 238 Login successful.

37196 = 21 [ACK] Seqe27 Ack=78 Nin=5853 Len=@ TSval=784957 TSecr=325079335
Request: SYST

Response: 215 UNIX Type: L8

Stendard query 8x5823 A in.archive.ubuntu.com
PASY

19
@ Q Apply a beld fiter

? Frame 17: 68 bytes on wire (544 bits), 68 bytes ceptured (544 bits)
¥ Linux cooked capture
Packet type: Sent by us (4)
Link-layer address type: 512
Link=layer address length: @
Unused: BEA0SIAOBEAGERAS
Protocol: IPva (Bx@368)
? Internet Protocal Version 4, Src: 192.388.4.12, Dst: 172.17.10.43
® Transmizsion Control Protocol, Sre Port: 37196, Dst Poet: 21, Seq: 33, Ack: 97, Len: @

A A A

3058
8

PuUsSy
ree
BR8]

sdos
2528
2858
25338
234
22338
RS
sv$s
2

Web GUI
exa8

VLAN_testpcap

WebShark Wireshark

exa8

pcap

2019-06-06 03:11:03 244967 30.24 Ki8
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iridium
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Wifi / 46 Modem / Iridium Modem

Wifi/2G/3G/4AG
EXA8

EXA8 PCle

CPU
SSD

CPU
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Host: 192.168.1.11

~ B o

Protocol Overview

Applicaton Protocol
Total

Amazon 'D

DHCP &'D
DNSO'D

Duation
0124

0

CIETT
0ov

ot

[

Teaffic

#- &- A-

Packets Pots  Pears  ICMP  Prolocols  Activty DNS
Sent Received
2h, 10 min, 15 sec 51.02 MB 1433 MB
5 sec 66 Bytes 60 Bytes
30 sec 2KB 2KB
10 min, 35 27328
Avouel Thie Tussi Btes o
s e ross
LTS 102 37 Ky
s e 20468
1030 ke @ taum
Yol e @ I s gL soe
o e 4 wwsrum
1Ennte e 1EAKE Wb whanoeg com
1y I3 TIKE S cecte gumany e
413ne @ BUKE ON ISR 1K
P WOAUD s gecgn st

;mﬂm‘.aﬂv intefaces - - G- | Q

Flowa BNNP

Yo s ot

Search Host

Talke: @ A

g1 e I

Dirsction -

45.15 M8

126 Bytes 0%
401 KB 001 %
BA4IKB 018 %
27 MB 580 %
191 KB 0%
BASIKB 0.12%

0
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DPI * 2000+"

Sign it

Service Usage @ Use System Time

“ HT\ _‘Luh .i ik ond AL.AJ_._ a .Lh‘\_.u.c. n—_.-—-;J,._J—AJU..I-IJlx. e UL, U DU | B Grrrom _.J._J.'ML\A TN N J.“J L.A.AJ;AM.‘QAJ_MAA..A& N I R ‘\J.l - - L/“’L..

s vinues J st J ot o J a2t s ] e 0y J s ek ] show

Start | 2 71705 End
Service Source IP Intervals

» youtube (24) 192 168.0,160, 192.168.0.149, 192.168.3.56, 192.168.2.30, 19216832 6.01GiE 21.86%
> Us(50) 192.168.0.155, 192.168.0.10, 192.168.3.8, 192.168.2.50, 192.168.0.237, 1.81 Gk 27.15%
> reddit (7) 162.168.0,159, 192.168.0,160, 192.168.0.158, 192.168.3.50, 192.168.3, 1.65 GiE 10.88%
» google (33) 192.168.3.37, 192.168.3.50, 192.168.0.64, 192.168.0.126, 192.1680.17... 1.30 Gif 27.15%
» windows_update (26) 192.168.3.163, 192.168.0.149, 192.168.3.56, 192.168.3.26, 192.168.0.1,.. 998.28 MiB 984%
» facebook (23) 192.168.3.0, 192.168.3.60, 1 68.0.144,192.1680.15... 873.11 MiB

> http (37) 192.168.3.37, 192.168.2.52, 192.168.0.159, 192,168.0.181, 192.168.3.1... 547.69 MiB 1B.19%
» google_docs (16) 19216835, 192.168.0.144, 192.168.0.159, 192.168.3.143, 192.168.0.1... 417.65 MiB

» amazon (17} 192.168.3.25, 192.168.3.34, 192.168.0.158, 192.168.3.143, 192.168.35.. 25038 MiB

> gmail (27} 192.168.0.143, 192.168.0.116, 192.168.2.37, 192.168.3.5, 192.166.3.83, 22208 MiB
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Web GUI

% cusno = @

Status

3 Advancad Settng

$ystem Configuration

stem Upgrade

A User Mansgesment

Log Manageme

Alarm information

System Resource System Information

oy -<JBRO

SIMPLE | SCALABLE | SUSTAINABLE



EXAS8

Capture Appliance Sessionmaster EXA8
Cubro Packetmaster Sessonmaster
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EXAS8

EXAS8

GRE
VXLAN
MPLS
ERSPAN

eGRE Traffic

= . .‘I;
X1

MGMT o

Traffic without GRE
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Packet-Out
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(Data Masking)

Cubro EXAS8 Sessionmaster 40 1550 CRC
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RESET USD
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input utpuL
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> time stamping —forward interface G2
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EXAS8

NetFow

tapped network link

tapped network link

site 2 netflow probe

tapped network link’s
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Roadmap: EXAS8

removed whatsapp traffic
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DPI

EXA8

Cubro

{ "hashr* 746 108640", “service™ whauwp “ip_ l‘
{ hash+ 74618640,
(hm.‘w@ﬂ!cﬂ

1 ‘hasht*cea a1

{ hash
i .

{ hastr=6ic24ce, ol whatsapp®,
hast X %

[ hasi* 11305632, ‘sarvica”. ‘whatsapp’,
{ host L Sservice'|

213.143,110.260%, 1p_2:"31.13.84.49" }
1

130440 102168393 )

WhatApp
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W‘VNOQ

TUV NORD CERT

TWNOQ

TUV NORD CERT

/I’GN =5 o

’e o0
Wilige zertifize!

Cubro ISO 9001 Cubro ISO 14001
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