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2. RRUKEHERE

2. 1. M\ git 22

git clone https://github.com/ntop/PF_RING.git

2. 2. KRR 23

sudo apt-get install build-essential bison flex

2. 3. HE pf ring F HR T HITHRIE

cd <PF_RING PATH>

make

2. 4. WA R 2238

cd PF_RING/kernel
make

sudo make install

N— p—

2. 5. 384T PF_RING

cd <PF RING PATH>/kernel

sudo insmod ./pf_ring.ko [min_num_slots=N] [enable tx capture=1|0] [ enable ip defrag=1|0]

Hrp
min num_slots
PIAZ AR I RE 5 N BA IR e /Nt B 8 CBRAA

enable tx_capture

- 4096) .

BEEN 1 Dl i dE e, WEDY 0 DR fL AR . GBRA-RX + TXO

enable ip defrag

BB 1 LUS A TP A B, A0 RXORE BT 3 CBRA-ZE1D)
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2.6.ZC W5l (WRAMEA Z2C BEEATE)

U ELE Intel JERACHS - SEHH 10 Gbit 5L PA_F 2@ B 3k, W RAE A ZC Ik #E
Fo BEWRIRS, W

ethtool -i eth1 | grep driver

driver: ixgbe

TR =AW F 251

1 Gbit
o e1000e (RX and TX)
®m Supported cards: Intel 8254x/8256x/82571/82572/82573/82574/82583

o igh (RX and TX)
= Supported cards: Intel 82575/82576/82580/1210/1350

10 Ghit
o ixgbe/ixgbevf (RX and TX)
= Supported cards: Intel 82599/X520/X540/X55x

10/40 Ghit
o i40e (RX and TX)
= Supported cards: Intel X710/XL710

10/40/100 Gbit

o fm10k (RX and TX)

s Supported cards: FM10420

B NS S AR IR S AR 5«
cd <PF RING PATH>/drivers/intel
make
cd ixgbe/ixgbe-*-zc/stc
sudo ./load driver.sh
@ A RUOFHUEE NSRS 1 %)
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2. 7. Libpfring Ml Libpcap %%

cd <PF_RING PATH>/userland/lib
J/configure && make
sudo make install

cd ../libpcap

Jconfigure && make

sudo make install
2. 8. Wik

I R IR -

cd <PF_RING PATH>/userland/examples

make

BATRBIRE -

sudo ./pfcount -i zc:ethl Cethl M 254 4 FR Al @ IT ifconfig a2 3K1S)
s .

Absolute Stats: [377 pkts total][e pkts dropped][0.0% dropped]
[377 pkts revd][213'072 bytes revd][75.37 pkt/sec][0.34 Mbit/sec]

Actual Stats: [110 ts rcvd][1'000.49 ms][109.95 pps][0.80 Gbps]
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3. Pfcount #y4-i%IR

pfcount - (C) 2005-2020 ntop.org

-h Print this help
-1 <device> Device name. Use:
- ethX@Y for channels

- zc:ethX for ZC devices

- sysdig: for capturing sysdig events
-n <threads> Number of polling threads (default 1)
-f <filter> BPF filter

-e <direction> 0=RX+TX, 1=RX only, 2=TX only

-1 <len> Capture length

-g <core id> Bind this app to a core

-d <device> Device on which incoming packets are copied
-w <watermark> Watermark

-p <poll wait> Poll wait (msec)

-b <cpu %> CPU pergentage priority (0-99)

-a Active packet wait

-N <num> Read <num> packets and exit

-q Force printing packets as sysdig events with -v
-m Long packet header (with PF_RING extensions)
-r Rehash RSS packets

-c <cluster id>  Cluster ID (kernel clustering)
-H <cluster hash> Cluster hash type (kernel clustering)
2 - sre ip, dstip
3 - src ip, src port, dst ip, dst port
4 - src ip, src port, dst ip, dst port, proto (default)
0 - src ip, src port, dst ip, dst port, proto, vlan
5 - src ip, src port, dst ip, dst port, proto for TCP, src ip, dst ip otherwise

7 - tunneled src ip, dst ip
I R gl B P | bR A AR 400-999-3848
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8 - tunneled src ip, src port, dst ip, dst port

9 - tunneled src ip, src port, dst ip, dst port, proto (default)

6 - tunneled src ip, src port, dst ip, dst port, proto, vlan

10 - tunneled src ip, src port, dst ip, dst port, proto for TCP,
src ip, dst ip otherwise

1 - round-robin

13 - src + dst ip (with duplication)

-s Enable hw timestamping

-S Do not strip hw timestamps (if present)

-t Touch payload (to force packet load on cache)

-M Packet memcpy (to test memcpy speed)

-C <mode> Work with the adapter in chunk mode (1=chunk API, 2=packet API)

-T Check packet timestamps

-U Check packet sequential IP as generated by pfsend -b <num [Ps>

-x <path> File containing strings to search string (case sensitive) on payload.

-0 <path> Dump packets on the specified pcap (in case of -x this dumps only matching packets)
-u<i2> For each incoming packet add a drop rule (1=hash, 2=wildcard rule)

-J Do not enable promiscuous mode

-R Do not reprogram RSS indirection table (Intel ZC only)

-v <mode> Verbose [1: verbose, 2: very verbose (print packet payload)]

-K <len> Print only packets with length > <len> with -v

-z <mode> Enabled hw timestamping/stripping. Currently the supported TS mode are:

ixia Timestamped packets by ixiacom.com hardware devices

-L List all interfaces and exit (use -v for more info)
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pfcount- (C) 2005-2020 4 ntop.org [
T EN LT B

-i<device>W & % . M-

- ethX@Y *tT- Sl

-zc:ethX T ze W4

-sysdig: FH T3k sysdig F1F
-n<threads>#E I ZARE (BRIME N 1D
-f<filter>BPF i JiE 4%

-e<J7 F>0=Fzli+ K i%, 1=105, 2=1UK %
-I<len>ffi{ K
-g<core_id>¥f 0N F B2 /7 45 i BAZ 0
-d<device> 5 il t N €11 15 %

-w<watermark>7K E[J

-p<poll wait-FeH5FfF (ZF)

-b<cpu%>cpu 5L (0-99)

MR L

-N<num>iZH <num>f,FF18 H

-q f8 H-v SR Bl B 4T EN DN sysdig FAF

-m KEHEk G PF 3y &)

-+ EHTHUE RSS

-c<cluster id>cluster id (NZHFE)

-H<cluster hash>£EHE 28 (NZEERD)

2-src ip, dstip

3-src ip, src ¥, dstip, dst ¥l

4-src ip, srcport, dstip, dstport, proto (ERIN)D
0-src ip, src %t 1, dstip, dst %, proto, vlan
5-src-ip, src-port, dst-ip, dst-port, TCP ¥}, src-ip, dst-ip, 75N

N,

7-F%iE 3K sre ip+ dstip
8-F%1E = src ip. src Ufi I dstip. dst ¥
9-B%1E 3 src ip, src port, dstip, dstport, proto (ERIA)
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6-F%1E 3\, src-ip, src-port, dst-ip, dst-port, proto, vlan

10-B%iE = src-ip, src-port, dst-ip, dst-port, TCP ¥}, src-ip, dst-ip, 750
-1 3%

13-src+dst ip CHF A D

-JE PRI 1] 8%

-S AN hw I TAIEL CUn SRAFAE)D

-t Touch A RUE (TELEAF o 8 ()

-M 434 memepy Gl memcepy J# )

-C<mode>7E X P sU N HERC 8+ (1=IX 8k API, 2=H#i41 APD

=T 6 AR FL I ) 38K

-U K25 i pfsend-b A 123 4L /F IP<num IPs>

BB WG PR (XA KANS) 1 x<path>3C 1.
-o<path>7E4E & [ peap & AEMIRA (-, T X 5665 IT e i 5 )
u<l | 2> RAME NEHE AR I — A Z 7000 (1= 45, 2=@RAFD
-J AN R AR A

-R AEH AR RSS [A#EE£ (IR Intel ZC)

-v<mode>Verbose[ 1: 741, 2:3FH VR4 (T ENEUE B 7D ]

K<len>{XFT E FE Ry><len> HL A A -v (%R R

-z<mode>Ji{ FIBE AN TR) B/ B8 . H AT SCRP) TS BEA

ixia I [E) B 60, ixiacom.com I3k A 15 7%

LA AT IR (- TREZERD
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4. Pfsend fy2-i%&TH

pfsend - (C) 2011-2020 ntop.org
Replay synthetic traffic, or a pcap, or a packet in hex format from standard input.
pfsend -i out_dev [-a] [-f <.pcap file>] [-g <core id>] [-h]

[-] <length>] [-n <num>] [-r <rate>] [-p <rate>] [-m <dst MAC>]

[-w <TX watermark>] [-V]

-a Active send retry

-f <.pcap file> Send packets as read from a pcap file

-B <BPF> Send packets matching the provided BPF filter only
-g <core_id> Bind this app to a core

-h Print this help

-1 <device> Device name. Use device

-1 <length> Packet length to send. Ignored with -f

-n <num> Num pkts to send (use 0 for infinite)

-r <Gbps rate> Rate to send (example -r 2.5 sends 2.5 Gbit/sec, -r -1 pcap capture rate)
-p <pps rate>  Rate to send (example -p 100 send 100 pps)
-M <src MAC> Reforge source MAC (format AA:BB:CC:DD:EE:FF)

-m <dst MAC> Reforge destination MAC (format AA:BB:CC:DD:EE:FF)

-b <num> Reforge source IP with <num> different IPs (balanced traffic)
-t <num> Reforge source port with <num> different ports per IP (-b)

-S <ip> Use <ip> as base source IP for -b (default: 10.0.0.1)

-D <ip> Use <ip> as destination IP (default: 192.168.0.1)

-V <version> Generate IP version <version> packets (default: 4, mixed: 0)

-8 <num> Send the same packets <num> times before moving to the next
-A <num> Add <num> different packets (e.g. -b) every second

-0 On the fly reforging instead of preprocessing (-b)

-z Randomize generated IPs sequence

-0 <num> Offset for generated IPs (-b) or packets in pcap (-f)

-L <aum> Forge VLAN packets with <num> different ids
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-F Force flush for each packet (to avoid bursts, expect low performance)
-w <watermark> TX watermark (low value=low latency) [not effective on ZC]

-d Daemon mode

-P <pid file>  Write pid to the specified file (daemon mode only)

-v Verbose

pfsend- (C) 2011-2020 4 ntop.org i

MR HER N CA 75 gk il XA O B peap BRERE AU
pfsend-i out_dev[-a][-f<.pcap file>][-g<core id>][-h]
[-I<length>][-n<num>][-r<rate>][-p<rate>][-m<dst MAC>]
[-w<TX watermark>][-v]

-EFRIEE IR

~f<.peap file>LA M peap SCHSZER I 75 2R X H04 £
-B<BPF>H K% 5 T4 (1) BPF € 48 U e i 448 (.
-g<core_id>¥f It N R FP 48 7€ B 4% 0

-FTEQ 7 B

-i<device>W & %o fH R

-I<length>ZL KR I HAR ALK FE . H-f Z208%

-n<num>% K% ) num pkts (ffH 0 KRTEHRD

-r<Gbps rate>KIEHF (Fli1-r2.5 Ki% 2.5gbit/s, -r-1pcap i FREK)
-p<pps rate>KIEHEE (GRH]-p100 Ki% 100 pps)

-M<src MAC>H ¥ & 3 MAC (%20 AA:BB:CC:DD:EE:FF)
-m<dst MAC>HE ¥ &3 Hbx MAC (#%20 AA:BB:CC:DD:EE:FF)
-b<num>H AN TP B35 IR 1P (TR ED

-t<num> {1 FHEEA 1P (1A [R] o 1 28 & 05 11 (-b)
-S<ip>fii F<ip>fE J9-b AR ip (BRINME: 10.0.0.1)
-D<ip>{fi F<ip>1EN H A% ip (BRIME: 192.168.0.1)

-V<version>4-Ji% IP version<version>fl, (ERINH: 4, JBE: 0)
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TERS BB T — A0, RIEARE I EE A <num> 1Kk
-A<num>FERP IR AR B A (Bl fn-b)

-0 N FEFME M AR LI (-b)

-z BEALAE R 1Ps J7 41

-fE peap (-£) FAERN ip (-b) BEIEEM o<num>{wFL &
-L<num>f# F{ AN id Dhi VLAN s

F XA BRI Ch T %Rk, WM
-w<watermark>TX watermark ([R{E={KZEIR) [XF ZC TLRK]
-d SFAP R AR

-P<pid file>¥4 pid B AF5 & LM (PR SF 92 A 0O

v 4l
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