e g S AL TR AR S D
ntopng 2 FE LAY FH A%
B T U U TP T U U U RUUSTRRRTTRTRRN 2
2. AR T oo 3
B L MEOPNE ettt ettt ettt ettt nennn 3
3. 1. 1F ubuntu 18.04 LTS 2225 NEOPNG...ieieretieceeeeeeeeeeeeeee et 3
3020 FE CeNEOS F 222 o 4
R T = By I 01 4o <) 1= S0 TR 4
4. Web GUI (ntopng Enterprise L-ubuntu 18.04) ......cccooeeiiieiiiieieeieeeete ettt 5
B 1o TR et bbbt 5
B 20 AR TE oo 5
T T T == . - = SO U USSR 6
A e BB ettt 7
4.5 TR oo 8
4B, THTETM . coeeieeeeeieieeeet ettt ettt ettt ettt ettt ettt ae et s ettt sebeas 10
4.7, FRELCENSE FFUBIT cvvorvvrvvreieeeieeiee et 10
5. 1F nprobe EAFF NtOPNG 7T ....oeeeeeeeeeeeeeeeeeee e 11
B Lt NPFODE [AT ST ettt ettt ettt 11
5.2, Z/N NProbe BN NEOPNG. ... ovivieeeeeeeeeeeeeeeeeeeeeee et 12
D 3 N AT et e e et e e e e e e e e ———— e e e e e e e ee it ba—aaaaaeeeaantararaaaaaaans 13
5.4, R[N EHEAFEA I DR E IR oo 14
6. 1E n2disk FAHFH NOPNG Tt 14
6. 1. AL TN et 14
B. 2. BT T oo 14
7. ntopng B[] AR FIREETEIR oo 15
8. )T LICOINSE . .eevvieeeeeeeeeeeee ettt ettt ettt ettt ettt ettt et ettt ne et enens 15
9. TETETR AT e 15
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1. fEfr

ntopng A2 54 ntop (9 F—RAAR, ntop 2 W R IR 2% 4 FF A8 50 1 P 4 37 SR 28 . ntopng %4 libpeap,

HHUAT KT S, DMESERs LA AfERED Unix &, MacOSX Hl Windows _LIzAT .
ntopng GEI, #RR/NG 7R /48 7 EMK, N K Web F 7 FHE, 00 S S2 iy A B SRR S B
FERRWT:

® RHE MRS AU AT HE Y, AFE 1P Hibk. s, L7 PR, FEEE. HIRRSR(AS)

® T RSN 4 I B AN E B AL

® G A M ZS TR AR AR B IR A, AL A S B

o KT N (CREHBWE , MPHERY, W L7 M

®  WHLIEIRA ST L B, WARIN FIAFIEIR, IR (RTT) , TCP ZiiHEE (HEfk, BLAHE
A, HEREER) LLE ARSI 1 R

o HFFATRESIH BRI REERIS b, DUER R ATIR B A S G 0

©  7E b A b AL AT M 3 E LA S

® FH nDPI H ntop ¥ JZ 4 A (DPD AR K IR FE 7 # il (Facebook, YouTube, BitTorrent

)

® A Google 1 HTTP 844 B i HARFAE AL ik 95 KRR AL HTTP i
®  JrifT IP JEIFARIE IR/ H B AT o 2K

® R IP MMUEAIIEN (FebM SRR r)

® i HTMLS / AJAX M4 Egiit (s a

®  SE4ICHF IPv4 Al IPv6

o SEAINEE 2 ECFH(ESE ARP ZiHER)

® GTP/GRE Z:p&id

® 7 kF MySQL, ElasticSearch Fil LogStash 5t Wi 4% $ 45
o  Zr s H t d A 5 3 MySQL

®  EHR G| LU S A AT BE ML

® SNMP vl /v2c SCHRFMIES: I % SNMP ¥4

o S{MEEL, AHE VPN A L E IOk
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2. hRASULEH

ntopng # A4 WA : Community, Professional, Enterprise M, Enterprise L, HEANRAS#BEF X655/
{1 L AS A BB I D e

ntopng [ hi GUH 4R T Dh R 76 B LML E «
® ntopng Community

A DX A A S A T DT IR AR o e B IEARAS AT LAAE Github E R F.

® ntopng Professional

TAVERFEAE T — AT AL X I AIA ShRE, X Bt TN AR, B FEEERGY, RE
fic B SO AT LDAP S 5830 .
® ntopng Enterprise M

Enterprise M W A #H %} T Professional fiRAHE AL T —LL%4M W ThRE, X EEThREXT T R AL SUR 514G
4% SNMP SCHF, PRIE MySQL S, @SR EMRER, mItmiRzEl.
® ntopng Enterprise L

55 Enterprise M fRAAH L, Enterprise L lUAHRfE T — 4844 Thae, QRS HEH (EH- SHEM
KHEIIBEST) o BERRARIKE AT LA n2disk 1 Gbit (JE4E1C3%) 1 nProbe Pro (Flow Collection) , ifi /&7 £
il ¥ AT IE

3. %% ntopng

3. 1. 7E ubuntu 18.04 LTS _t %% ntopng

® 4 ntop FFEHE
sudo apt-get install software-properties-common wget
sudo add-apt-repository universe
sudo wget http://apt-stable.ntop.org/18.04/all/apt-ntop-stable.deb
sudo apt install ./apt-ntop-stable.deb
E(E H root FLFR)
o ZEWMAH
sudo apt-get clean all
sudo apt-get update

sudo apt-get install pfring-dkms nprobe ntopng n2disk cento
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sudo apt-get install pfring-drivers-zc-dkms

3. 2. fE CentOS L%&%%
o AR
cd /etc/yum.repos.d/

wget http://packages.ntop.org/centos-stable/ntop.repo -O ntop.repo
CentOS/RedHat 8

rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
rpm -ivh http://rpms.remirepo.net/enterprise/remi-release-8.rpm

yum install dnf-plugins-core

dnf config-manager --set-enabled PowerTools

dnf config-manager --set-enabled remi

CentOS/RedHat 7

rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
CentOS/RedHat 6

rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-6.noarch.rpm
wget https://copr.fedoraproject.org/coprs/saltstack/zeromq4/repo/epel-6/saltstack-zeromg4-epel-6.repo
rpm -ivh http://packages.ntop.org/rpm6/extra/hiredis-0.10.1-3.€16.x86_64.rpm
ZERMTE

yum erase zeromq3

yum clean all

yum update

yum install pfring-dkms n2disk nprobe ntopng cento

WRFEM PF_RING ZC , &7 23 N Ika):

yum install pfring-drivers-zc-dkms

3. 3. J33)] ntopng

systemctl start ntopng

systemctl status ntopng
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mp@ubuntu:~4 systemctl start ntopng
mp@ubuntu:~$ systemctl status ntopng
@ ntopng.service - ntopng high-speed web-based traffic monitoring and analysis
Loaded: loaded (/fetc/svstemd/system/ntopng.service; enabled; vendor preset: ¢
Active: |active (running) |since Fri 2620-89-064 #2:21:32 PDT; 2s ago
Process: 2314 ExecStartPre=/bin/sh -c /binfsed "/~[ ]*-e.*S\|~[ ]*-G.*\|~[ ]*
Process: 2283 ExecStartPre=/bin/sh -c Jjusr/bin/ntopng-utils-manage-config -a {
Main PID: 2318 (ntopng)
Tasks: 10 (limit: 2295)
CGroup: [system.slice/ntopng.service
L2318 Jusr/local/bin/ntopng /run/ntopng.

i ubuntu ntopng[2318]: 04/Sep/2020 02:21: [NtopPro.cpp:714] [LIg
92:21:34 ubuntu ntopng[2318]: 04/;epf2020 - R [Ntop. 184 Adding
:21:34 ubuntu ntopng[2318]: B84/S B2:21: [Ntop. :851] Adding

i ubuntu ntopng[2318]: Sep/2020 62:21:34 [Ntop. :8 Adding
221 ubuntu ntopng[2318]: 04/Sep/2020 02:21: [Ntop. :851] Adding
:34 ubuntu ntopng[2318]: ©4/Sep/2020 02:21: [Ntop. :8 Adding

4 ubuntu ntopng[2318]: @4/Sep/2020 62:21: [Ntop. :88 Adding

ubuntu ntopng[2318]: 04/Sep/2020 02:21:34 [Ntop. :8 Adding

ubuntu ntopng[2318]: 04/Sep/2020 02:21: [Ntop. :883] Adding

4 @ 4 ubuntu ntopng[2318]: 04/Sep/2020 02:21: [PeriodicActivities.cy
lines 1- 20}20 (END)

4. Web GUI (ntopng Enterprise )
(GER: AREFEELEH 5 ITE ubuntu 18.04 Lidt4T, HAth RGu A 77153400

4.1. B3

JE 3l ntopng Z J&, AT LA E GUL. BRAEGL T, BT LUMEAT Web J%#537 17 GUI . 7E ntopng J&
BNHAND, AT IR H AR 48 T8 iy AT I, 4R 2488 H I 38 — DU & B R R AT R L MR PE TE 5 3
AR OGP S A3 BE o http://127.0.0.1:3000/, HI4EMK S 2053578 admin, B RS TE EE %D,
®  WIMEEHT I web S
http://127.0.0.1:3000/

Welcome to
ntopng

4. 2. PRE

IERBE— BN DU, BN ntopng WA BT ide 2 11 Bz VR B ER A 2 A At 2 1 SE R e . Lol p
YN R | B v ] dbE B | EFIE 400-999-3848
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RIASCGRAR PTIR AR RS S, ELAE S - B A 32 M AL ) S T R A 82 FH R - 24 b A e JE8 15 28 A T H Y
Moo BORBUEEHAIIH . RAE MR M ntopng TRAFEHT. BCERMRIA MIEE7 BoR 132 BN AR 7 A0 k) 45
TR SEI MR IR . R T W28 3% AL, DR Fe i M B D BRI 2. A 7 Rl Bk
SRR O, RIAT B aS U0 R R i H .

fIH: Dashboard->Traffic Dashboard

ato niop.org: visit the APreferences page and express your preference.

Actual Traffic ens33: Realtime Top Application Traffic Network Interfaces: Realtime Traffic
3,37 Koi's o . s e
58 Kbits sz Ko
Loakous A saxbis wobs
6083bUs iz
93 39 birs sy
w2
39339 bits A w0
e
25426 bits g
", I
it w0z @i sz o0 ” wmm o023
Actual Tr &ns33: Top Application Traffic Last Day View Network Interfaces: Last Day View
° . - @erss
e
&)
wirs
-
69083 birs
az ko] N
S A
SR, 1
2LOIBUSY g i
;;;;;;;;; o)
21109bis 4 oo s s2cen 0o sun e T s2c0 wiom

4. 3. MEHRE

LV R ¥ ntopng FOVF N2 MEAR I — AN sk AN 1 AR B B U R o AT AT R Rz 32 SR sy
I “Traffic Report”J{IH, % IUMI N 4R 4L T 2 AN B L1

JE AN [ 7 5 (R (IR o B2 Th (— AN 5 1d (—RD) 5 tw (D, IM (—AHD,
6M (NN FITY (—4F) o Bk S a) B v AR AT — AN S A e — S L 3R, 1235 g e 1) 9 LA
METTFAG, JF I RE1E B 30k 3 ARG .

fiE: Dashboard->Traffic Report

1, 1.30 kbitls Search L.
Sl 870 kbitls iR s €
. ° e
21681t
B Applications oro /\
- | ‘
Total Traffic: 907.39 KB o
= P =
e
4 afs G0 | oL | Gbee | oSem | osm oseo  ozow  omam zoa  mwm  onn ome oo wmn | G zow =
. T o s
o Q \s
o
Bl  Application Breakdown 210
S
ocal
Senders

Receivers

244.5 KB (556,34 biU's)

236.1KB (537.32 biU's)

2105 KB (478,93 bit's) 182.168.0.255 16.4KB (37,38 bits)
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4. 4. RE

A DA RE TS T RAE itk B, DLRTRRAL 2 i3 3 ) S 5258
(] PR32 B X e A S o [R]— % ML 8] 7T BALAEAE 2 AN I R

R ATELR AL A L

Foobis  eemssepiesingbas 152605 [I) EIIE) EEERTE G 6 Q | searcn

Active Flows
10 + Hosts* Status~ Direction~ Applications + Categories * |P Version~  Protocol ~
Application Protocol Client Server Duration Score Breakdown Actual Thpt Total Bytes Info
m SSDP 1 ubpP _gateway ¢£:1900 239.255.255.250:1900 20:30 0bps = 144.01 KB —
[ inio | MDNS ol upP WORKGROUP M :&::mdns 224.0.0.251:mdns 20:43 0bps = 60.48 KB
[ info | MDNS ubpP 192.168.0.111 g&:mdns 224.0.0.251:mdns 20:43 0 bps = 60.37 KB
[ info ] MDNS sl uDP ubuntu [IPv6] M:mdns f02::fb:mdns 20:43 Obps = 12.54 KB
[inro] Targus Dataspeed UDP _gateway ;£:1024 Broadcast:5001 20:40 Obps — 9.78KB A
[ino ] UPIP ol ubP 192.168.0.102 ;5:52893 239.255.255.250:3702 00:15 0bps — 8.81KB—
m 2 Unknown ubpP 192.168.0.102 55:56533 Broadcast: 1947 20:12 0bps = 216 KB —
m ? Unknown ubpP 192.168.0.102 ;5:56533 192.168.0.255:1947 20:12 0 bps = 216 KB =
[ info ] SSDP il ubP 192.168.0.108 ;5::54983 239.255.255.250:1900 00:16 0bps = 1.05KB =
[ ino ] SSDP ubP 192.168.0.107 ;%:50584 239.255.255.250:1900 00:03 0bps — 864.00 Bytes —
o IPHE
Q | 1921680113 F S
: R - =1
N NV S vy ’f_‘:_ = ﬁ
FZRJE AT LARNERE ip FPEAIE S0 F:
s Q| ser L -
@ Contribute to the proj g encrypted, 1o ntop.org: visit the your preference.
Host 1921680113 % A Trafic P 4P Applications DNS Ti i HTTP F A B
(RouterlAccessPaint) MAC Address Vimware 806884 (00:0C.29.80:68:84) Dcomputer

First Last Seen
Sent vs Received Traffic Breakdown

Traffic Sent / Received
Flows: Active | Total | Anomalous | Port Unreach @,
Peers: Active

TGP: Retransmissions | Out of Order | Lost [ KeepAlive

Reset Host Stats

Additional Host Names

Download &,

www.hkaco.com [ M| ERHIN| B ER | B Pz dbnt| G

1389ms

0310912020 22:53:47 [03:51:20 ago]

10757 Piis /17 MB A

As Client
134/2078—/76—14—
3

sent

301 Pks = /11 Phts = / 37 Phds =/ 233 Pl

oo

Source
Dhce

JSON

@ Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the APreferences page and express your preference.

P Address Host Pook: Not Assigned
os i [Ubuntu]

Name WORKGROUP & & () () i (3

Score s

0410872020 02:45:05 [00:02 ago]

5=

9857 PKis / 66 MB—
s Server
0—122=18=/0—
o=

Received

48 Phts = 861 Pkis =/ 330 Pkis = / 61 Pkis =

Name

ubunty

1 min

===

it

Brrotmarn

400-999-3848
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support@hkaco.com

F1,1%:020-38743030 , 38743032

f£3.:020-38743233


http://www.hkaco.com/DAQ/scope_default.asp
http://www.hkaco.com
mailto:sales@hkaco.com
mailto:support@hkaco.com

HongKe

aen EES TN L T-HIRARSS

e
mt R R

i A Yot e O e e s ot S i Agy

WINE:

O e T L, 1 2 [ 10 Dovices L 2 Fows 2 Q| seach L a-
5m | 30m 1h 1d 1w 1M 1y 04/09/2020 02:15:00 @  04/09/2020 02:45:00 Pl Aoply < B = ¢ L = K
Traffic ~
Sert ORI @3omage OTend OEMA OSMA ORSIcuvspast(ightaxs) OAvg OS5t Perc
6.4 Kitls
48 Kbits
32 Kbis
16Kbits
021500 02:2000 02:25:00 T waw  eme www o
Total: 493,10 KB 95th Percentie: 552 Kbitis Average: 2.24 Kbit's Max: 6.4 Kbits @ 04/09/2020 02:25:00
Top Applications ~ 10~
Application Sent Received Percentage Total Bytes Actions
ntop 10.64 KB 169.64 KB 36.9 % 180.29 KB Q
Amazon 52.63 KB 34.21 KB 17.8% 86.84 KB Q
- BerotmaR
\EFENZEHIL, ARSI\ Cul+G, [UB=49 1D

4.5. IR EE

ntopng T LRSS #4 i B AVEAE i, IR 3R BERL ] DA St KA i 8l

fege b, AT IRBET S EOE, ntopng 7R EERL MySQL H¥i . &4t b, T SR ¥R, ntopng
i EEE N MySQL #di . 16 &7 Flows Dump SCRY, LAERHUA S0 o 15 BIEH 158 2 Pra0{E B DL it
A AT 1 B SRR

{EE, HT A MySQL IR AE BEAT s it dl A A 1 S 15, ntopng BLAESE A T — K74 nindex )%
Vi EE e, BT 7 MySQL [FIFRf . ZRT{LAE Linux / x86_64 1K R 45# [1) ntopng VAR H AT H

T A BRI, ntopng R HE % -F nindex JET

sudo ntopng -i ens33 -F nindex

X %
{7&: interface-> =

WU R Al B V%] dbE | 89 & 400-999-3848
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» . 1.30 kbitis i
T WO e 1) OF) CEIED LT ) a 2
Interface: ens33 A" e ABG FL W
X Begin DaterTime: End Date/Time:
5m | 0m 1h_1d 1w IM 1¥ 04109/2020 02:48:00 | 04002020 0253.00 a e € 4 = S L = K
T — =1
MERRR N\
Tafic Osma OTend OEMA OSMA ORSIcvepsst(gwass) Omvg Ossihperc

363 koits

a2 kbits

ks

aakbits

P

18 kit

12kt

axes

v

om0 ozarz w4z G2az0 w3000 25030 wes100 = ozs200 sz e
95ih Percenie: 135 Kits Average: 379 Kl Max: 3698 Kiils @ 040812020 024343

(Top Applications 10+
Application Total Bytes Percentage Actions
SSDP 4019 kB 323% Q
MDNS 3036 K8
uPnp 1911 kB

1162 KB

\ERENZENWL, BB R Ctrl+G.

i % BIbR, AT AR R HE A5 s LI F 0 SR R .

Top Applications ~ 10-
Application Total Bytes Percentage Actions
ssoP a10k8 4519%
MDNS 1099 k8 220% / Q
Unknown 1131KB 124% Q
UPHP 9.49 KB 104% @
DNS 251K8B 28% Q
Targus Dataspeed 233K8 26% Q
UbuntuONE 207k8 23% Q
ICMPVE 106 K8 12% Q
IGMP 917.0 Bytes 10% Q
NetBIOS 245.08 Bytes 03% Q
Showing 1 to 10 of 10 rows
NOTES:
s, AT A 2R F P B A R
I ’ H
ikl e (IO (XD €D O a ‘

Intertace: ens33 = AEBS /P L7

Begin DaterTime: End DaterTime:
5m 3m 1h 1d 1w 1M 1Y | Custom 04/09/2020 02:51:00 [ ] 04/09/2020 02:57:00 [ Apply <« + - & u K
SsDP +
Ssor QT OEMA QSMA O Qoshpec
116 kit
peri
sea s
a0k
caotis
seotits
szoms
1600
ozfnon czszo czsio0 zsi0e azsson wseon w270
Total 4871 K8 95 Percenile: 116 Kbils Average: 111 Kails Max; 116 Kbils @ 0410912020 02:52:00
Top SSDP L7 Contacts ~ X Application: SSDP 10 - IPVersion-  Explorer~
Client Server Throughput Total Bytes  Actions
_gateway 230.255.255.250 780,22 bitls 3429KB Q
192.168.0.102 239.255.255.250 95.56 bit's 42K8 Q
1021680107 239.255.255.250 57.6bit's 253KB @

[ — Erear—gr— - an

AR T LA 2R 2 HL P O % O«
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b SlEobys e | () (1) CEED I Q| searen L.

Host:1921680113.% @A Traffic Packets

Begin DatelTime: End Date/Time:
smosom o B8] o om oay 0510072020 22:55:00 @ | | os0on020225500 . « 5o+ - A
Top Applications ~
@®nop. LS DNS. Amazon HTTR MDNS UbuntuONE Unknown @ Other @ Trend EMA  @SMA Avg
s
e
s coss wass asss =3 s T iz = =3 fres 2085 28
Client Server Application Throughput Total Bytes  Actions
WORKGRGOUP 125.74.34.246 HTTP 544.94 bit/s 561 MB Q
WORKGROUP SR ntop 307.23 bits aeve @
WORKGROUP 118.116.2.26 TLS 135.18 bit/s 139MB e
WORKGROUP api.snaperafiio UbuntuONE 42.9bitls 5428 @
4.6 1% I
. 0. R
. N s Y i I\
1t Setings->Preferences 11 1] AL & ntopng, 7 WiFATAI LAk B I (8] /5 51 i 70 75 26,
s O TP T TP e O 15 1 | 11,01 ] 5 Devices | 27 Flows Q | search F S
402.00 bit/s & =

Runtime Preferences

Q  Search Preferences Timeseries Database

Timeseries Driver RRD | InfluxDB

S ARl The driver used for storing and retrieving timeseries data.
Netwark Interfaces InfluxDB URL
http:filocalhost:8086
The URL pointing to a running InfluxDB instance. P

Cache Settings

INHNDB Database

ntopn
The database to use for timeseries storage. Existing data will not be migrated Prg

Alerts

Alert Endpoints _ Wy
InfluxDB Authentication

Applications Enahle InfluxDB authentication.

Logging Timeseries Resolution J0=| a0s 1w B
The interval between consecutive timeseries data points for local hosts. Only effective for
Fiow Database Dump packet interfaces.
NOTE:
SNMP " i
» High resolution can have a strong impact on memory and disk usage for large networks
& _Limeselies relention ime can be set here

Network Discovery

Interfaces Timeseries
Telemetry

Traffic

Traffic Recording Toggle the creation of bytes and packets imeseries.

4. 7. 3REX license I UE

Help->About & H AR License, i BT ~ALE .
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\ i o e O .- 11 5 o [  evices ] o Q | searcn

@ contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the BPreferences page and express your preference.
About ntopng
Copyright ©1998-20 - ntop.org / i

License
£9B4964310E5FCO0DAABESE2DBOF 2678159969997 IFAEBAC3Y
Version 4.0.200828 (11284) - Enterprise L Edition
Builton Ubuntu 18.04.5 LTS
Platform Debian busterisid [+86_64][Ubuntu 18.045 LTS] - 64 bit
Startup Line ntopng -~dump-fows "[nidden]”
nDPI 3.2.0-2220-6735b035
cURL 7580
e T
B3 Font Awesome 5112
RRDtool 170
nindex 12
Timeseries Resolution sm
Redis Server 409
Mongoese web server 37

i JE S M 34 A license A= A S THI -

ntopng License Generator

ed Information

System Id 3B9071B600860F11

Order Id:

Email:

ntopng Version: 4.0.200828

ntopng Edition: Enterprise L (x64) b |
NOTE

d nProbe. This means that with a single

Create ntopng License Reset

1E b B A AN SE license 3 2 [) Order id F11 Email £ 55t Creat ntopng License B A 4 i License, &
P E B License & A #2715 BRI AT 58 BB -

5. 7£ nprobe Lf#H ntopng =45

5. 1. nprobe {84

ntopng 7] F T- A ¥4k nProbe A= il S &R (1) Z i@ s . 7EJLMHEDOL T, 14 ntopng 55 nProbe — i H IR
WU R Al B V%] dbE | 89 & 400-999-3848
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asm | LIRS I T IRFRS D

JifE, A

B A, SRR 25 15 % 72 AR ) NetFlow / sFlow 2048 (AT AL . 7EXFRIEHL T, nProbe Mk
W IFAHT NetFlow / sFlow Wi,  JFH45 R K% 3 ntopng LAREAT AT LA .

IR R RGN %3 1 . FERXMIEIL T, ntopng Toik EE MM 4582 11, 007G 33
. —AEZ S nProbe W T $RCE W 2% 42 1AL B K 45 AU &% B v Ut ntopng,  PAREAT 23 Hr AT
AL -

TRLESS T R RS, R e TR A

NetFlow/sFlow Raw

JSON
over ZMQ

over ZMQ
nProbe » niopng

5. 2. 2> nProbe £|—™ ntopng

8 5> ntopng MZ > nProbe WCHRIAUNT T+ AL E A BT AL A RS i R B 1R A .

FMZ A nProbe WEET , ntopng DA LARIANFIHF UG C CHIREESS) 1E ZMQ i )5 K, T 4&EA> nProbe
HB 5 B 1% P --zmq-probe-mode. 7EXFHELE o', nProbes £33 5h 5 78 24 AR 55 2511 ntopng (KR, M2 IFMAR.
KL, 025U OR ntopng IEAENTNT ANY #idil (REEECRF) * 78 ZMQ ¥ stk ) BUE %1 nProbe 7 LA
VI ) g — Ak
DA s X A & ) o
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ase L IES TN L T-HIRARSS

ntopng -i tep://*:5556¢
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i eth1 -n none -T "@NTOPNG@"
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmgq-probe-mode -i none -n none --collector-port 2055 -T "@NTOPNG@"

nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none --collector-port 6343 -T "@NTOPNG@"

5. 3. NAT

nProbe fI ntopng ] IP FIIAPEARE 2PN 2 BT 498 1. AW, ntopng ] BEA L0 EE M FLh ] 28 v
i) nProbe WAL, 1ZMZE AT REN. T NAT 25, F2WB5 KEEt. FIFE, NAT 5/ ntopng A BEAT 24 2 M
F— AL ) nProbe WAL . FIEM4E, ZAAFIXEIENL, AILLK ntopng ORI nProbe) i E Jy T H
Hi 78 4 JSON-Over-ZMQ {5 (2 P o B IR 55 2 o IXFERURE S 1 FE M 28 B8 Pl N TG, FBIS HJRE A%
AFFN, PR X DAR DR 7 i T LA TR R 55 %, 10 NAT K B 3 4 308 45 iz [a] 1) R 55 4 210 % 7 i 30
55

4 nProbe Fl ntopng #B7E R — M %% L, 504 24 ntopng 7F 55— AN M4 FF{E AT LLEiK nProbe B, 374 F LA
TERE

JSON
NC - nPI'O be

Flows

ntopng -1 tcp://<ip address of nProbe>:5556

nprobe --zmq "tcp://*:5556" -1 eth] -n none -T "@NTOPNG@"

IR 2 5% ] ¥ nprobe Al ntopng [F)7 51 4 -

ntopng -i tcp://127.0.0.1:5556

nprobe --zmq "tcp://*:5556" -1 eth] -n none -T "@NTOPNG@"

* ntopng JGi%iEF nProbe, {H nProbe RJ LLIAF| ntopng B, NAHEHIBCE N

NAT

JSON
nProbe

Flows

A

ntopng -i tcp://*:5556¢
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i ethl -n none -T "@NTOPNG@"
THYER, B2 ntopng Al nProbe MR F it/ Rk 55 o fi AN 52 M J5 22 R IR EE, DRI P R R 5 T DA 46

i H .
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5. 4. fE[F]— A& LB ORER

AL E ntopng:

sudo ntopng -i tcp://127.0.0.1:5556

it & nprobe:

sudo nprobe --zmq "tcp://*:5556" -i ens33 -n none -T "@NTOPNG@"
Wi B 58 5 B AT 4T JF web FHHI:

mp@ubuntu: ~
File Edit View Search Terminal Help

5/5ep/2020 23:13:18 [NtopPro.cpp:703] [LICENSE] License: rYNf7¥wLUveBnG/F '%ITE Discarded.

IKg@9pGyQBKGI3 PsSNKS/XXUf11tIUKI9AmpOxPbWHSQSL! /2620 23:13:54 [template.c:2631] WARNING: Unable to locate template 'DNS_Q
oo/‘,:pjzozo 23:13:18 [NtopPro.cpp:704] [LICENSE] s5q9A+sremi4+R4LO Discarded.
xJ1cGiKqBhn9ADqgJ2Eh4Fy jhlyXQJIGZzABIKbU6xB43GdCWMSMPI 6 /2620 23:13:54 [template.c:2631] WARNING: Unable to locate template 'HTTP_
06/Sep/2020 23:13:18 [NtopPro.cpp:784] [LICENSE] NFDfbuscqjsjeyqs . Discarded.
brd13usVqdetPI5MOSIZW2YD8ITIKoWA/O6KHtC80paEBKBLDFR]] 6 /2020 23:13:54 [template.c:2631] WARNING: Unable to locate template 'HTTP_
66/Sep/2020 23:13:18 [NtopPro.cpp:7084] [LICENSE] MXp+U25qghab81KrF S . Discarded.
y4VT3g9Hr jDBORC1WmgFEONTpYYPVE1fbjtISNI+InHKwYb1tWRgH © 23:13:54 [plugin.
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] PABVkaHQWYK/3j16 06/S 020 H 54 [nprobe.

:1369] @ plugin(s) enabled
142] Each flow is 208 bytes long

ep/2020 23:13:18 [NtopPro.cpp:788] [LICENSE] License Hash: E9B4964310ESFCO8 06/Se 0 54 [nprobe.
E3E2DBOF267B1599699971F4EBAD39 :13:54 [pro/pf_
ep/2020 23:13:18 [NtopPro.cpp:714] [LICENSE] Validity: Until Wed Sep 9
111 2020 :13:54 [pro/pf_ring.c:424] Dumping traffic statistics on /proc/net
ep/2020 23:13:18 [PeriodicActivities.cpp:105] Started periodic activities lo i 3-ens33.6
. 4 [pro/pf_ring.c:496] PF_RING enabled on ens33
6/5ep/20260 23:13:35 [startup.lua:214] Startup completed /S 0 :13:54 [nprobe.c:9990] Flows ASs will not be computed (no GeoDB fi
ep/2020 23:13:35 [PeriodicActivities.cpp:165] Each periodic activity script [les loaded)
will use 2 threads e 130 [util.c:5029] Initializing ZMQ as server
06/5ep/2020 23:13:35 [NetworkInterface.cpp:2352] Started packet polling on inter . 4 [util.c: B] Si ated ZMQ endpoint tcp://*:5556
tcp:f/127.0.08.1:5556 [id: 3].. 026 g 4 [util.c:4e e to 'nprobe’
ep/2020 23:13:35 [7M0(:)ue(tur1nterface cpp:255] Collecting flows on tcp://1 / 4 [export.c:548] U«mg TLV as serialization format
7,0.0.1:5556 5 0 13 [nprobe.c:18361] nProbe started successfully

:9146] IP TOS is ignored
ing.c:382] Initializing PF_RING socket on device e

c
=

]9/1hkrp 3ukve /PLFTu9YtdbIEOGULS+VHPCcS3gOK/TczdFRg== / 54 [nprobe.c 3] The # flows per packet has been set to &
C
r

FTFF Web GUI FH1H LA 5 AT LA DL (932 11 A8 N tep://127.0.0.1:5556

‘ I #h (cp://127.0.0.1:5556 ~ ‘ | 12.40 kbit/s  (License expires in2 bays isze2n. BT (D O

6. 7E n2disk £ A ntopng =11

6. 1. MEICRF N

2 T BRI 2 10 RS 53 BT 22 A A, ST R RN B HCHE G Rt T 4K B B R 1) 2%
AN ROCHE B ESLIN ORI T HE NS [ Sl A 1, A AT DU 2R 4 b 2 B ] B A R BT R
A .

TR

ntopng Enterprise L T2 % — > n2disk 1 Gbit Y] iE, W% T ntopng Enterprise L Y] iE, MIJG
5 W 5K n2disk AT HIE .

6.2. BIWMEICH

N T SEBRFIGIE I R, BT E N Interface” S LR IE R — AN RO, !ﬁﬁa b, SRIGHCE 0% 5E

YN | s | B v Jbs 400-999-3848
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il

1. %+ “Traffic Recording”

2. FCEPTHR ) “Max Disk Space™fH . XAFME TS LAz T peap SCHF MBI 25 1], 31X 123 5 4
P PR B I 1) GRS e KA 23 (RN, e A peap SCHRISHE A5 ) o 1EVERE, HOHE O B I 1) 38 B e T e 4
oA 5% FR) U B A I

3. ¥%“Save Setting”$Z 5l PR 4RI K

(@] {1280  mwm——— G B i ra

e Contribute to the praject by sending encrypted, anonymous telemerry data to ntop.org: visit the JPreferences page and express your preference.
Interface: lo @ Networks Packets Applications ICMP &A Bg bbb

External traffic recording providers detected. ntopng can aulnmaéy bind this interface to an external provider. You can let ntopng take care of the recording using this page, or you can £ configure X
an external traffic recording provider.

£ Settings .
affic Recording Settings

Traffic Recording :F Continuous Traffic Recording

Max Disk Space

2 - GB
Maximum disk space used for recorded traffic on disk. 0.02 GB are already in use by this instance.
Storage Directory fvarflibintopng/l/pcap

Storage Utilization ]
@ System (8.95 GB)
@ Packet Dumps (18.1 MB)
Extracted Packets (0 Bytes)
Free (10.59 GB) - Total 19.56 GB

NOTES:

= Global settings (e.g. the license key) can be configured from the Traffic Recording preferences.

7. ntopng B [8] FF 51 FIR FI LR B K

VEAR TSR -

https://www. ntop. org/ntopng/ntopng—disk-requirements—for-timeseries—and-flows

8. 3K license

FTEDRN R IR R AT 3K

https://hongwangle. com/ntop/traffic—analysis—and—enforcement/

9. RIEZAN

7RI, AT 7 YRR R &I R AT
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e MERL5TMWK

PR MLL, RN, RERSE |

S 400-999-3848
support@hkaco.com

@ hongwangle.com

Q I HRENEERRAELTFERA
HAHIIEFSC A #2701
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