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1. &

ntopng #&J5 45 ntop T —AURA, ntop 2 Wi HH 9 £ A5 FH A7 150 1) X 28 i B 48 I 2% - ntopng F£ T+ libpeap,

HHUAT KT S, DMESERs LA DAERED Unix &, MacOSX HIl Windows _LIzAT .
ntopng GEI, #RR/NTG 7R /48 7 EMR, N K Web 7 S, FH 00 S S2 i A B SRR R4S B
FERRWT:

® RHE AR AR AT HE Y, AFE 1P Hibk. s, L7 PR, FEEE. HIRRSR(AS)

® RS 4 i B AN E B AL

®  EIXF M FEAR A AR, AR AN P

o WK N (CREHBWE , MPHIERY, W L7 M

® UAHLIFR SN B, 4RI AR AEIR, FEIRRTE (RTT) , TCP Ziilfs B (Hfk, BLAFHGR
1, BIEREER) LU OAR ) T AR

o KRFAMBAIIEARAA RIS -, DMK T IR R R 5 447

® E b A ok AL AT M 3 E AR S

® F|Jf] nDPI H! ntop ¥4 & £l (kI (DPD AR K IR I FE 7 ¥ (Facebook, YouTube, BitTorrent
%)

® i FIH Google F1 HTTP 844 B (i AR AL il 25 R R AE HTTP i &

® i IP IR EIFARYE YR/ H B H AT 2K

® R IP PRIUE RN bS58

® L HTMLS / AJAX M4 s 4tiHE 2

®  SE4AICHF IPv4 Al IPv6

® SEAINEE 2 EICFH(ESE ARP ZiHER)

® GTP/GRE Z:p&id

® 7kF MySQL, ElasticSearch Fil LogStash 5 H W 4% 445

o = H U s B ) M A A 5 H 2 MySQL

© EA I EE LU B S A AT RE AL

® SNMP vl /v2c SCFFAIEL N SNMP ¥

o S{MEEL, GHE VPN F L E IOk
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2. RRASTLHH

ntopng A VUM AS: Community, Professional, Enterprise M, Enterprise L, &FANRA#REL %8/
PR RSCAS A P N T

ntopng 17 i G R4 T hREM e B A R AL R
® ntopng Community

A DX AR 2 A S A T DT IR AR o e B IEARAS AT LAAE Github E R F.

® ntopng Professional

AR T — 2 AL X AN Th A, X ThBExt T MBI, B BEERY, KR
Bt & SCAEAT LDAP S 43 5600
® ntopng Enterprise M

Enterprise M IRAAHXS T Professional MR AR AL T — L6841 ThRE, X LLTREN T R ALH LRSI H
45 SNMP SZHF, Phid MySQL i, m &M, stz sl.
® ntopng Enterprise L

5 Enterprise M JRAAHLEL, Enterprise L AR ML | — L84 DIRE, S EH (P 5EAH
KIRIIRESD o BERRASIE W] RS n2disk 1 Gbit GZEZEIE3) 1 nProbe Pro (Flow Collection) , 1767 H
{LEAZEEIRTIE

3. %% ntopng

3. 1. 7£ ubuntu 18.04 LTS _E %% ntopng

® &% ntop FEE
sudo apt-get install software-properties-common wget
sudo add-apt-repository universe
sudo wget http://apt-stable.ntop.org/18.04/all/apt-ntop-stable.deb
sudo apt install ./apt-ntop-stable.deb
E(E H root FLFR)
o ZEWMAN
sudo apt-get clean all
sudo apt-get update
sudo apt-get install pfring-dkms nprobe ntopng n2disk cento
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sudo apt-get install pfring-drivers-zc-dkms

3. 2. fE CentOS I %23%

® BB AR
cd /etc/yum.repos.d/
wget http://packages.ntop.org/centos-stable/ntop.repo -O ntop.repo
® CentOS/RedHat 8
rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
rpm -ivh http://rpms.remirepo.net/enterprise/remi-release-8.rpm
yum install dnf-plugins-core
dnf config-manager --set-enabled PowerTools
dnf config-manager --set-enabled remi
® CentOS/RedHat 7
rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
® CentOS/RedHat 6
rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-6.noarch.rpm
wget https://copr.fedoraproject.org/coprs/saltstack/zeromq4/repo/epel-6/saltstack-zeromg4-epel-6.repo
rpm -ivh http://packages.ntop.org/rpm6/extra/hiredis-0.10.1-3.€16.x86_64.rpm
o ZERMHFE
yum erase zeromq3
yum clean all
yum update
yum install pfring-dkms n2disk nprobe ntopng cento
WIRFEF PF_RING ZC , 87 2300 FIRE):

yum install pfring-drivers-zc-dkms

3. 3. J3 3} ntopng

systemctl start ntopng

systemctl status ntopng

www.hkaco.com J M| RN B ER| B PEze| dbnt| BV | FE 400-999-3848

sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233



http://www.hkaco.com/DAQ/scope_default.asp
http://www.hkaco.com
mailto:sales@hkaco.com
mailto:support@hkaco.com

HongKe
ess 4Ry
TSNS e T IRNAPRT

mp@ubuntu:~4 systemctl start ntopng
mp@ubuntu:~$ systemctl status ntopng
@ ntopng.service - ntopng high-speed web-based traffic monitoring and analysis
Loaded: loaded (/fetc/svstemd/system/ntopng.service; enabled; vendor preset: ¢
Active: |active (running) |since Fri 2620-89-064 #2:21:32 PDT; 2s ago
Process: 2314 ExecStartPre=/bin/sh -c /binfsed "/~[ ]*-e.*S\|~[ ]*-G.*\|~[ ]*
Process: 2283 ExecStartPre=/bin/sh -c Jjusr/bin/ntopng-utils-manage-config -a {
Main PID: 2318 (ntopng)
Tasks: 10 (limit: 2295)
CGroup: [system.slice/ntopng.service
L2318 Jusr/local/bin/ntopng /run/ntopng.conf

ubuntu ntopng[2318]: 04/Sep/2020 02:21:34 [NtopPro.cpp:714] [LI(
4 ubuntu ntopng[2318]: 04/Sep/2020 ©2:21:34 [N 5 184 Adding
4 ubuntu ntopng[2318]: 04/Sep/2020 02:21:34 [N ! :851] Adding
ubuntu ntopng[2318]: 04/Sep/2020 02:21:34 [N : :8 Adding
ubuntu ntopng[2318]: 04/Sep/2020 02:21:34 [N & :851] Adding
4 ubuntu ntopng[2318]: 04/Sep/2020 02:21: \ = :8 Adding
4 ubuntu ntopng[2318]: @4/Sep/2020 62:21: \ . :88 Adding
ubuntu ntopng[2318]: 04/Sep/2020 02:21:34 [N : :8 Adding
ubuntu ntopng[2318]: 04/Sep/2020 02:21: \ f :883] Adding
4 ubuntu ntopng[2318]: 04/Sep/2020 02:21: [PeriodicActivities.cy

4. Web GUI (ntopng Enterprise )

(F & REFE )G 5350 4E ubuntu 18.04 _Fidt4T, HAth RGeAH 7725400
4.1. Fx

Ja3 3 ntopng 5, WATLAEH GUL. BRIATEOL T, AT LLMAEAT Web I %4507 i1 GUI . f£ ntopng J&
BNHAN], AT LR H AR 48 8 iy AT I, 4R 248 H I 38 — DU & B R R - R L MR PE TE 5 3
AR OGP B AR B E - http://127.0.0.1:3000/, HIUEMK S 2853578 admin, B RS KT EE %D,
® NI ATIT web Fif
http://127.0.0.1:3000/

Welcome to
ntopng

4. 2. PRE

ICRBE—AN SIS UM, BN ntopng WA BT ide$2 11 Bl VR B ER A 2 A At = 10 SE R e . Lol p
YN R | B v ] dbE B | EFIE 400-999-3848
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WIACRAR PTHR BEREAS S, B ST - R A 32 M AL ) F TR A IO FH R - A M A 1 30 15 25 AT H Y
o BRI SN RIH . A AR B ntopng TRAFFEEHT . BCRAR A IES I 7R 1735 BN AR 1 A R 4
TR SR MR R . AR T W3 DAL, R R B D BRI . A R L R
SN ARG AL, B ST B R T RoRTH .

fIH: Dashboard->Traffic Dashboard

Traffic Dashboard

ens33: Top Local Talkers ActualTraffic  ens33: : Realtime Top Application Traffic Network Interfaces: Realtime Traffic

Py

fe In fo In i> o 3

ss0kas]

B F| K| F|F|F
3 3 3 3 3 3 >

nnnnnnnnn

B & 7| 7| & F
€ 3 3 3 >

a0t

4.3. REHRE

LV R ¥ ntopng FOVF RS2 MEAR I — AN a2 AN 1 AR B B SR o AT AT R A Rz 32 SR sy
I “Traffic Report” T, % UL N R4 T 2 ANHCE E T

FEANA T2 58 BRI TR TR o BT 002 Th =AYV 5 1d R 5 tw D, IM (—AN D,
6M (AN FITY (—4) o Bk S a) B v AR AT — AN S A e — S L 3R, 1235 g e [0 9 AR
MRG58 B Rk 2 AR .

fiE: Dashboard->Traffic Report
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s : o
o L s o L o s o [ 2 Q| seaen o

@500 GWDNS @UENP Guneowm @Aman GTIS @DNS GHTIP
2160 kbie

Applications o /\

Total Traffic: 907.39 KB Bk

P
e
afs W) | oL | ObGe | Obwm | Obmm | OBed0  0Zoo0  orma ooed0  Ono0  zsm Qe @m0 Gesa0  mao =
@500 Guovs @uene Gudoown @Aman AT @oNS GHTTE
o
Application Breakdown o5
Top Local Hosts [Average Trafficisec]
Senders Receivers
244.5 KB (556,34 bits) WORKGROUP 236.1 KB (537,32 bivs)

GROUP 2105 KB (478,93 bit's) 16.4KB (37,38 bits)

192.1868.0.102 91.2 KB (207.56 bits) 89 Bytes (0.2 bits)

4. 4. RE

LR T AAE PR s B, DT AL S S S A SER 285 B o v PLR R A ERLZ
[ PR32 B X e S A S o [R]— % ML 8] 7T BLAEAE 2 AN I AU

YR e O e O 1o 0 o evicss [ 25 Fons [ = Q | Search P Y

o Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the APreferences page and express your preference.

Active Flows

10 ~ Hosts~ Status~ Direction~ Applications ~ Categories ~ |P Version~  Protocol ~
Application Protocol Client Server Duration Score Breakdown Actual Thpt Total Bytes Info
[ info | SSDP 1l ubP _gateway ¢£:1900 239.255.255.250:1900 20:30 0 bps = 144.01 KB =
[ info ] MDNS »ls UDP WORKGROUP M :%:mdns 224.0.0.251:mdns 20:43 Obps — 60.48 KB ™
m MDNS g UbP 192.168.0.111 gh:mdns 224.0.0.251:mdns 20:43 0bps — 60.37 KB
[ inio | MDNS s uDP ubuntu [IPv6] M:mdns f02::fb:mdns 20:43 0bps = 12.54 KB
[ inio | Targus Dataspeed ul UDP _gateway ;%:1024 Broadcast:5001 20:40 0bps = 9.78 KB 1
[ info | UPnP s UDP 192.168.0.102 ;5:52893 239.255.255.250:3702 00:15 0 bps = 8.81KB =
[ info ] 2 Unknown UDP 192.168.0.102 ;3::56533 Broadcast:1947 20:12 0bps = 216 KB—
m ? Unknown UbP 192.168.0.102 ;3::56533 192.168.0.255:1947 20:12 0bps — 216 KB—
[ inio | SSDP il ubpP 192.168.0.108 5:54983 239.255.255.250:1900 00:16 0bps = 1.05KB=—
[ inio ] SSDP 1l ubpP 192.168.0.107 ;5:50584 239.255.255.250:1900 00:03 0bps = 864.00 Bytes —
o IPH%
Q | 192.168.0.113 ,P' -

192.168.0.113

5 T ARIIE R € ip HIVELR{E SR
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b 18230 s
Lol + 965.80 bit/s

© Conviute o the pro o encrypicd

Host 1921680113 % b Trafic Packets Ports Peer

(RouterlAccessPoint) MAC Address
1P Address.

os

Name

Scorela.
First Last Seen
sentvs Received Traffic Breakdown

Traffic Sent / Received

Flows: Active | Total | Anomalous | Port Unreach @,

TGP: Retransmissions | Out of Order | Lost [ KeepAlive

oy
mi AR SR

Host 192.1680.113 % @ Tialfic Packets Ports Peers ICMP Applica

wmr:
[mensss - J3—4

1.30 kbit/s
7.90 kbit's

5m [ 80m | 1h 1d 1w 1M 1Y
Traffic ~

6.4 Kbitis.
48 Kbits
3.2 Kbitss

1.6 Kbitss

0
02:15:00

Total: 493.10 KB
Top Applications ¥
Application

ntop

Amazon

\ERERZERWL, EEEANESHE A B3 Ctrl+G,

4. 5. EHLRI4

10 niop.org: visit the

95th Percentle: 5.52 Kbit's

1921680113 [

A Linux Ubuntu]

WORKGROUP % (X 6 ks (3
=
1389ms

0310912020 22:53:47 [03:51:20 ago]

Dcompuer &

Host Pool: Not Assigned &

0410872020 02:45:05 [00:02 ago]

10757 PKis /1.7 MB

As Client
134/2078—/76—14—
3

sent

301 Pkds = / 11 Pkts = / 37 Phts =/ 233 Phts =

Source
Dhce

JSON

AEiV

T T 17 01 0 10 povies s rows | =

04/09/2020 02:15:00 .

Sent

T 3000

Average: 2.24 Kbit/s

Sent Received Percentage
10.64 KB 169.64 KB
52.63 KB 34.21KB

9857 PKis / 66 MB—

As Server

0—122=18=/0—

o=

Rect

eived

48 Phts = 861 Pkis =/ 330 Pkis = / 61 Pkis =

Name

ubunty

1 min

04/09/2020 02:45:00

Rovd  @30m ago

O Trend

023500

| Frerern

Bero0tmLER

Q  Search g°v 2
FRl Aoply <« = ¢ 3 m K
EMA OSMA ORSIcurvspast(ightads) OAvg OS5t Perc |
02:40:00 T ozas00
Max: 6.4 Kbivs @ 04/0912020 02:25:00
10 ~
Total Bytes  Actions
36.9 % 180.29 KB 3
17.8% 86.84 KB Q

Brotmsen

Que=ae |0

£ ntopng ", EHLERPE 17— R AR ENAGAE B ROE. PR RT M8 0 5E .

AL AT PR AR S A4
°

® MAC Hulik, @i MAC

AN P Hihk, @3S 1Pv4 / 1Pv6 Hibik 5 BN EHLILED

Huhik UL A AL

YN B el B v | bR B A

Mg iihl, 5 IPv4 / IPv6 Huhik @ T-45 & M 1 i EHLULAS (LA CIDR ¥R 385E) .

BH[PAFE 2 VLAN ID PAVCEC 4 %2 VLAN 341
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I I EVLEEAT A S, ATUAEE A GHE B R P S
T 56 2L F system->pools->hoots, /5 7 80 FHLIb:

- (]
Upgrade to Pro/Enterprise version [ Q | search - -

Pools

Hosts Interfaces Local Networks Active Monitaring Host Pool Flows Devices System Al

Show 10 ¢  entries Search:

User Scripts /
Name 1 Members Recipients Configuration Actions
Default All unbound builtin_recipient_sglite Default | = EB

Mypool 192.168.98.133 builtin_recipient_sglite Default a E E

office 192.168.1.1/24@10 builtin_recipient_sqglite Default a E ﬂ

BE NI ATR, BB

Add Host Pool X

Name o)

The name must be longer than 1 character and it «

User Scripts Configuration Default -
Recipients builtin_recipient_sglite \'
builtin_recipient_sglite (uili-in) e Add

s ik G EALRRR -
Upgrade to ProlEnterprise version [ Q  Search l,e' -

Pools

Hosts Interfaces Local Networks Active Monitoring Host Pool Flows Devices System All
show| 10 ¢ entries Search: +
User Scripts
Name T Members Recipients configuration Actions
Default All unbound builtin_recipient_sglite Default “ -"7 B n

10T builtin_recipient_sglite Default m
Mypool 192.168.98.133 builtin_recipient_sglite Default a E B
office 192.168.1.1/24@10 builtin_recipient_sglite Default a E E

Showing 1 10 4 of 4 rows
A RN EHLAR

WO | ER | B vEze | JbE BV FE 400-999-3848
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Upgrade to Pro/Enterprise version [ Q,  Search g°- -
| Host Pool Members

Current Host Pool

10T 4=

Show 10 ¢ |entries Member Type ~ Search:
Member Address 1 VLAN /H’ls

No data available in table

Showing 0 to 0 of 0 entries

ntopng Community v.4.1.201010 | © © 1998-20 - ntop.org © 10:58:45 +0800 | Uptime: 39:48
] LA ip, mac Al network = #4370, X B LA network 4]
Add Host Pool Member x
Member Type IP Address  Network  MAC Address
MNetwork 192.168.98.1 I 24 =
VLAN | 14 :

NI SE R AT AR £ LR 2 7 (R 25 2R

Hosts Interfaces Local Networks Active Monitoring Host Pool Flows Devices System All
Show 10 ¢ entries Search: n )
User Scripts

Name t Members Recipients Configuration Actions
Default All unbound builtin_recipient_sqglite Default D
10T 192.168.98.1/24@14 builtin_recipient_sglite Default ﬂ
Mypool 192.168.98.133 builtin_recipient_sqglite Default E ﬂ
office 192.168.1.1/24@10 builtin_recipient_sqglite Default E E ﬂ

Showing 1 to 4 of 4 rows

YN S| el Bifg] vE2e| Jbat| B A 400-999-3848
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e Ja AT DATE R B R B 32 0, FTHF € L3 Hosts-Hosts pools, A] LAE 2| 3= L0 A &= 15 0

R /TS O 16 3] 5 evices | 24 Flovs | Q  Ssearch 2 =
Host Pool List &
0 +
Pool Name Chart Hosts Seen Since Breakdown Throughput Traffic
office Y 0 02:14 [ Rod ] 0 bit/s 0 Bytes
Mypaol s 1 02:15 ko ] 3.8 khit/s 141.24 MB
0T ™ 0 02:13 [ Rod ] 0 bit's 0 Bytes
Default | Rod ] 1.13 kbitls 118 GB

\lg 11 02:13

niopng Enterprise L v4.1.201010 | €

Showing 1 to 4 of 4 rows

€ 1898-20 - ntop.org © 11:21:33 +0800 | Uptime: 0221

4.6. IR EE

ntopng T DRSO #4 i B AVEAFE i, IR 3R BERL ] DA St KA S i 8l

fegi b, T IRBT S EE, ntopng 7R MySQL #¥i . 48 b, T 5L i 8dE, ntopng
i B MySQL #di . 15 &7 Flows Dump SCRY, LAERHUA S0 o 15 BIEH 1 8 2 PRA0(E 2 DL it
A AT 1 B SRR

{EE, HT A MySQL B AE BEAT s it 4l A A 1 15, ntopng BLAESE A T — MK nindex )%
Vi EcdE e, ErM 7 MySQL [FIFRf . ZRT{LAE Linux / x86_64 1K R 45# [) ntopng VAR H AT H

N TR G BIREAY, ntopng ZESRHE E-F nindex 1.

sudo ntopng -i ens33 -F nindex

N da
{7 : interface-> b
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~ . 130 kbits .
T hIBEY memm—" 000 CEIDEED O
Interface: ens33 A% Net cue = ABS FD %
X Begin DaterTime: End DatelTime:
sm|aom 10w M 1y 0410912020 02:48:00 & | 040020200253.00
e
MERRR N\
.
s2ubs
2o
sabs
20bs
s
126
akbus
s
o200 ozasm 2az00 zas ozs000 2030 ozs100
e I —
(Ton Agpiication
Application Total Bytes  Percentage
ssop 1019k8
MDNS 3936 K8
UPnp 1911K8
1628

\ERENZENWL, BB R Ctrl+G.

i % BIbR, AT AR R A A5 s LI F 2 SR R .

Top Applications ~
Application Total Bytes Percentage
SSDP a10K8
MDNS 19.99 KB
Unknown 1131 KB
UPnP 949 KB
DNS 251K8
Targus Dataspeed 233K8
UbuntuoNE 207KB
ICMPVE 106 KB
IGMP 917.0 Bytes
NetBIOS 245.08 Bytes

Showing 1 to 10 of 10 rows

NOTES:

s e, ATEAUE B H BAE AR O

st g s vy e (EY) E15) CETIED € O

Begin DatefTime: End DatefTime:
M 1Y | Custom 041092020 02:51:00 & | 04/09/2020 02:57:00
16 Kbits
T
seabics
acobice
c0bivs
asabivs
sz0bivs
160bis
(= 025200 azs3.00 ozs400
Total: 4871 K8 95th Percentle: 116 Kbis Average: 111 Kils
Top SSOP L7 Contacts ~ X Ay
Client Server
_gateway 239.255.255.250
192.168.0.102 239.255.255.250
192.168.0.107 239.255.255.250

bR AT LU IR FL 90 B 1 O«

www.hkaco.com M | RYI| B3| RES| i P

s BEg < N

Tafie Osmage Omend OEMA OSwA ORSicurvspasi(ghtais) Oag  Q9sthperc

ozs130 025200 sz ozs300

Maxc 36.96 Kbils @ 0410912020 02:4949

10 -
Actions
323% @
316% @
154 % Y

ISERIT LIRS X
ERL T O]

10-
Actions

451%

220% /

124%

104%

28%

26%

23%

12%

10%

L L P P P P L L P

03%

ﬁ « + - & = B

SSDP OTend OFMA OSMA Oawg  Ossthperc

ozss00 azsec0 25700

Max: 1.16 Kbits @ 0410972020 02:5200

10 » 1P Version~  Explorer~

Throughput Total Bytes  Actions
780,22 bit's 3429 KB Q
9556 bit/s 42k8 @
57.6bitls 2.53KB Q

[~ S — - an
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1 0bps
6t s0bis

Host: 102.168.0.113 3

sm 30m 1h [1d| w 1M 1Y

Top Applications
559 bitls
anKbits
s
32K6i
2axbits
Lewis

so0tivs
o
s coss ozss

Total: 129 MB.
Top L7 Contacts =

Client

WORKGRQUP

WORKGROUP

WORKGROUP

WORKGROUP

4. 7. BI%IR

s sz s (15) (0F) D G

Begin DatefTime:

End Date/Time:

05/09/2020 22:55:00 ] 06/09/2020 22:55:00
onn oms
=3 =3 = — = iz
Average: 12505 bi's
Server Application
1257434246 HTTP
ntop-digitaiocean ntop.org ntop
118116226 s
apl.snaperaftio UbuntuONE

Q  seacn £

SEm - ems

Amazn WP NDNS GUNMWONE @Unmown @Oter @Tend OEMA @SwA OAg

Max: 5,59 Kbits @ 0610912020 20:55-00

10+ Explorer~

Throughput Total Bytes  Actions
544.94 bitls 561MB @
307.23 bitls 316 MB Q
135.18 bitis 13MB @
42.9bitls 524268 @

E Setings->Preferences 11 7] LARC & ntopng, W13k A Tr] A B I (8] 7 41 1) 40 #2, 1= H influxDB
R, JEHRAZRE T 1.5,

0 bps
Qin 40;00 bit/s

Runtime Preferences

Q  Search Preferences

User Authentication

Netwark Interfaces

License expires in 2 Days, 19:21:32

Timeseries Database

Timeseries Driver
The driver used for storing and retrieving timeseries data.

InfluxDB URL
The URL pointing te a running InfluxDB instance.

InfluxDB Database

Alerts

Alert Endpoints
Applications

Logging

Flow Database Dump
SNMP

Network Discovery
Telemetry

Traffic Recording

4. 8. 3RE license I UE

The database to use for timeseries storage. Existing data will not be migrated.

InfluxDB Authentication

Enable InfluxDB authentication.

RRD  InfluxDB

http:flocalhost:B086

ntopng

Timeseries Resolution

The interval between consecutive timeseries data points for local hosts. Only effective for
packet interfaces

NOTE:

« High resolution can have a strong impact on memory and disk usage for large networks.

& Tineseres eieqiion fime can be sei bece

10s 30s 1m 5m

Interfaces Timeseries

Traffic

Toggle the creation of bytes and packets timeseries

7t Help->About A F B FRA KA License, sl Kl ot & .
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@ e O 12 1o [ s oevices e riovs Q | searcn

@ contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the BPreferences page and express your preference.

About ntopng

it

Copyright ©1998-20 - ntop.org

License EULA [ Systemid] 3890718600860F11 £ ]

Ciick on the above

instiuton please read this.

License: E9B4964310E5FCO0DAABESE2DBOF267B150969907 1F4EBAOZ9

Version 4.0.200828 (11284) - Enterprise L Edition
Builton Ubuntu 18.04.5 LTS

Platform Debian busterisid [+86_64][Ubuntu 18.045 LTS] - 64 bit
Startup Line ntopng -~dump-fows "[nidden]”

nDPI 3.2.0-2220-6735b035

cURL 7580

e T

B3 Font Awesome 5112

RRDtool 170

nindex 12

Timeseries Resolution sm

Redis Server 409

Mongoese web server 37

Hih a2 P )45 A license 25 A AL -

ntopng License Generator

th
b
System Id 3B9071B600860F11 to
Order Id:
Email:
ntopng Version: | 4.0.200828
ntopng Edition: Enterprise L (x64) b
NOTE
» The Enterprise L adition, creates a single license that also unlocks n2disk and nProbe. This means that with a single lock all prod without the need to general dividual pr
uct license
Create ntopng License Reset

1E b B A AN SE license 3 2 [ Order id F11 Email £ 55t Creat ntopng License EJ A 4 A License, 1K
P E B License J& A #2715 BRI AT 58 BB -

www.hkaco.com J M| RN B ER| B PEze| dbnt| BV | FE 400-999-3848
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5. 7E nprobe LfFF ntopng 7~

5. 1. nprobe f&j4}

ntopng 7] F T- A #84k nProbe A= IR SR (1) 22 i@ £ . 7EJLFME DL T, # ntopng 5 nProbe — i ff H 1R
TifE, .

W A, AT BH LRI 4% B 4% 72 2E 1) NetFlow / sFlow 35 (AT A4k . fEX 5L T, nProbe M ik
HUEE FFf# AT NetFlow / sFlow it &, FF¥4 45 SR &K i% 2 ntopng PLIEAT AT AL o

IALE R BT RGP BN %3 1 o FERXMIEAL T, ntopng ToiE ELIE MM A2 11, thJoikE 2
AL . —ELZ A nProbe W Tl BRIz 0 4 45 111 I 5 5% 45 U K2 31 ¢ ntopng,  PLIEAT 73 Al A]
AL -

NEES T IR BRI AE S, I eI IH G .

NetFlow/sFlow Raw

JSON
over ZMQ

over ZMQ
‘ nProbe niopng |

5. 2. Z> nProbe £|—~ ntopng

Y

8 5> ntopng MZ > nProbe WCHRIAUNT T+ BN E 51 BT AL A AL i R B 1R A .

Mma
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EZ /> nProbe WA, ntopng W ATLABISM TG C CHIEE R £ ZMQ ¥ R K, 1141 nProbe
#B 7 B $f--zmg-probe-mode. {EIXFIHCE H', nProbes 2 i85 78 Mk 5575 ] ntopng MiER:, KZIMR.
Rk, AU {R ntopng IELEMTNT ANY il (RUBACAF) * 78 ZMQ i bbb ) BiAE & Fh nProbe 7] PA
U 16 {1 o5 — Ak B
DL 21X M & 1 s 451
ntopng -i tep://*:5556¢
nprobe —zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i eth1 -n none -T "@NTOPNG@"
nprobe -zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none —collector-port 2055 -T "@NTOPNG@"

nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmgq-probe-mode -i none -n none --collector-port 6343 -T "@NTOPNG@"

5. 3. NAT

nProbe Al ntopng ) IP FIATEARE 2B NZ BT 8. AT, ntopng T REA 6 B M FSH M) 25
ff] nProbe WAL, 1ZIMZ8 AT RENL T- NAT 2 ), E AW KIBE#k. FFE, NAT J5 [ ntopng 7 BEA 4 Z M
T3 ] nProbe WL . EIB A, FALEX LN, T LCKE ntopng (A1 nProbe) L ] Bt
M 78 2 JSON-Over-ZMQ 85 1%/ i B 55 & o IXFERUEE S 172 48 B Rl UK, RIS BT REAS %2
SRR, PRI A2 A D )7 i m] AT R AR S5-45% 110 NAT Rf 5 2l 4k B8 45 rhak (8] ) iR 55 4% 210 % 7 i 140
I

>4 nProbe Fl ntopng #7E[R— M %% b, 5L Y ntopng 7E 73—/ 4% Hp{H AT LLEik nProbe B, 48 ] LA
MHCE

JSON
» NnProbe

Flows

ntopng -1 tcp://<ip address of nProbe>:5556

nprobe --zmq "tcp://*:5556" -1 eth] -n none -T "@NTOPNG@"

IR 2 5% ] ¥ nprobe Al ntopng )7 51 4 -

ntopng -i tcp://127.0.0.1:5556

nprobe --zmq "tcp://*:5556" -1 eth] -n none -T "@NTOPNG@"

* ntopng JGi%iEF nProbe, {H nProbe RJ LAIAF| ntopng B, MNAHEHIECE N
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NAT

JSON
nProbe

A

Flows

ntopng -i tcp://*:5556¢
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i eth1 -n none -T "@NTOPNG@"

THIER, B ntopng Al nProbe FI% /7 S/ I 55 & F AN s> FE i J5 S i dle, BRI e PR GG B mT DA L 4t
(R

5. 4. fFE A — & L IBMFENE O R E RS

fic & ntopng:

sudo ntopng -i tcp://127.0.0.1:5556

fic & nprobe:

sudo nprobe --zmq "tcp://*:5556" -1 ens33 -n none -T "@NTOPNG@"
Wic & 5 B B ATHT T web ST -

mp@ubuntu: ~

F File Edit View Search Terminal Help
ep/2020 23:13:18 [ritopFrr) cpp:703] [LICENSE] License: rYNf7YwLUveBnG/F SITE Discarded.
QKge9pGyQBKGO36vTxpssNKS /XXU/11tTUKI9AmpOXPbWH5QSt9cK 6 /2020 23:13:54 [template.c:2631] WARNING: Unable to locate template 'DNS_Q
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] sq9A+sremi4+R4LO Y'. Discarded.
xJ1cGiKqBhn9ADqgI2Eh4Fy jh1lyXQIGZzABIKbU6xB43GdCWMSMPI 6 /2020 23:13:54 [template.c:2631] WARNING: Unable to locate template 'HTTP_
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] NFDfbuScqjsjoyqs '. Discarded.
brd13usvqdetPI5MeSIZW2YD8ITIKoWA/O6KHtC80paEBKBLDFR]] 6 /2020 23:13:54 [template.c:2631] WARNING: Unable to locate template 'HTTP_
66/5ep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] MXp+U25qhab@1KrF S '. Discarded.
y4VT3g9Hr jDBORC1WmgFEONTPYYPVLL1fbjtISNI+InHKwYb1tWRgH i i1 4 [plugin.c:1309] @ plugin(s) enabled
06/Sep/2026 23:13:18 [NtopPro.cpp:704] [LICENSE] PAGVkaHQWYK /3316 06/S 0 2 4 [nprobe.c:9142] Each flow is 208 bytes long
Jj9/1KKrpZ3uWve/PLFTu9YtdbIEOGULs+vHPCcS3g@K/TczdFRg== / 4 [nprobe. 143] The # flows per packet has been set to 6
06/Sep/2020 23:13:18 [NtopPro.cpp:708] [LICENSE] License Hash: E9B4964310E5FCO0 06/Se [nprobe.c:9146] IP TOS is ignored
DAASE3E2DBOF267B1599699971F4E8A039 E :13:54 [pro/pf_ring.c:382] Initializing PF_RING socket on device e
86/Sep/2020 23:13:18 [NtopPro.cpp:714] [LICENSE] Vvalidity: until Wed Sep 9
18:06:11 2020 / : :54 [pro/pf_ring.c:424] Dumping traffic statistics on /proc/net
86/Sep/2020 23:13:18 [PeriodicActivities.cpp:185] Started periodic activities lo 3-ens33.6
" a5 4 [pro/pf_ring.c:496] PF_RING enabled on ens33
:13:35 [startup.lua:214] Startup completed S 020 :13:54 [nprobe.c:9990] Flows ASs will not be computed (no GeoDB fi
:13:35 [PeriodicActivities.cpp:165] Each periodic activity script
[util.c:5029] Initializing ZMQ as server
[NetworkInterface.cpp:2352] Started packet polling on inter P 4 [util.c:5108] succesfully created ZMQ endpoint tcp://*:5556
5556 [id: 3]... 020 3 4 [util.c:4878] nProbe changed user to 'nprobe’
Sep/2020 23: 13:35 [ZMQCollectorInterface.cpp:255] Collecting flows on tcp://1 / 4 [export.c:548] Using TLV as serialization format
7 0.0.1:5556 6/Se 0 S130 [nprobe.c:108361] nProbe started successfully

FTHF Web GUI 51 LA 5 AT LA DL 19382 148N tep://127.0.0.1:5556

‘ I #h (cp://127.0.0.1:5556 ~ ‘ | 12.40 kbit/s  (License expires in2 bays isze2n. BT (D O

6. fE n2disk LA ntopng 7~

6. 1. MEICRF N

2T B 4% 1) B o AT e A AR, RS TR SR ON B 2 )Xo T ) T i D A ) R 2%
YN | s | B v Jbs 400-999-3848
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AN R HE A, LR ICRIEME T HEA ML T ISR A, A T U RN AT i 8] B A T R
i/
TER:

ntopng Enterprise L .28 & — > n2disk 1 Gbit YA iE, WHRZ3E T ntopng Enterprise L ¥F ] ik, NG
) K n2disk V1 ATE.

6. 2. BEIMEILF

T LRI T, T Interface” SRR AN ED, i ® B, RENE DL
1

1. i%&$F“Traffic Recording”

2. FCEPrF I Max Disk Space™fE o XA AT LAIZE I T peap SCAFI SR WAEL 22 6], X 2 R AL
P ORI TA] G i KRR A5 1, 5 ) peap SCHPRIBE 75D o 1R, B O/ B I RS Bk T B 4L
W25 )i B A i

3. ¥%“Save Setting”$Z4l PRI 4RI 3K

(@] {1280  mwm——— G B i ra

e Contribute to the praject by sending encrypted, anonymous telemerry data to ntop.org: visit the JPreferences page and express your preference.
Interface: lo @ Networks Packets Applications ICMP &A Bg bbb

External traffic recording providers detected. ntopng can aulnmaéy bind this interface to an external provider. You can let ntopng take care of the recording using this page, or you can £ configure X
an external traffic recording provider.

£ Settings .
affic Recording Settings

Traffic Recording :F Continuous Traffic Recording

Max Disk Space

2 - GB
Maximum disk space used for recorded traffic on disk. 0.02 GB are already in use by this instance.
Storage Directory fvarflibintopng/l/pcap

Storage Utilization ]
@ System (8.95 GB)
@ Packet Dumps (18.1 MB)
Extracted Packets (0 Bytes)
Free (10.59 GB) - Total 19.56 GB

NOTES:
= Global settings (e.g. the license key) can be configured from the Traffic Recording preferences.

7. ntopng B [6] FF 1 FI i FIRE R B oK

TR R -

https://www. ntop. org/ntopng/ntopng—disk-requirements—for—timeseries—and-flows

WO B | bl | vz ] bR B[ EE 400-999-3848
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8. 3K license

AT PRI R AT 3K -

https://hongwangle. com/ntop/traffic—analysis—and—enforcement

9. RIEZAN

7RI, AT 7 YRR R &I R AT

HongKe ¢ o SaIdk

PRI, ML, BEpRsS3s

e 400-999-3848

support@hkaco.com

@) hongwangle.com

Q I HErMNEERERAE VA LRE
FREOSHEICER=—F2ST01E
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