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Omnia 10:

CPU Quad-Core ARMv8
Switch 88E6190X Marvell
Memory DDR4 ECC UDIMM 16GB
eMMC 16 GB
MGMT 10/100/1000 Base-T RJ45
Console 1* RS232 (RJ45)
/0 2* USB3.0 (Type A)
MicroSD Card slot
Bypass Support 4 groups Copper Ports
Port 2 *10GbE
8*GbE(RJ45)

Internal extended /O

1* mini PClex1 Gen 3
2* M.2(PClex4 Gen3,2280)

1* M.2(Sata Gen3, 2242 & 2280 compatible
1* SATA (Gen3, support 2,5 inch HDD or SSD)

Power Supply AC 100 - 264 or DC 48V
Size (W x H X D) mm 335x220 x 44.4
Power consumption 30w
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Omnia 20:

CPU

Switch

Memory

eMMC

MGMT

Console

usB

Bypass

Port

Internal extended 1/0

Power Supply

Size (W x H X D) mm

Power consumption

Quad-Core ARMv8

88E6190X Marvell

DDR4 ECC UDIMM 16 GB

16 GB

10/100/1000 Base-T RJ45

1* RS232 (RJ45)

1*USB3.0 (Type A)

Support 4 group Copper Ports

2*10GbE 2 * 1 GbE (SFP)
8*GbE(RJ45)

1* mini PClex1 Gen 3

2* M.2(PClex4 Gen3,2280)

1* M.2(Sata Gen3, 2242 & 2280 compatible

1* SATA (Gen3, support 2,5 inch HDD or SSD)

AC 100 - 264 or DC 48V

335x220 x 44.4

30w
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Omnia 10/20 TAP

CONSOLE
¥y CUBRO RUN res

usB

RESET USD =
© ——

SS<-

2 x 1/10 Gbit 4 x 1 Gbit
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Web GUI

EXA8 i Device = Y - v 3 : : Signout <4 CUBRO

Device Information Device Image

Device Model EXA8

CONSOLE

Image Version 1.3.1-4.0 ¥ cusro RUN Fes e PWR

Revision a9d3236 = . X1 x2

Serialnumber 124B-1960015 E A ——

Custom Device Label Test Lab S R n u u X2 ®
SS<5 MGMT %

Device Configuration System Information Booted from: SD-Card

NS 0e C* Restore % Reset CPU - 53.85% - Temperature 48°C

configuration configuration configuration

Disk / free 2.88 GiB - used 3.95 GiB - total 7.22 GiB

Disk /mnt/data free 743.29 GiB - used 33.45 GiB - total 818.33 GiB [ SMART OK ]
&

Memory free 7.96 GiB - used 4.66 GiB - total 15.89 GiB
 —
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Tapping Session GUI

Tapping Configuration

Source Interfaces Configuration

Active Tapping session

O Clear
O Clear
O Clear
O Clear
O Clear
O Clear

O Clear

Tapping Session

Tapping Session 1

Tapping Session 2

Tapping Session 3

Tapping Session 4

Tapping Session 5

Tapping Session 6

Tapping Session 7

Tapping Session 8

active tapping sessions

Session

[ betect

Source Interface(s)

G1

o
U

G3

G4

GS

Gb

Destination Interface Configuration

Destination Interface

G2

[
w

GS

G8

G7
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Aggregation GUI

~ Y Aggregation CJ 1 - % CUBROD

Set Tag Aggregation Tag
Interface Tag & Interface Tag &
G1 10 X1 10 20 30 40
G2 20 X2
G3 30 Xv 6080
G4 40
G5 50
Gé 60
= = X1 X2 =SFP+
% = Xv =
Push Tag

G1-G2
G3-G4
G5-G6
G7-G8
HongKe
4 ses #TF}



HongKe
(T LI £ 5t



Omnia 10/20 -
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Capture GUI

Capture
PCAP Name

201

5-06_15-43-50.pcap

oo

PCAPs
Fllename $

VLAN_test.pcap

oog -~
oog -

VLAN_test (1).pcap

nij-subprocess.pcap

2019-04-25_16-39-26.pcap

2019-04-29_14-02-43.pcap

webshark (

Custom Filter

Last Edited $

2019-06-06 03:11:03.244967

2019-06-06 03:11:03.244967

2019-06-06 03:11:03.240067

2019-06-06 03:11:03.240967

2019-06-06 03:11:03.240967

2019-06-06 03:11:03.124967

2019-06-06 03:11:03.124967

tcpdump

Fllesize $

39.24 KiB

39.24 KiB

7.69 KiB

248

5.22 MIB

145KiB

3.45KB

Sign out

% CuBRO

HongKe
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Capture

PCAP Name Custom Filter

Http_flag_capture.pcap

C Capture running Il Stop Capture

‘tepl((tep[12:1] & 0xf0) >> 2):4] = 0x47455420"

Capture

PCAP Name Custom Filter

2019-05-14_06-40-24.pcap

C Capture running I Stop Capture

tcp port 443 or 80

Capture

PCAP Name Custom Filter

2019-05-14_06-41-25.pcap

( Capture running B Stop Capture

src 192.168.5.88 and dst port 3389
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Rolling Capture & Indexing
/

Rolling Capture - Current selection size ~ 469.05 GiB

Export Start ~ 2019/07/01 09:56 ExportEnd ~ 2019/07/02 1809

tcpdum
PCAP Name Custom Filter / p p
rolling-export-2019-07-02 14-23-23&

Protocol Packets Port Packets » Packets

£ 6-1cP 433527.154 443 - https. 430473987 K@ 213.143.110250 438.368412
B 17-uoe 4637108 [E@ 80-http 5276430 (@ 172217.19.106 110.990.057
& -cme 219167 K@ 7833 1452372 [§@ 172217.16.106 .260.014
58 - IPv6-ICMP s9 K@ 15251 1336172 [§@ 172217.20.10 61.891.981
E3 993 -imaps 826079 @ 172217.1874 60.750.824

Page 1 of 1 1 of 1710
Next

Srows v Srows

T

247 IP PCAP HongKe
tcpdump post ssen HTH]



Rolling Capture & Indexing

Rolling Capture - Current selection size ~ 684 MiB

Export Start = 2019/07/02 06:22
PCAP Name

rolling-export-2019-07-02_14-33-29.pcap

Protocol Packets
£ s-1ce 537.933
& 17-uop 35770
1-1CMP 9513

E3 s8-IPve-icMP

Page 1 of 1

Srows ¥

P Export Capture || Il No Capture exporting

Custom Filter

port 53

domain

K3 53 - domain

DNS

Port

Export End

Page 1

S rows

2019/07/02 07:01

Packets

of 1

19.345

- I I I

213.143.110.250

74.125.1549

216.58.214.202

1111

216.58.214.234

Page

1

5 rows

Packets

of 113

Next

582.703

243915

165.230

17.291

10.322

HongKe
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Rolling Capture & Indexing
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Rolling Capture & Indexing
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Webshark GUI

@) 3= Nlogs.peap (5986 frames, 56.240845 seconds, 5477696 bytes) &
Apply a display filter

Endpoints  Response Time  Statistics  Export Objects  Misc

0 5 10 15 » F3 ) * © % © £

Displaying all 5986 frames

Destination
121.242.190.180

No. Time Source
192.168.4.12

192.168.4.12 172.17.10.43

2.539753 172.17.10.43 192.168.4.12
2.539809 192.168.4.12 172.17.10.43
3.014637 192.168.4.12 121.242.190.180
6.716@36 192.168.4.12 172.17.10.43
6.752002 172.17.10.43 192.168.4.12
6.752018 172.17.10.43 192.168.4.12
6.752045 192.168.4.12 172.17.10.43
7.451791 192.168.4.12 172.17.10.43
7.495997 172.17.10.43 192.168.4.12
7.496023 192.168.4.12 172.17.10.43
(=] 7.496066 192.168.4.12 172.17.10.43

172.17.10.43 192.168.4.12

9.043785 192.168.4.12

1192.168.4.22

121.242.190.180
272.37.30.43

Protocol Length

DNS

FTP 88
1 68
DNS 83
FTP 84
ce 68
TP 102
TCP 68
FTP 78
FTP 91
Tce 68
FTP 74

Info
Standard guery ©x627b A in.archive.ubuntu.com

37196 = 21 [ACK] Seq=1 Ack=1 Win=S888 Len=2 TSval=783709 TSecr=326878137
Response: 220 (vsFTPd 2.2.2)

37196 = 21 [ACK] Seq=1 Ack=21 Win=5888 Len=@ TSval=783718 TSecr=326278146
Standard query @x627b A in.archive.ubuntu.com

Request: USER anonymous

21 + 37196 [ACK) Seqs21 Ack=17 Win=5632 Len=@ TSval=326079199 TSecr=784762
Response: 331 Please specify the password.

37196 = 21 [ACK] Seq=17 Ack=S5 Win=5888 Len=@ TSval=784771 TSecr=32607919%
Request: PASS sdf

Response: 230 Login successful.

37196 = 21 [ACK] Sequ27 Acke78 Win=5888 Lens® TSvals784957 TSecr=326079385
Request: SYST

Response: 215 UNIX Type: L8

Standard query ©x6029 A in.archive.ubuntu.com
Reguest: PASV -

e Q Apply a field filter

P Frame 17: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
¥ Linux cooked capture
Packet type: Sent by us (4)
Link-layer address type: 512
Link-layer address length: @
Unused:
Protocol: IPv4 (0x0800)
P Internet Protocol Version 4, Src: 192.168.4.12, Dst: 172.17.10.43
? Transmission Control Protocol, Src Port: 37196, Dst Port: 21, Seq: 33, Ack: 97, Len: @

A AAAAAA A

Omnia
Omnia

VLAN_test.pcap

Webshark

pcap

Web GUI

2019-06-06 03:11:03.244967 39.24KiB

Wireshark
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iridium

Wifi / 4G Modem / Iridium Modem

Wifi / 2G/3G/4G

Omnia
Omnia 10 Omnia 20 PCle
CPU SSD
CPU
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Omnia

Omnia AppMaster
Flow

gcpooopooopooag

G S5L Gaoge

Showng 110 10 of 900 rows. ke fows ot Meted

Flow

NTOPNg

Omnia

Prowcol  Client
avoe 5,60 244 425 36060
Avce .
atce Lukas-Phone 55071
atce St pe da'37380
arce etnowPC & 12136
Avoe e —
arce ofingerPC & 1Z2W
arce

Host: 192.168.1.11 - Traffic

~ B & ~

Application Protocol
Total
Amazon
DHCPB'D
DNSO'D
Ouration Brestdomn
o T
o1 TS
@z [ENCRRES  sover ]
tou7 TS
nU [FoE s}
ors [Soms e ]
o T
L] TS
o8 [Fowns s ]
or1s TR

Packets Ports. Poers ICMP

Sent

2h, 10 min, 15 sec

53ec

30 sec

10 min, 35 sec
Actust Thpry Total Bywes.
1638
Botiote b 1237K8
1135 iows 4 204K8
10284005 4 1a3ve
7670 4 002K8
Gounes wars
PP 1250K0
danines w0 7sKB
413 4 250K8
328Mee b »eoKe

Protocols ~ Actiity  DNS

Received
31.02 M8 14.13MB
66 Bytes 60 Bytes
2KB 2KB
27.32KB 57.11 KB
ecvecchorigt PRSI, o

sretence gxgessa e

weo whateaoe com
05 clant & gatewsy et
5 Soutbecscn net

werw geogge st

‘|

Iﬂ'ﬂ’o Flows

#- &- A- Fwsmwm- interfaces + > (-  Q SearchHost

Takes Q@ A

Direction ~

4515 MB

126 Bytes 0%
401KB 0.01%
84.43KB 0.18%
27 mB 599 %
191KB 0%
5453KB 0.12%
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“ 4000+

s s § o Lo J it Lo § v | sovs |

Start

v

v

v

v

v

v

v

v

2019/09/17 17:05

youtube (24)
tls (50)

reddit (7)

google (33)
windows_update (26)
facebook (23)

http (37)
google_docs (16)
amazon (17)

gmail (27)

Service

Source IP

192.168.0.160, 192.168.0.149, 192.168.3.56, 192.168.3.30, 192.168.3.2
192.168.0.155, 192.168.0.10, 192.168.3.8, 192.168.2.50, 192.168.0.237,
192.168.0.159, 192.168.0.160, 192.168.0.158, 192.168.3.50, 192.168.3.

192.168.3.37, 192.168.3.50, 192.168.0.64, 192.168.0.126, 192.168.0.17

192.168.3.163, 192.168.0.149, 192.168.3.56, 192.168.3.26, 192.168.0.1...

192.168.3.0, 192.168.3.60, 192.168.0.180, 192.168.0.144, 192.168.0.15
192.168.3.37, 192.168.2.52, 192.168.0.159, 192.168.0.181, 192.168.3.1
192.168.3.5, 192.168.0.144, 192.168.0.159, 192.168.3.143, 192.168.0.1

192.168.3.25, 192.168.3.34, 192.168.0.158, 192.168.3.143, 192.168.3.5

192.168.0.143, 192.168.0.116, 192.168.3.37, 192.168.3.5, 192.168.3.83,...

Page 1 of 24

End 2019/09/18 17:05

Bytes

6.01GiB
181Gi8
1.65 GiB
1.30GiB
998.28 MiB
873,11 MiB
547.69 MiB
417.65 MiB
25038 MiB

222.08 MiB

10 rows

Sgneut <4 CUBRO

@ Use System Time

1 o IL__h..L_J_Ju‘.A.L J‘ﬂyg T OO B o TR ] 1 Lhiu.u.AMLeL_..i_m_. ] N

Intervals
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DPI

DPI ©

DPI

“ 4000+

b

DPI

95%

90%

YouTube/Netflix/[Facebook
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TUV NORD CERT
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S
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