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1. &

ntopng #&J5 45 ntop T —AURA, ntop 2 Wi HH 9 £ A5 FH A7 150 1) X 28 i B 48 I 2% - ntopng F£ T+ libpeap,

HHUAT KT S, DMESERs LA DAERED Unix &, MacOSX HIl Windows _LIzAT .
ntopng GEI, #RR/NTG 7R /48 7 EMR, N K Web 7 S, FH 00 S S2 i A B SRR R4S B
FERRWT:

® RHE AR AR AT HE Y, AFE 1P Hibk. s, L7 PR, FEEE. HIRRSR(AS)

® RS 4 i B AN E B AL

®  EIXF M FEAR A AR, AR AN P

o WK N (CREHBWE , MPHIERY, W L7 M

® UAHLIFR SN B, 4RI AR AEIR, FEIRRTE (RTT) , TCP Ziilfs B (Hfk, BLAFHGR
1, BIEREER) LU OAR ) T AR

o KRFAMBAIIEARAA RIS -, DMK T IR R R 5 447

® E b A ok AL AT M 3 E AR S

® F|Jf] nDPI H! ntop ¥4 & £l (kI (DPD AR K IR I FE 7 ¥ (Facebook, YouTube, BitTorrent
%)

® i FIH Google F1 HTTP 844 B (i AR AL il 25 R R AE HTTP i &

® i IP IR EIFARYE YR/ H B H AT 2K

® R IP PRIUE RN bS58

® L HTMLS / AJAX M4 s 4tiHE 2

®  SE4AICHF IPv4 Al IPv6

® SEAINEE 2 EICFH(ESE ARP ZiHER)

® GTP/GRE Z:p&id

® 7kF MySQL, ElasticSearch Fil LogStash 5 H W 4% 445

o = H U s B ) M A A 5 H 2 MySQL

© EA I EE LU B S A AT RE AL

® SNMP vl /v2c SCFFAIEL N SNMP ¥

o S{MEEL, GHE VPN F L E IOk
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2. RRASTLHH

ntopng A VUM AS: Community, Professional, Enterprise M, Enterprise L, &FANRA#REL %8/
PR RSCAS A P N T

ntopng 17 i G R4 T hREM e B A R AL R
® ntopng Community

A DX AR 2 A S A T DT IR AR o e B IEARAS AT LAAE Github E R F.

® ntopng Professional

AR T — 2 AL X AN Th A, X ThBExt T MBI, B BEERY, KR
Bt & SCAEAT LDAP S 43 5600
® ntopng Enterprise M

Enterprise M IRAAHXS T Professional MR AR AL T — L6841 ThRE, X LLTREN T R ALH LRSI H
45 SNMP SZHF, Phid MySQL i, m &M, stz sl.
® ntopng Enterprise L

5 Enterprise M JRAAHLEL, Enterprise L AR ML | — L84 DIRE, S EH (P 5EAH
KIRIIRESD o BERRASIE W] RS n2disk 1 Gbit GZEZEIE3) 1 nProbe Pro (Flow Collection) , 1767 H
{LEAZEEIRTIE

3. %% ntopng

3.1. 7E£ ubuntu 18.04 LTS k%% ntopng

® &% ntop FEE
sudo apt-get install software-properties-common wget
sudo add-apt-repository universe
sudo wget http://apt-stable.ntop.org/18.04/all/apt-ntop-stable.deb
sudo apt install ./apt-ntop-stable.deb
E(E H root FLFR)
o ZEWMAH
sudo apt-get clean all
sudo apt-get update
sudo apt-get install pfring-dkms nprobe ntopng n2disk cento
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sudo apt-get install pfring-drivers-zc-dkms

3.2. 7E CentOS 2235

® BB AR
cd /etc/yum.repos.d/
wget http://packages.ntop.org/centos-stable/ntop.repo -O ntop.repo
® CentOS/RedHat 8
rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
rpm -ivh http://rpms.remirepo.net/enterprise/remi-release-8.rpm
yum install dnf-plugins-core
dnf config-manager --set-enabled PowerTools
dnf config-manager --set-enabled remi
® CentOS/RedHat 7
rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
® CentOS/RedHat 6
rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-6.noarch.rpm
wget https://copr.fedoraproject.org/coprs/saltstack/zeromq4/repo/epel-6/saltstack-zeromg4-epel-6.repo
rpm -ivh http://packages.ntop.org/rpm6/extra/hiredis-0.10.1-3.€16.x86_64.rpm
o ZERMHE
yum erase zeromq3
yum clean all
yum update
yum install pfring-dkms n2disk nprobe ntopng cento
WIRFEF PF_RING ZC , 87 2300 FIRE):

yum install pfring-drivers-zc-dkms

3.3. 7E windows %3t

windows ZZ3E S https://www.ntop.org/guides/ntopng/what_is_ntopng.html#installing-on-windows
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3.4. i3} ntopng

®  Ubuntu/CentOS
JA 3] ntopng :
systemctl start ntopng
B A HIRE:
systemctl status ntopng

mp@ubuntu:~4 systemctl start ntopng
mp@ubuntu:~$ systemctl status ntopng
@ ntopng.service - ntopng high-speed web-based traffic monitoring and analysis
Loaded: loaded (/fetc/svstemd/system/ntopng.service; enabled; vendor preset: ¢
Active: |active (running) |since Fri 2620-89-064 #2:21:32 PDT; 2s ago
Process: 2314 ExecStartPre=/bin/sh -c /binfsed "/~[ ]*-e.*S\|~[ ]*-G.*\|~[ ]*
Process: 2283 ExecStartPre=/bin/sh -c Jjusr/bin/ntopng-utils-manage-config -a {
Main PID: 2318 (ntopng)
Tasks: 10 (limit: 2295)
CGroup: [system.slice/ntopng.service
L2318 Jusr/local/bin/ntopng /run/ntopng.conf

ubuntu ntopng[2318]: ©4/Sep/2020 121:34 [NtopPro.cpp:714] [LI(
ubuntu ntopng[2318]: ©4/Sep/2020 € 1:34 [Ntop. 184 Adding
ubuntu ntopng[2318]: 04/Sep/2020 € [Ntop. :851] Adding
ubuntu ntopng[2318]: 04/Sep/2020 4 4 [Ntop. 3 Adding
ubuntu ntopng[2318]: 84/Sep/2820 [Ntop. :851] Adding
ubuntu ntopng[2318]: 04/Sep/2020 @ [Ntop. 7 Adding
ubuntu ntopng[2318]: 04/Sep/2020 @ [Ntop. :8 Adding
ubuntu ntopng[2318]: 04/Sep/2020 :21:34 [Ntop. Adding
ubuntu ntopng[2318]: 04/Sep/2020 [Ntop. Adding

ntopng[2318]: 04/Sep/2020 02:21: [PeriodicActivities.cy

LA S5 5 30
systemctl enable ntopng
PNili €9 EIE

systemctl disable ntopng

® windows 53]
& H BE M cmd.exe /5 3 ntopng PAE AT B PR &S E . AERXMELLT, AT LLS3) cmd.exe (R
Windows #2927~ A7) H FH1 2 ntopng %%é H3% (41 C: \ Program Files \ ntopng) -

BHAETB): ntopng /h

>
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configuration file path>

nand line optio

[——interface|—-i] <interface | pcap>
[—httpdocs—dir|-1] <path>

[—scripts—dir|—-2] <path>

[—callbacks—dir|-3] <path>

R85 Jm WU R AT LB A R 5
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Ethernet
07—-4EDD—-9EC

L edition for 10 minutes

op. ntop. org

4. Z3E influxdb

ntopng SZHF A InfluxDB AR 55 a4 5 A AR 18] 5 51 Kcds o b T2 el (s 2 8 W28 2hA7 1Y, DRl
ST LA FAME N B VER: InfluxDB A A JUHIME & WAL, B R IR EE4F iRk 55

4.1. ubuntu/CentOS %3

sudo apt-get install influxdb

sudo apt-get install influxdb-client
11 EITHLR B

sudo systemctl enable influxdb
=E]

influxd

YN R | B v ] dbE B | EFIE 400-999-3848
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mp@ubuntu:~$ influxd

888 dgsp" 888

888 888 888

888 88888b. 888888 888

888 888

888 888 B888 888

888 888 888 888 888
8588888 888 888 888 888

2020-12-11T06:53:08.849537Z
G i BRI ot 2= Vsl it s
2020-12-11T06:53:08.849662Z
9.2", "maxprocs": 2}

888 "Y88Bb 888 "88b

888 888 B8B .B8P

888 888 888 888 8888888K.
Y8bd8P' 888 888 BBB "Y88b
X8BK 888 888 888 888
.ds""8b. 888 .dB88P 888 dsspP
888 888 B5888888P" B8B88888P"

InfluxDB starting
": "cdaedccded4c67c3390d8aeBalafebd3bdcdces5cs"}

Go runtime

{"log_id": "BRO927S0008", "version

{"log_id": "ORB927S0000", "version": "gol.

run: open server: listen: listen tcp 127.0.0.1:8088: bind: address already in use

235 58 il A T BAAE ntopng Web FLTH H % B 5 A influxDB

5. EEEXH

ntopng 1EA~FHFET J5 s i 75 2 ntopng BB S, U HEA: Jete/ntopng/ntopng.conf, 223 58 il
2 F B A A% T0 T AR AR 5 SOk BE LIE 5 ntopng {H A AR FRAN T 75 B2 5 o — Lu Iic B I A U I

B

AR SN option=value(7E & %55 A Ja A EFEE RN ZH), Ph-w iy 2 1E TN % & ntopng FT
F8 € 15 L (BRIN:3000), 40 75 58 2 U m] DAE B B SO B i — AT 8. -w=3000 BPAT, — A% A ) i 5

(Il B B0 T

HHHHHHHHHH R

#1545 ens33 M

-i=ens33

#¥% & ntopng i F1 9 3001, A4 A: 127.0.0.1:3001 #]JF ntopng

-w=3001

#)a R b ThRe,  AIEAT P 2 B o CRA AT D

-F=nindex

#JE H 9hi4E E € Pl RE
-p=/var/lib/ntopng/protos.txt
#5C AL B
-m="192.168.0.0/24"

#UAIR 51217

-G=/var/run/ntopng.pid

AR
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6. Web GUI (ntopng Enterprise )
(GEE: AEFEE S50 YI1E ubuntu 18.04 _EEfT, HoAh KRGl A 5 1E2500
6.1. Fx

JE &) ntopng Z &, R LAER GUL. BRIMESL N, W BLAAESRT Web 3 55 #5 i 17] GUI . #£ ntopng /&
FNIAIE), T LR H AR 3 56 8 i AT I, AR 28 K58 — DUAL & B R R - R H P MR PE R R 3
TFEHOCH S S0AIE . hitp:/127.0.0.1:3000/, YIUAMK S Z0535°8: admin, B 8 T B E %05,
®  NIYIZHHTIT web S

http://127.0.0.1:3000/

Welcome to
ntopng

6.2. {XFRH

ACRAGE BT, B4 ntopng WAL FTLE#E 1 BEE DL 3R 0t 4wyt & (0 SR PRI . L i
RIASCGRAR TR AR RS S, B S - B A 32 M AL ) S T R A 82 R -2 b A e JE8 15 28 A T H
oo BCRBUREEHZASRIH . RAS ALt ntopng TRAF T BCERMIKIAT BT 7 S 7 1 32 2N FTRR Py A0 k) 45
TSR MR R . AR T W3 DAL, R R DB D BRI . A R L R
PN O, BB EEA ER T RoRIH .

& : Dashboard->Traffic Dashboard
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6.3. MERE

» 3.10 kbit/ o
fisias 12 4.80 kit & .
[:] project to niop.org: visit the Preferences page and express your preference.
Traffic Dashboard
ens33: Top Local Talkers Actual Traic ens3%: Realtime Top Application Traffic Network Interfaces: Realtime Traffic
a7 ko o osr evons o — ous
s ot .
121300 MER Loskoish  sextie e
DESKTO.OHTT} 69083biS D Ll
LAPTORAC44EIOA 38339 bivs 2axees
2|
¥ 192.168.0.255 393.39 bit's 160 Kb
o
254.26 bit's =
" |
Al . enm wwn o P wmE osen T
Actusi Traffic ens33: Top Application Traffc Last Day View : Last Day View
2.08 kbit's 4 @®nop SSDP  @MONS unknowm UPIP @ Amazon @ens3:
s e
1.48 kbit/s
9 690.83 bit/s
o 254.26 bit's [} &
1
17 21109 bit's ¥
" 2000wz sooses)
02:1 21109bus ol oessa 120020 ssm e wfw cesma w2000 w0 ey
510 oon ©0z3334 070

VAR ) ntopng FVFASZ IR — AN B AN AR R E 8 SCRE R o P E TR T h 33K )
] “Traffic Report” UL, 1ZULIHIN A PRt 7 2/ B k1 .
Fe A T 5 FE RN (] (BB o e 20002 Th (AP 5 1d (R 5 tw D, IM (=AM D,
6M (N HD MY (—4F) o B S fa) b AR ] — DML il — N B3Ry, 1A I TR LA
HHIITAG,  JH FL a3 3R B 2k 2 A RE .

fIE: Dashboard->Traffic Report

6.4. RE

A LA TR T R A It

www.hkaco.com M

130 koit's
Ao - |3 (RN
2160cite
l  Applications 16 s
Total Traffic: 907.39 KB o
P
d Application Breakdown 210 k\
ne
Top Local Hosts [Average Trafficisec]
Senders
e 2445 KB (55634 bivs) WORKGROUP

210.5KB (476.93 bi's)

912 KB (207.56 bitls) _gateway

s H L DLATRLL 2 A s Shif i s A28 5 2
YN B el B v | bR B A

o
Q | Search -
o5 o Unloown @ Amazor s eows e
. o koo @ Amazon . T
Receivers

236.1 KB (537.32 bivs)
16.4KB (37 38 bit's)

89 Bytes (0.2 bits)

A RLRHRAE A EHLZ

400-999-3848

sales@hkaco.com

support@hkaco.com

F1,1%:020-38743030 , 38743032

f£3.:020-38743233


http://www.hkaco.com/DAQ/scope_default.asp
http://www.hkaco.com
mailto:sales@hkaco.com
mailto:support@hkaco.com

HongKe
ses 4TF
TSNS e T IRNAPRT

()RR X [ A A o R —xF AL (8] W] LA 2 AN A

Licensa expires in 5 Days, 15:24:08' (=) (=) (LD D B Q | search l,o' F

@ Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the APreferences page and express your preference.

Active Flows
10 + Hosts* Status~ Direction~ Applications + Categories * |P Version~  Protocol ~
Application Protocol Client Server Duration Score Breakdown Actual Thpt Total Bytes Info
m SSDP 1 ubpP _gateway ¢£:1900 239.255.255.250:1900 20:30 0bps = 144.01 KB —
[ inio | MDNS s UDP WORKGROUP M :&:mdns 224.0.0.251:mdns 20:43 0bps = 60.48 KB 1™
[ info | MDNS s ubpP 192.168.0.111 g&:mdns 224.0.0.251:mdns 20:43 0 bps = 60.37 KB
[ info ] MDNS sl uDP ubuntu [IPv6] M:mdns f02::fb:mdns 20:43 Obps = 12.54 KB
[inro] Targus Dataspeed UDP _gateway ;£:1024 Broadcast:5001 20:40 Obps — 9.78KB A
[ino ] UPIP ol ubP 192.168.0.102 ;5:52893 239.255.255.250:3702 00:15 0bps — 8.81KB—
[ info | 2 Unknown UDP 192.168.0.102 ;5:56533 Broadcast: 1947 20:12 0bps — 216 KB—
[ inio | ? Unknown ubpP 192.168.0.102 ;5:56533 192.168.0.255:1947 20:12 0 bps = 216 KB =
[ info ] SSDP il ubP 192.168.0.108 ;5::54983 239.255.255.250:1900 00:16 0bps = 1.05KB =
[ ino ] SSDP ubP 192.168.0.107 ;%:50584 239.255.255.250:1900 00:03 0bps — 864.00 Bytes —

o IPHE

Q, | 192.168.0.113 - -

192.168.0.113

W5 T AFIIERF € ip HIVELR{E S0 T

o

182.30 bivs . Q| Search
v 965.80 bivs Sekie

O Coniibute o the pri o enerypted. s — d express you preference

Host 1921680113 5 A Pots Peers ICMP Applications DNS WP Fows A W B @

(RouterlAccessPoint) MAC Address Vimware_80:6B:84 ( 00.0C 29806834 Dcomputer

P Address. Host Poot: Not Assigned &
0s A Linux Ubuntu]

Name

RIGROUF £ 0 (2D 6 (ivase) [

1389ms
First/ Last Seen 03/0912020 22:53:47 [03:51:20 ago] 04/09/2020 02:45:05 [00:02 ago]
Sent s Received Trafc Breakdown
Traffic Sent | Received 10,757 Pkis / 1.7 MB 4 9,857 Pkis / 6.6 MB —
hs Client Ao server
Flows: Active | Total | Anomalous / Port Unreach @ 13¥%/2079—/76—14— 0—r2=/9=i0—
Peers: Active 3 B
TCP: Retransmissions | Outof Ocer [ Lost | Keeplive Sent Received
501 Phis = /1 Phts = /37 Phis — 233 P = 48 Phis — 651 Phis — 1 330 Phis— 61 Phts —
Reset Host stats
Additonal Host Names Source Name
o wunty
Download &, s50n |

tmin -|

mt R s

Host:192.1680.113 ;% A Trafic Packets Ports Peers

WINE:
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e Y 1.30 kbit/s — — o .
Mens33 - | | — 790 khitjs License expires in s Days, 15:7:40. (=) (=) AT EEED O Q  search Y &
sm [ 3m 1h 1d 1w 1M 1Y 04/09/2020 02:15:00 @  04/09/2020 02:45:00 Pl Aoply < B = @ L m K
Traffic ~
Sert ORI @3omage OTend OEMA OSMA ORSIcuvspast(ightaxs) OAvg OS5t Perc
6.4 Kitls
48 Kbits
32 Kbis
16Kbits
021500 02:2000 02:25:00 T waw  eme www o
Total: 493,10 KB 95th Percentie: 552 Kbitis Average: 2.24 Kbit's Max: 6.4 Kbits @ 04/09/2020 02:25:00
Top Applications ~ 10~
Application Sent Received Percentage Total Bytes Actions
ntop 10.64 KB 169.64 KB 36.9 % 180.29 KB Q
Amazon 52.63 KB 34.21 KB 17.8% 86.84 KB Q
- BerotmaR
PRI, FASEARIEE AR Ctrl+G, [UB=49 1D

6.5. EHLEI%

7E ntopng H, FHLBIREE T — AR EHHELE—RIE BOTE. ENIME T M2 O w .
LA BAEL S AT S 4

® AP Huhl, JEIL IPv4/ IPv6 bk 5 A EHLILAD

® MAC Hhutk, @i MAC HihEDTRL AN 341

o [zgiihl, 5 IPv4/IPve6 k)@ T-45 € ML BT A EHLILAC (B CIDR #%48E) -

® T LU E VLAN ID PALECHEE VLAN [ EHL.

W FEAS EHHAT A S, W RAVER ARG THE B AR R

S5 f 3] system->pools->hoots, s ol 10 ALtk -
—— Q| seacn o a-

Ml Pools
Hosts Interfaces Local Networks Active Monitaring Host Pool Flows Devices System All
Show 10 ¢  entries Search:
User Scripts /
Name 1 Members Recipients Configuration Actions
Default All unbound builtin_recipient_sglite Default m @

Mypool 192.168.98.133 builtin_recipient_sglite Default a E ﬂ

office 192.168.1.1/24@10 builtin_recipient_sqglite Default a E ﬂ

wEEILM AR, BCES:

www.hkaco.com J M| RN B ER| B PEze| dbnt| BV | FE 400-999-3848

sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233



http://www.hkaco.com/DAQ/scope_default.asp
http://www.hkaco.com
mailto:sales@hkaco.com
mailto:support@hkaco.com

HongKe
ses 4Ry

TN R TF-HRFARSS

Add Host Pool

Name

User Scripts Configuration

Recipients

s ik G EALRRR -
Upgrade to ProfEnterprise version &

Pools
Hosts Interfaces Local Networks Active Monitoring
Show 10 ¢+ entries
Name Members
Default All unbound
10T
Mypool 192.168.98.133
office 192.168.1.1/24@10

Showing 1 to 4 of 4 rows

8 SN A
Uparade to Pro/Enterprise version &

Host Pool Members

Current Host Pool

10T - &

Show 10 # entries

Member Address

Showing 0 to 0 of 0 entries

ntopng Community v.4.1.201010 | Q)

X
10T
The name must be longer than 1 character and it can't be empty.
Defauit -
builtin_recipient_sglite -
SQLite \
builtin_recipient_sglite (uili-in) v Add
Q  search ._ev s -
Host Pool Flows Devices System All
Search: +
User Scripts
Recipients Configuration Actions
builtin_recipient_sqlite Default = En
builtin_recipient_sqlite Default m
builtin_recipient_sglite Default a B ﬂ
builtin_recipient_sglite Default u E ﬂ
Q,  Search 2 &

Member Type~ Search

1]

VLAN /ﬂns

No data available in table

©1998-20 - ntop.org © 10:58:45 +0800 | Uptime: 33:48

] LA ip, mac Al network =F k437730, X B DL network N4
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|8en TR

T e T FH IR AR T
Add Host Pool Member x
Member Type IP Address  Network  MAC Address
Network 192.168.98.1 I | 24 =
VLAN | 14 <
N PRSI N o
NN 58 5 AT DAZE LB & B 23 (45 R
Hosts Interfaces Local Networks Active Monitoring Host Pool Flows Devices System All
Show 10 # entries Search: +
User Scripts
Name Members Recipients Configuration Actions
Default All unbound builtin_recipient_sqglite Default a‘ n
10T 192.168.98.1/24@14 builtin_recipient_sglite Default ﬂ
Mypool 192.168.98.133 builtin_recipient_sqglite Default E ﬂ
office 192.168.1.1/24@10 builtin_recipient_sqglite Default E ﬂ

Showing 1 to 4 of 4 rows

e Ja AT DATE R B R B2 0, FTHF € L3 Hosts-Hosts pools, AJ LAE 2| 3= L0 A &= 15 0

www.hkaco.com M

Showing 1 to 4 of 4 rows

x

niopng Enterprise L v4.1.201010 | €

€ 1898-20 - ntop.org

BN | st bl | vage| db | B

T s € 00 T ER Q| searh o z-
Host Pool List &
0 +
Pool Name Chart Hosts Seen Since Breakdown Throughput Traffic
office Y 0 02:14 0 bit/s 0 Bytes
Mypool s 1 02:15 ko ] 3.8 khit/s 141.24 MB
0T ™ 0 02:13 0 bit's 0 Bytes
Default ™ 11 02:13 1.13 kbitls 1.18 GB

© 11:21:33 +0800 | Uptime: 0221

T 400-999-3848
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6.6. iR EAR

ntopng AJ DLRHIR B Fe i BIRF AVEAFAE D, RS BRI DA B3 25D sk i A
feg b, N TR S, ntopng T EEERE MySQL £udi /2. L4 b, SN T IRAET S %0dE, ntopng
B R MySQL $i#i % . 15 E Flows Dump SCFY, PASREUA U ey & B #2195 2 PR 2 DL ALt

AR 0 D S AL

{HIZ, HTHPX MySQL A BE A =i dl A 2 1 45t ntopng IAESERK T —NMFRON nindex % H
TEAEEIEE, © iR T MySQL HIFRHI. 4 HT{XAE Linux / x86_64 1K R 4544 1] ntopng ViR AT H o

RN T BIR L RIS, ntopng R $5 5E -F nindex £,
i 247 5 3

sudo ntopng -i ens33 -F nindex

B AL B SCF (Jete/ntopng/ntopng.conf) RN

-F=nindex

X %
{7&: interface-> =

2 1.30 kbits
[ | T H1BDYE  cemmmmm——" 06 0 D EED O
o
intosacerenslt 4 Notioiis Packets Appications 10MP ,:n ABO FP Y

Begin DatelTime: End DatelTime:

5m| %0m 1h_1d 1w IM 1Y 04109/2020 02:48:00 # | 040012020 025300

= zs90 oza0 25000 ozs0a0 ozs100

MDNS 39.26 KB

UPnP 1911 KB

\ERENZENWL, BB R Ctrl+G.

i % BIbR, AT AR R A A5 s LI F 2 SR R .

Total Bytes Percentage

Q £ 2
& €+ N
aff Oswm past(r ) Ay O
) s
@ 04109/
10~
Actions
323% Q
316% Q
154% Q
ISERI L R L
QUE=ERe DD

www.hkaco.com J M| RN B ER| B PEze| dbnt| BV | FE 400-999-3848
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Top Applications ~
Application
SSDP

MDNS

Unknown

UPnP

DNS

Targus Dataspeed

UbuntuoNE
ICMPVE
IGMP

NetBIOS

Showing 1 to 10 of 10 rows.

NOTES:

s e, TEAE BIREA T BE AR O

2.30 kbit's

£ Liconse expires in § Days, 15:08:47

R EaE 0

Interface: ens33

= ABS FUP.

5

Begin DatelTime:

Total Bytes Percentage

410KB 451%
19.99 kB 220%
1131K8 124%

949 KB 10.4%
251KB 28%
233KB 26%
207KB 23%
1.06 KB 12%
917.0 Bytes 10%
245.08 Bytes 03%
Q

End DatefTime:

ad

Actions

L L P P P P L L P

5m 3m 1h 1d 1w 1M 1Y | Custom 04/09/2020 02:51:00 [ ] 04/09/2020 02:57:00 [ Apply <« + - & u K
SsOP -
Ssop Omend OEmA QA QA Osshres
115 Koiss
R
seovivs
sconis
saobis
<eotbivs
saobits
seanits
ozhio ezszon azsz0 zse00 23500 ) w200
Tolt 4871 KB 95ih Percentic: L6 Kbils Average: L1 Koits Max: 116 Kbits @ 0410972020 025200
Top SSDP L7 Contacts ~ X Application: SSDP 10 ~ IPVersion~ Explorer~
Client Server Throughput Total Bytes  Actions.
_gateway 239.255.255.250 780.22 bitls 3420KB Q
192.168.0.102 239.255.255.250 95.56 bit/s 42KB Q
192.168.0.107 239.255.255.250 57.6 bit/s. 253KB Q
[ — Erear—gr— -
PR bR ] A 2145 € F P B A P % L -
KL 2N T2 JTH=EN HUL:
oo Lioen sosieaian)  EIS)EE) Q &-
O e expiren iz 4y, =D D 2
Ports CMP  Applications. D TS
Begin DatelTime: End Date/Time:
smoaom 0 O w om0 v 0510012020 22:55:00 & osoor0z0 225500 s BT € 4 ™
Top Applications
@®nop. LS DNS Amazon HTTR MDNS UBUNWONE Unknown @ Other @ Trend EMA  @SMA Avg
ssexbins
sowns
axoivs
52w
2w
e
acoits
e T R
S oo s ous =] == o = T = frees 5 )
Tota: 129MB Average: 12505 bi's Max: 5,53 Kb @ 061092020 20:5500
Top L7 Contacts + D B
Client Server Application Throughput Total Bytes  Actions
WORKGRGOUP 125.74.34.246 HTTP 544.94 bitls 5.61MB Y
WORKGROUP ntop-cigialocean ntop.org niop 307.23 bitss EECIV-RNR Y
WORKGROUP 118.116.2.26 TLS 135.18 bit/s 139MB Q
WORKGROUP api.snaperaft.io UbuntuONE 42.9 bits 45242 KB o}
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6.7. IREX license I %
7E Setting->License T &5 ¥ system ID, s EH i & .
Hih a2 P )45 A license 25 B AL
ol a 3
e | iconce
-

ntopng License Generator

Required Information

System Id 3B90718600860F11
I
y
©
Order Id:
12
Email:
ntopng Version: | 4.0.200828
ntopng Edition: Enterprise L (x64) v
NOTE
L also T ek all 1 t

Create ntopng License Reset

[

1E b B 4 N SE license 73 2 ¥) Order id A1 Email F £t Creat ntopng License BJ A 4= % License, 1
P E B License & A HI#2 7~ 5 BRI AT 58 B0 -

6.8. E

6.8.1. HIEI
7t Setings->Preferences 111 LLX ntopng #EATVF 2 FL B 40 SNMP. . I8 74156455, HlandkA1nr

www.hkaco.com J7 M| IRYI| B gl B PE] bR SV [ FE S 400-999-3848
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LA E IR 5109 influxDB, JRRCEE 2 #%, ERMA influxDB 75 2522 de, JF KA Z R & T

1.5,

< [ ke

User Authentication
Netwark Interfaces

Cache Settings

0 bps
Qin 40;00 bit/s

Q  Search Preferences

Timeseries

License expires in 2 Days, 19:21:32

Runtime Preferences

Timeseries Database
Timeseries Driver

The driver used for storing and retrieving timeseries data.

InfluxDB URL

The URL pointing te a running InfluxDB instance.

InfluxDB Database
The database to use for timeseries storage. Existing data will not be migrated.

Alerts

Alert Endpoints

Applications

Logging

Flow Database Dump

SNMP

Network Discovery

Telemetry

Traffic Recording

InfluxDB Authentication

Enable InfluxDB authentication.

Q | search £

RRD  InfluxDB

http:flocalhost:B086

ntopng

Timeseries Resolution

The interval between consecutive timeseries data points for local hosts. Only effective for
packet interfaces

NOTE:

« High resolution can have a strong impact on memory and disk usage for large networks.

& Tineseres eieqiion fime can be sei bece

10s 30s 1m 5m

N

Interfaces Timeseries

Traffic

Toggle the creation of bytes and packets timeseries

6.8. 2. HIEMIRR
{E Setings->Manage Data 7] DU BR 48 2 010 12 1 30k

Manage Data

Export | Delete

Insert Host 1P o Mac Address or /24

192.168.0.120

NOTES

« WARNING: nindex is et

NI
ESN-E

Insert VLAN

-

* All the persistent data is deleted. Data include traffic counters, timeseries, flows, alerts, and Redis caches.
« System Interface Data includes all the data located under the "System™ menu entry, for example CPU, InfluxDB and SNMP data.
nabled for flows dump, historical flows information will not be deleted.

©1998-20- ntop.org

W Delete Host Data W Delete Interface Data

© 16:5500 +0800 | Uptme: 0154

e O A B MR : B RS RE T EEs . MEFH. fE. B Redis 2517 .
ARG OHIROSE: AT "RE "SRRI FRIPTAEEE, #1140 CPU. InfluxDB F1 SNMP %47 .

Pa =8
i,

www.hkaco.com M

nindex AR EFEAER M, T LR EE ERA S8R .

YN B el B v | bR B A
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6. 8. 3. WREIEAEfERT 8]

7E Setings->Preference Fi%# Data Retention ] DA & fx Kt /4% i i 1] .

=8 Runtime Preferences e

Q  Search Preferences Data Retention

Data Retention
Number of days to keep dumped fiows, historical tmeseries and top-talkers for. Default: 30 days.

6.8. 4. EXFE WYL

ntopng A PLJE T 1P Hihik 38044 Al 12 DL E CRAAE M. ZE X —IIEE,

1) R 567 ELAE /var/lib/ntopng SCHF T Fd#— A protos.txt A

2) {E etc/ntopng/ntopng.conf LA INECE : -p=/var/lib/ntopng/protos.txt

3) HH7 )55 ntopng, €17 %! Setings->Applications and Categories->Applications , i /1% 4l,
w0 A s XML

System - | (liceiseexpiresino0a2 e -

A Applications and Categories ]

Application category
Zoom vid - t
- 3
|
= - ] e
o = 3
|
YouTubeUpload Medi |
. : 3 B=
= 3
xoMcP Remoteccess | E
Xbox Game -
WorldofWarcraft Game ] [ o rues |

4) EERA T, X BB E SCAE .

WU R Al B V%] dbE | 89 & 400-999-3848
sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233

www.hkaco.com M



http://www.hkaco.com/DAQ/scope_default.asp
http://www.hkaco.com
mailto:sales@hkaco.com
mailto:support@hkaco.com

HongKe
ses 4Ry
TSNS e T IRNAPRT

Add Custom Application x

Application Name

YOUKU

Custom Rules

youku.com

NOTES

« Each rule must be put on a separate line

* Rules can be either domain names, 1Pv4 addresses or
TCP/UDP port ranges

» Port range examples: "udp:443", "tcp:1230-1235"

= Domain names are interpreted as substring to be
matched.
E.g. "ntop.org” will match "mail.ntop.org" and
“ntop.org.example.com"

Add Application

5) Mt E 58 HCE T ntopng B a] i A .
M FRATYT iR O BE IR B L T .

t R SN 1 D] s evices usepiows Q  searcn L 2
=8 Active Flows °
10 - Hosts- Status~ Severty~ Direction~ Appiications + Categories ~ IP Version~  Protocol -
Application Protocola Client Server Duration Breakdown Actual Thpt Total Bytes  Info
1GMP e 1GMP 192 168.0.106 230.255.955.250 <1sec 0bps 80 Bytes
GMP o IGMP R 239.255.255.250 <1sec 0bps 60 Bytes
MR I6mp 168.0.100 2400252 <lsec obps 60 Bytes
[a] s@ Tcp + ms7642 203.119.160 85 B ‘ntps 0001 e ] 0bps 17.38KB  6q606Ltdum.alibaba.com
Ts@ TCP T MS7284 14.116.143.187 B :hitps 00:01 | sere ] Obps 6.21KB
Ts& TCP 1 57134 203.119.160.141 il :htps <1sec | senver ] 0bps 18.28K8
| TLS YOUKU 1 ) ¢ mszer0 106.11.43.215 B itps 0001 = 0 b 1013K8  popayyouku.com
TS @ TCP 46920 118.112.19.48 M :hitps <1sec Obps 6.15KB liangcang-material.alicd.
s@ TcP ms1988 182.140.143.251 M shtps. <lsec 0Obps 362 Bytes
sa Tcp | w46922 118.112.19.48 B ntps <1sec T obps 609KB liangeang-material alicd
Showing 1 to 10 of 154 rows. Idle flows not isted ” P I ol e e
niopng Communiy v.4.3201214] € ©199820- niop.org ©17.45:15 40800 | Uptine: 11:23

X EET 1P A 1 E LMW T VAR L, X AR .
TEFRATE 52 LLJ5 AT BATE /var/lib/ntopng/protos.txt HHF FAE AL &

# YOUKU
host:"youku.com"@YOUKU

PRI AR 7T DA B 2 4 protos.txt SCAF IR INAAA MY, S 7S %X .

7. 7E nprobe LfFF ntopng 7~

7.1. nprobe T4\

ntopng 7] F T A ¥4k nProbe A= IER AR (1) 22 i@ £ . 7EJLFME DL T, K ntopng 5 nProbe — i ff H 1R
YN ) et b | v bRt | &9 [ F# 400-999-3848
sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233
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T e T FH IR AR T

TifE, A

B A, SRR 25 15 % 72 AR 1) NetFlow / sFlow 2048 T4k . 7EXFRIEHL T, nProbe Mk
W IFMAHT NetFlow / sFlow Wi,  JFH45 R KX 3 ntopng LAREAT AT LA .

IR R RGN %3 1 . FERXMIEAL T, ntopng Tovk HE MM A5 11, tI0E 33
. —AELZ S nProbe W T $RC 4 W 2% 42 1AL B R 45 AU K% B v Ut ntopng,  LAREAT 23 Hr AT
AL -

TRLESS T R BRI AL, R e TR A

NetFlow/sFlow ... Raw

JSON
over ZMQ

over ZMQ
nProbe —————| ntopng

7.2. 2 nProbe £|—* ntopng

8 5> ntopng MZ > nProbe WCHRIAUXT T HANLE A ST AL A AL i R B 1R A .

EL\Z A~ nProbe WA, ntopng W ATLAFISN I FF 4G C CHIREERS 7E ZMQ %y 5 K )2, 15> nProbe
7 E ik £--zmq-probe-mode. {EIXFIHCE H, nProbes 4355570 4RSS %4 1 ntopng H1IERE, N2 IR,
KL, L2 OR ntopng IEAENTNT ANY #idil (REEECRF) * 78 ZMQ ¥ stk ) BU7E %1 nProbe 7 LA
IR 5y — Ak F .
PAF 21X A G B 1 7 5]
www.hkaco.com J7/M | YN BRI | pe#l| Lig| P2 | Jbu(| G| &S 400-999-3848
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ntopng -i tcp://*:5556¢
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i eth1 -n none -T "@NTOPNG@"
nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none --collector-port 2055 -T "@NTOPNG@"

nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -1 none -n none --collector-port 6343 -T "@NTOPNG@"

7.3. NAT

nProbe Fl ntopng ) IP A IATEAREE RV ELFT M8R 1. AR, ntopng R REFT 06 B2 M B 25
i) nProbe WAL, 1ZMZE AT REN. T NAT 2 J5, F-24B5 KB, FIFE, NAT 5/ ntopng R BEA 24 2
Ty — AN H ) nProbe WL . EIEHIE, BAEIX SN, T LCK ntopng (Fl nProbe) L& ] H
Hi 7824 JSON-Over-ZMQ A5 5 P o B IR 55 35 . X PRt b 1 78 W 2% B & il N0, #BRS BT ReAs 22
AR, PR X 2 L O % 7 i v DA ) R 45 2% 1T NAT K H 2y i B8 A5 rh ik (5] 1 IR 45 2% 31 % 7 i 40
55

4 nProbe Fll ntopng #F7E [A— M4 L, 2k 4 ntopng £ 55— AR 4 i {H 0] LLEIIA nProbe i, A% A
THCE

JSON
I( - nPI'Obe

Flows

ntopng -1 tcp://<ip address of nProbe>:5556

nprobe --zmq "tcp://*:5556" -1 eth1 -n none -T "@NTOPNG@"

3R A 17 B nprobe A1 ntopng 17~ 40 -

ntopng -i tcp://127.0.0.1:5556

nprobe --zmq "tcp://*:5556" -1 eth1 -n none -T "@NTOPNG@"

4 ntopng Joi%IA E| nProbe, {H nProbe 7] LLik F| ntopng B, MAE (1 ECE N

NAT

JSON
nProbe

Flows

A

ntopng -i tcp://*:5556¢
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i ethl -n none -T "@NTOPNG@"
TR, BEEK ntopng Fl nProbe %% 7 3/ il 55 # 1 (AN 2 G 5 SRRSO, RIS b G B AT DA B4

www.hkaco.com J7 M| IRYI| B gl B PE] bR SV [ FE S 400-999-3848
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7.4. FER—4 8% EEMEAN O RERY]

it & ntopng:
sudo ntopng -i tcp://127.0.0.1:5556
it & nprobe:

sudo nprobe --zmq "tcp://*:5556" -1 ens33 -n none -T "@NTOPNG@"

fic B 5¢ B RO AT T web S :

pp:703] [LICENSE] License:
KJ9AmpOxPbWH5Q5t9cK
:18 [NtopPro.cpp:784] [LICENSE]
xJ1cGiKqBhn9ADqgI2Eh4Fy jhlyXQIGZZABIKbUGXB43GACHMSMP]
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE]
brd13usvqdetPI5MOSIZW2YD8ITIKOWA/06KHtC8OpaEBKBLDTR] ]
66/5ep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE]
yA4VT3g9Hr jDBORC1WMG FEONTpYYPVELFbjtISNI+InHKwYbLtHRgH
06/Sep/2026 23:13:18 [NtopPro.cpp:704] [LICENSE]
Jj9/1KKrpZ3uWve/PLFTu9YtdbIEOGULs+vHPCcS3g@K/TczdFRg==
06/Sep/2020 23:13:18 [NtopPro.cpp:708] [LICENSE] License Hash:
DAASE3E2DBOF267B1599699971F4E8A039
86/Sep/2020 23:13:18 [NtopPro.cpp:714] [LICENSE] Vvalidity:

rYNf7YwLUveBnG/F
sq9A+sremi4+R4LO
NFDfbuScqj8joyqs
MXp+U25qhab8@1KrF
PABVkaHQWYK/3716
ESB4964310E5FCOO

until Wed Sep 9

:13:18 [PeriodicActivities.cpp:105] Started periodic activities lo

:13:35 [startup.lua:214] Startup completed
35 [PeriodicActivities.cpp:16

55] Each periodic activity script

[NetworkInterface.cpp:2352] Started packet polling on inter

5556 [id: 3]...

86/Sep/2020 23:13:35 [ZMQCollectorInterface.cpp:255] Collecting flows on tcp://1

27.0.0.1:5556
L]

mp@ubuntu: ~

File Edit View Search Terminal Help

Discarded.
6/Sep/2020 23:13
'. Discarded.
6/5ep/2020 23:13
Discarded.
/2820 23:13
Discarded

:54

54
54

154
:54

54

[template.c:2631] WARNING: Unable to locate template 'DNS_Q

[template.c:2631] WARNING: Unable to locate template 'HTTP_

4 [template.c:2631] WARNING: Unable to locate template 'HTTP_

[plugin.c:13089] @ plugin(s) enabled
[nprobe.c:9142] Each flow is 208 bytes long
143] The # flows per packet has been set to 6
:9146] IP TOS is ignored
[pro/pf_ring.c:382] Initializing PF_RING socket on device e

[pro/pf_ring.c:424] Dumping traffic statistics on /proc/net

3-ens33.6

54

[pro/pf_ring.c:496] PF_RING enabled on ens33

4 [nprobe.c ©] Flows ASs will not be computed (no GeoDB fi

[util.c:5029] Initializing ZMQ as server

4 [util.c:5108] succesfully created ZMQ endpoint tcp://*:5556
4 [util.c:4078] nProbe changed user to 'nprobe
4 [export.c:548] Using TLV as serialization format

[nprobe.c:108361] nProbe started successfully

FTFF Web GUI F1i LLJ5 AT LA DL 19382 148N tep://127.0.0.1:5556

‘ I #h (cp://127.0.0.1:5556 ~ ‘ | 12.40 kbit/s  (License expires in2 bays isze2n. BT (D O

8. fE n2disk Lf§ A ntopng 7~

8.1. MELHHN

5 B LR I 45 7] LB 3 A 2 A AR I, R B RN B e B 4 0 T B S T X 2%
AR E L, SR EICRIRME THEAM I e R E O, A

e TR

=
=S

R

ntopng Enterprise L T4 &% —> n2disk 1 Gbit ¥R iE, WIHR % %E | ntopng Enterprise L ¥F 1] E, NJE

E W SE n2disk Y] E
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8.2. BIIWEILFK

T LRI T, T Interface” SRR AN ED, i ® B, RENE DR
1

1. i%&$F“Traffic Recording”

2. FCEPIF I Max Disk Space™fE o XA LAIZE I T peap SCIFI SR MAEL 22 6], IX 2 R AL

e ORI TR] GREE i KRG A B] I, 5 ) peap SCPPRBE fE) o 1SR, o O/ B I TRIE BUR T AL
W25 )i B A i

3. ¥%“Save Setting”$Z4l LRI 4RI 3%

(@] {1280  mwm——— G B i ra

e Contribute to the praject by sending encrypted, anonymous telemerry data to ntop.org: visit the JPreferences page and express your preference.
Interface: lo @ Networks Packets Applications ICMP &A Bg bbb

External traffic recording providers detected. ntopng can aulnmaéy bind this interface to an external provider. You can let ntopng take care of the recording using this page, or you can £ configure X
an external traffic recording provider.

£ Settings .
affic Recording Settings

Traffic Recording :F Continuous Traffic Recording

Max Disk Space

2 - GB

Maximum disk space used for recorded traffic on disk. 0.02 GB are already in use by this instance.

Storage Directory fvarflibintopng/l/pcap
Storage Utilization ]
@ System (8.95 GB)
@ Packet Dumps (18.1 MB)
Extracted Packets (0 Bytes)
Free (10.59 GB) - Total 19.56 GB
NOTES:

= Global settings (e.g. the license key) can be configured from the Traffic Recording preferences.

8.3. T# pacp 3

LRE SR EA#IC K LS, AT AFE Interface (2 Hosts () P S 2 1 57 1HI 126 3345 5 PO IR 1) B )

V2

‘Jlbi)ﬁﬁf#iﬁﬁ?dﬁ:
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71 it

150t

e

s
ol

p L7 Contacts
Client server
abun 19216811

sm 3m Ih 10w IM 1Y

sssssssssss

Protocal  Client

UDP  192.168.0.108:5353 224.00251:5353

Showing 1to 1of 1 raws

Query performed in 2 msec

30.265.255
Mmensss - | Rl == S . 43 5 s evices [ 51 o 5
Host 192.168.0.108 A} Traffic Packets DSCP Poris Peers Applicat .-

wmr e @ ASFPRY

Begin Date/Time:
1171212020 14:18:05

Begin Date/Time:

1111212020 14:15:42

Eirst Seen

141812

9. IA$E Netflow/SPAN/TAP R E

8 NI

1% Netflow/SPAN/TAP i &

End DatefTime:
L] 1141212020 141919

Average: 1371 Kils

End DatefTime:
W 1uize020 142142

Last Seen

141823 76 3s2KbiUs

sed 1 records [500 recordsises]

Packets  Throughput  Total Bytes Flow Status.

@EE ]

10~ 1P Version~

Exporer -

Throughput Total Bytes  Actions
18t ot TR - |
131 its RETI - |
127 ks nee B
63524 bits AT - |
a573bis we B
45016 bis we B

a &

ClientDSCP  Server DSCP  Info

574K8 Best Effort

(cs0)

deskiop-
a0bheh.local

Explorer +
fons
s

X B DA ntopng K455k H ¥ TAP 7Rl B RATM A E T .

link 1

ethQ,

L

TAP

ethi

link 2

eth2

TAP

server

eth3

AR B S (Jete/ntopng/ntopng.conf) A 3EAT 4 L &
HHHHIH A A A

#HiLE M B s GO
-i=eth0,eth1

-i=eth2,eth3
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#IC B AL

-F=nindex

#IC B ALY B

-m="192.168.0.0/24,172.16.1.0/24"

#ULSP PR P I AT

-G=/var/run/ntopng.pid

HHHHHHE A

sk, TR ERES SRR, B — M .

F7 %] Interface> ,Ji Fi Mirrored Traffic &7 .

N [(mos - |7 250000, s 026D T O

nboard Interface; ens33 A+ Networks Packets DSCP Applications ICMP ARP I &% A E FPAY
Custom Name ens33 \
Pool Defautt ~' c
Interface Speed 1000 < (Mbits)
Realtime Stats Refresh Rate 3 S (sec)
Ingress Packets Sampling Rate i

PP Local Broadcast Domain Hosts Identifier @ |P Address

Hide from Top Networks e.g.102.168.1.1,192.168.100.0/24

Create Interface Top Talkers «©
Dump Flows to Database © /
Mirrored Traffic |

Flows-Only Interface (requires restart)

Periodic Interface Network Discovery «©
Traffic Recording Provider ntopng -
L)
Dynamic Traffic Disaggregation None |
* NOTES @

Duplicate Disaggregated Traffic @

10. ntopng B 8] 551 A IR 2R

VEAR TSR -

https://www. ntop. org/ntopng/ntopng—disk-requirements—for-timeseries—and—flows/

nindex {7 F] FH 3R 7E health->system Ft1l N 0] &5 55 € £ A AF -
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System CPU Load = E
CPU States owait: 0% f active: 21%/ idle: 80%
RAM Used: 62.22% | Available: 694.95 MB / Total: 3.62 G5
ntopng PID (Process 1) 5250
RAM = Used: 252.27 MB
Alerts . Queries: 16/ Stared: 7 / Dropped: 0
Storage Utilization Volume: rvarfibintopng {(devisdal)
8 ens3s @ e |
@10 G16MB)
8 System (963 GB)
Avaiable (9.92 GB) - Total: 19.56 GB
LastLog Trace

InfluxDB %4l FEANTHSAE A, BUNE ATRER — MEERZ R EE . i R A s B, =5 8] T Lhd

WAE RG] A HR S, 5% E health->influxdb i R & F:
T —

@
Export 0 XD & working OK
ICY 47MB
[Ty 110 MB
™
lda
T} 0

11. J3E license

FILEGITT Rk BBk AR FRATTI 3K -

https://hongwangle. com/ntop/traffic—analysis—and—enforcement

12. RERM]

BRI AR, WHRT 7 4R RE &IR R AT
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