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1. &

ntopng #&J5 45 ntop T —AURA, ntop 2 Wi HH 9 £ A5 FH A7 150 1) X 28 i B 48 I 2% - ntopng F£ T+ libpeap,

HHUAT KT S, DMESERs LA DAERED Unix &, MacOSX HIl Windows _LIzAT .
ntopng GEI, #RR/NTG 7R /48 7 EMR, N K Web 7 S, FH 00 S S2 i A B SRR R4S B
FERRWT:

® RHE AR AR AT HE Y, AFE 1P Hibk. s, L7 PR, FEEE. HIRRSR(AS)

® RS 4 i B AN E B AL

®  EIXF M FEAR A AR, AR AN P

o WK N (CREHBWE , MPHIERY, W L7 M

® UAHLIFR SN B, 4RI AR AEIR, FEIRRTE (RTT) , TCP Ziilfs B (Hfk, BLAFHGR
1, BIEREER) LU OAR ) T AR

o KRFAMBAIIEARAA RIS -, DMK T IR R R 5 447

® E b A ok AL AT M 3 E AR S

® F|Jf] nDPI H! ntop ¥4 & £l (kI (DPD AR K IR I FE 7 ¥ (Facebook, YouTube, BitTorrent
%)

® i FIH Google F1 HTTP 844 B (i AR AL il 25 R R AE HTTP i &

® i IP IR EIFARYE YR/ H B H AT 2K

® R IP PRIUE RN bS58

® L HTMLS / AJAX M4 s 4tiHE 2

®  SE4AICHF IPv4 Al IPv6

® SEAINEE 2 EICFH(ESE ARP ZiHER)

® GTP/GRE Z:p&id

® 7kF MySQL, ElasticSearch Fil LogStash 5 H W 4% 445

o = H U s B ) M A A 5 H 2 MySQL

© EA I EE LU B S A AT RE AL

® SNMP vl /v2c SCFFAIEL N SNMP ¥

o S{MEEL, GHE VPN F L E IOk
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2. RRASTLHH

ntopng A VUM AS: Community, Professional, Enterprise M, Enterprise L, &FANRA#REL %8/
PR RSCAS A P N T

ntopng 17 TR FPHRAE T IhREM e RS R AN LU R .
® ntopng Community

A DX A 2 B S A T DT IR AR A o e B RIS W] LAAE Github E 4R F].

® ntopng Professional
AR T — 2 AL X AN Th A, X ThBExt T MBI, B BEERY, KR
Bt & SCAEAT LDAP S 43 5600
® ntopng Enterprise M
Enterprise M IRAAHXS T Professional MR AR AL T — L6841 ThRE, X LLTREN T R ALH LRSI H
45 SNMP SZHF, Phid MySQL i, m &M, stz sl.
® ntopng Enterprise L
5 Enterprise M JRAAHLEL, Enterprise L AR ML | — L84 DIRE, S EH (P 5EAH
KERMIRETD) o BERRAIE AT LARRS n2disk 1 Gbit GEZEIE3%) # nProbe Pro (Flow Collection) , i G 7
{LEAZEEIRTIE

3. Z% influxdb

ntopng 3ZHF A InfluxDB J 55#% 5 A FIEREN 18] 5 510Kt o s Bl (s 2 i i 28 04T 1 DRI A
FAR AT M TAME ENL L VERE: InfluxDB A2 A HEZ WA, e REN RS I B4 155

3.1. ubuntu/CentOS %3

sudo apt-get install influxdb

sudo apt-get install influxdb-client
- wiINCE]

sudo systemctl enable influxdb

EE)

influxd
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mp@ubuntu:~$ influxd

888 dgsp" 888 888 "Y88Bb 888 "88b
888 888 888 888 888 B8B .B8P
888 88888b. 888888 888 888 B88 888 888 888 888 8888888K.
888 888 Y8bd8P' 888 888 BBB "Y88b
888 888 B888 888 888 888 888 X8BK 888 888 888 888
888 888 888 888 888 Y88b 888 .d8""8b. 888 .dBBP 888 dsspP
8588888 888 888 888 888 "Y88888 888 B8B83 B38888BP" 8888888P"

2020-12-11T06:53:08.849537Z info InfluxDB starting {"log_id": "BRO927S0008", "version
": "1.5.1", "branch": "1.5", "commit": "cdae4ccded4c67c3390dBaeBala®6bd3b4cdces5cs"}
2020-12-11T06:53:08.849662Z info Go runtime {"log_1id": "ORO927S0000", "version": "gol.
9.2", "maxprocs": 2}

run: open server: listen: listen tcp 127.0.0.1:8088: bind: address already in use

235 58 il A T BAAE ntopng Web FLTH H % B 5 A influxDB
4. ZZE ntopng

4.1. 7 ubuntu 18.04 LTS _%%& ntopng

® T4 ntop FFEE
sudo apt-get install software-properties-common wget
sudo add-apt-repository universe
sudo wget http://apt-stable.ntop.org/18.04/all/apt-ntop-stable.deb
sudo apt install ./apt-ntop-stable.deb
FEE H root BUFR)
o ZERMHE
sudo apt-get clean all
sudo apt-get update
sudo apt-get install pfring-dkms nprobe ntopng n2disk cento

sudo apt-get install pfring-drivers-zc-dkms

4.2. 1E CentOS 223

o BRI

cd /etc/yum.repos.d/

wget http://packages.ntop.org/centos-stable/ntop.repo -O ntop.repo
® CentOS/RedHat 8

rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm

AR Edg| M| | | G| B XE|
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rpm -ivh http://rpms.remirepo.net/enterprise/remi-release-8.rpm

yum install dnf-plugins-core

dnf config-manager --set-enabled PowerTools

dnf config-manager --set-enabled remi

CentOS/RedHat 7

rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
CentOS/RedHat 6

rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-latest-6.noarch.rpm
wget https://copr.fedoraproject.org/coprs/saltstack/zeromq4/repo/epel-6/saltstack-zeromqg4-epel-6.repo
rpm -ivh http://packages.ntop.org/rpm6/extra/hiredis-0.10.1-3.e16.x86_64.rpm
ZREMHE

yum erase zeromq?3

yum clean all

yum update

yum install pfring-dkms n2disk nprobe ntopng cento

WIRFEF PF_RING ZC , 87 2301 FIRE):

yum install pfring-drivers-zc-dkms

4.3. J33)) ntopng

Ubuntu/CentOS

JA 3] ntopng :
systemctl start ntopng
BE A RS

systemctl status ntopng

BAR| b
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mp@ubuntu:~4 systemctl start ntopng
mp@ubuntu:~$§ systemctl status ntopng
@ ntopng.service - ntopng high-speed web-based traffic monitoring and analysis
Loaded: loaded (/etc/svstemd/system/ntopng.service; enabled; vendor preset: g
Active: |active (running) |since Fri 2620-89-064 #2:21:32 PDT; 2s ago
Process: 2314 ExecStartPre=/bin/sh -c /binfsed "/~[ ]*-e.*S\|~[ ]*-G.*\|~[ ]*
Process: 2283 ExecStartPre=/bin/sh -c Jjusr/bin/ntopng-utils-manage-config -a {
Main PID: 2318 (ntopng)
Tasks: 180 (limit: 2295)
CGroup: /system.slice/ntopng.service
L2318 Jusr/local/bin/ntopng /run/ntopng.
ubuntu ntopng[2318]: 04/Sep/2020 gL [NtopPro.cpp:714] [LI(
ubuntu ntopng[2318]: ©4/Sep/2020 62:
ubuntu ntopng[2318]: 04/Sep/2020 €
ubuntu ntopng[2318]: 04/Sep/2020
ubuntu ntopng[2318]: 84/Sep/2820
ubuntu ntopng[2318]: 04/Sep/2020 @
4 ubuntu ntopng[2318]: @4/Sep/2620 @
ubuntu ntopng[2318]: 04/Sep/2020
ubuntu ntopng[2318]: 04/Sep/2020 t
ubuntu ntopng[2318]: 04/Sep/2020 02:21: [PeriodicActivities.cy
PR e 3 -

systemctl enable ntopng
PNili &9 EIE

systemctl disable ntopng

® windows i3]

& K BE M cmd.exe J& 3 ntopng PAME AT B RS R E . EXMEOL T, & LUE3) cmd.exe (B
Windows fir &2/~ ) I3/ F| ntopng %% H 3¢ (41 C: \ Program Files \ ntopng) -

BAETH): ntopng /h

stall nt

Run n
Dein

AE A AT A4 H: ntopng /e -h

ARl bl FRM| daR| dex| B B XE|
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guration file path>

ntopng <{command line options>

ode|-n] <mode>

[——interface|-i] <interface pcap> :
vath

[—httpdocs—dir -1] <path> me ' directory.

[—scripts—dir|—-2] <path>

[—callbacks—dir|-3] <path>

FIHFREE#E O ntopng /c -i 2

AR B AN x| dbE| A% FE| EEH|
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e file]
1
L edition

4.4. £ windows I %23

windows %32 https:/www.ntop.org/guides/ntopng/what_is_ntopng.html#installing-on-windows

4.4.1. ntopng &3

TEEAA AR B ntopng Z2EEELHE BT N %3, FEHuk: ntopng
(1) #chil

5 Setup - ntopng 4.3.201103 — X
License Agreement ‘
Please read the following important information before continuing. C

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

This tool will install ntopng and some companion packages:
- redis

- Microsoft Visual C++ Redistributable

- Win10Pcap Drivers

For complete installation instructions, please refer to
https://www.ntop.org/guides/ntopng/what is ntopng.html#installing-on-windows

See https://www.ntop.org/legal/ for ntop EULA.

OI accept the agreement

()1 do not accept the agreement

www.hkaco.com =M
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159 Setup - ntopng 4.3.201103 — b4

Configure Information @

Please specify the command line options for installing the ntop service

Command Line: (leave blank if unsure)

< Back Cancel

(3) EHEHF

75 Setup - ntopng 4.3.201103 —

Select Destination Location
Where should ntopng be installed?

Setup will install ntopng into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

|D:\Program Files\ntopng | | Browse... |

At least 93.0 MB of free disk space is required.

< Back Next = Cancel
www.hkaco.com FoM oRER| E¥E| | TR bR /B FE| XH|
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15 Setup - ntopng 4.3.201103 —

Select Start Menu Folder
Where should Setup place the program's shortcuts?

Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Next. If you would like to select a different folder, click Browse.

M Browse...

< Back Cancel

(4) “@H

15 Setup - ntopng 4.3.201103 —

Ready to Install
Setup is now ready to begin installing ntopng on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Configuration:

Service command line: ntopng /i
Destination location:

D:\Program Files\ntopng

< Back Install Cancel

(5) %% winlOPcap, WIR Windows [ V4% 3% | Wireshark, JCig AT P IR,

AR Edg| M| | | G| B XE|
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ﬁ Win10Pcap Setup — X
End-User License Agreement W | I‘l1 0 Pca p
Please read the following license agreement carefully. Ethernet packet capture library
for Windows 7, 8 and 10,
GNU GENERAL PUBLIC LICENSE -~
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.
Preamble
The licenses for most software are designed to take away your freedom to share ,
[v]1 accept the terms in the License Agreement
Print Back Next Cancel
ﬁ Win10Pcap Setup — X
Destination Folder Win10Pca P
Click Next to install to the default folder. Ethernet packet capture library
for Windows 7, 8 and 10,
Install Win10Pcap to:
C:\Program Files (x86)\Win10Pcap\
Change...
Back Next Cancel

(6) %% Microsoft Visual C++ Redistributable, %15 & 2238 i 20 44 7] LAk i
ARER| b¥g| RN AR JbE| 6| Fi#| XH|
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4 Microsoft Visual C++ 2015-2019 Redistributable (x6... — X ‘

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.26.28720

REBHFRIRR

MICROSOFT VISUAL C++ 2019 RUNTIME

IXEE B R 2 Microsoft Corporation ( 3% #ERT7E ##) Microsoft X E 44
8) SEZEXRAHK . REFFERT LA - RERTHEATH

=it Ah AT ITT A S O | =R ES S O—E="T E & Thihon & =H 55 Sced bl

BRIEFIERRIFEER(A)

2H() ESzil(e)

4.4.2. Redis &3

(1) FFeaZe3s, M next

15 Redis on Windows Setup — X

Welcome to the Redis on Windows Setup

‘ redis e
The Setup Wizard allows you to change the way Redis on

Windows features are installed on your computer or to remove it
from your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back Next Cancel

AR Edg| M| | | G| B XE|
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(2) HEFFRZEH, A next
15 Redis on Windows Setup — X
End-User License Agreement é
Please read the following license agreement carefully .
redis
Copyright © 2006-2015, Salvatore Sanfilippo ~

Modifications Copyright © Microsoft Open Technologies, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are

met:
W
[v]1 accept the terms in the License AgreemN
Print Back Next Cancel
(3) ‘2)ifk Redis MBI R AR B
159 Redis on Windows Setup — X
Destination Folder é
Click Next to install to the default folder or click Change to choose another. I“ediS
Install Redis on Windows to:
IC:\Program Files\Redis\,
Change...
I Add the Redis installation folder to the PATH environment variable. I
Back Next Cancel
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(4) EFruh ERIN 6379, I IEFERT KEEHIAL
15 Redis on Windows Setup — X
Port Number and Firewall Exception é
Select whether to add an exception to the Windows Firewall for Redis. .
redis
PN} run Redis on:
|6379
Back Next | Cancel
(5) HikEHKAAFIRE], BCE Y 100M, il next
159 Redis on Windows Setup — X
Memory Limit é
Select whether to use a memory limit or not. .
redis
Set the Max Memory limit
Max Memory:l [100 MB
Back Next . Cancel
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(6) miif install
15 Redis on Windows Setup — X
Ready to install Redis on Windows é
redis

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

N

Back | GI nstall | Cancel

(7) Finish

159 Redis on Windows Setup — X

Completed the Redis on Windows Setup

é redis "
Click the Finish button to exit the Setup Wizard.

Back Cancel

AR Edg| M| | | G| B XE|
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(8) THCHE Redis %09, iy 2 & HE Redis %23E H 3% 1, it A iy 2 redis-cli.exe (15 1] X redis-cli.exe ),

IJAIT/\

% config set requirepass

0. 0.1:6379>

<mypasswd> % & %5

DI IFIRSS: FAEAMFEE] Redis LIRSS, JE3) Redis.

RS |
MR BEA) BE(V) EE)H)
e« T E 6= HE »e nmn
AR 55 (Aith) RS (i)
Redis =t WiE K& EuXE BF»
Ch.qmbsry Big. IEE. B&h FihESR
Lﬂ{wﬂﬁ% £ QPCore Service .. IEE. B TR
EREES £1.QQPCMgr RTP Service . IFE. B ARG
£ Quality Windows Audio Vi... {E.. IEE.. Fah AR
ik £ Realtek Audio Universal Se... Realt.. IEfE.. Bz RS
This service runs the Redis server ¢ . Realtek Bluetooth Device ... FE. B FHES

‘L1 Remote Access Auto Conn... Fig... F&h RS
'S Remote Access Connectio.. .. IEE. Bnh FibES
‘L Remote Desktop Configur... itfZ... =) Py ;S
£ Remote Desktop Services  fifF... Fah PIERIRSS
5. Remote Desktop Services... fifF... Fh RthZE S
£ Remote Packet Capture Pr... Allo... Fah AHESR
£ Remote Procedure Call (R... RPC.. IFfE.. B#h EEARSS
£} Remote Procedure Call (R... TEW... E=7)] PIEEARSS
“: Remote Registry ... 2 FitbIRSE
£} Routing and Remote Access 7E/3... = S cER
21 RPC Endpoint Mapper f##fr ... IEfE.. Bz RRIRSE
£ Secondary Logon b F& A ES
&4 Sariwn Sockat Tunnalina D 384t TE28  Fzh HHhARAR

|\ R g/
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4.4.3. ]33 ntopng
(1) Win+R %\ ecmd 1 HFar4 &
BT X

= Windows {SRIBIRATEAIZIR, HSIRTIHENAGER. Ut
3 %EE Internet 3R,

FIFHO): | (dgale] w

e HiH MEZ(B)...

(2) SHiF| ntopng ZEHF T

D:\>cd D:\Program Files\ntopng

D:\Program Files\ntopng>

(3) HiAf<Jd 30 ntopng

ntopng /c -h  (BRIAFTIFITE# L, WF4T PR €8 ntopng /c -i <interface name>)
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ion file path

d line options:

[—interface|—i] <interf

(4) ALRITIF web WIBEEHALI N A4, REATESRI, W70 b 5 BB A -
http://127.0.0.1:3000

Welcome to
ntopng

admin

d (default admin)

& Unable to login? 4

f you find ntopng useful, please support us by
making a small donation. Your funding will help to
run and foster the development of this project.
Thank you.

© 1998-20 - ntop.org
ntopng is released under GPLv3.
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TS FHIRNAPRSST

(5) FNEMAIE 5 F] web FHI

- | X
ntopng - Traffic Dashboard X +
< C O FZ2 | 192168.0.102:3000/lua/pro/dashboard.lua Bk O
sy BT EETIALT=ER FREN Hity =l TR @ ZEEE A VMwareEBilia. Hith 5%
Liconse expiresinosias. CXD
]
M VMware Vir..et Adapter ¥ | 396.50 Q | Search A~ oS-
- ‘ =
it/s
am

o Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the ZPreferences page and

express your preference.

Traffic Dashboard

Actual Traffic VMware Vir...et Adapter: Network Interfaces: Realtime

VMware Vir...et Adapter: Top Local
Realtime Top Application Traffic Traffic

Talkers
Interface
ouPP @ VMware Vir...et Adap.
- MDNS VMware Vir...et Adap
Settings LLMNR Microsoft
NetBIOS Microsoft
<p @ Unknown 8 bit's
Developer sspP
147.08 bit's o

-

4.4.4. %E ntopng IRE GFHLEE3N)

(1) LVEHE BB 4T I 487
(2) #iA: ntopng/h F[EFETHEH)
3) BN ntopng /i RN LAAR 55 77 iz 47 ntopng (HIN: ntopng /r BEFARS )

B EEEER 60

/h
InstalTsg o uﬁfi;ﬁ\ %%'ﬁ}ﬂ*ﬂ:
- Run n
Deins

to ’admin’.

| RE|
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4.4.5. %3 influxDB(A] %)

(1) EXE A influxdb 23, EH2IAER LR HEZK, W: D:\Program Files\influxdb\
(2) fEMmAHE SR ZHR FHAT: nssm.exe install influxdbService

b\influxdb—1. 8. 4-1Pnssm. exe install influxdbServiceg

(3) 1E#H¥ startup.bat 5¢ AR SSVEM

N NSSM service installer

X |
Application ‘ Details | Log on | Dependencies | Process | Shutdown | Exit < | * ]
Application
Path: [D:\influxdb\influxdb-1 .8.4-1\startup.bat EI
Startup directorny: [D:'\inrluxdb\lnlluxdbﬂ 8441 J
Arguments: [

Service name: linﬁuﬁdbS ervice

Install service ‘ Cancel‘

(4) 7ERRSS 55 3 infuxdbService:

www.hkaco.com =M
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RS — | X
MR BEA BBV #EIH)
o) @ EBcz HE »enp
o RS (i) RS

influxdbService = " R RS EUMEE  ERA :
i€} Hyper-V Heartbeat Service  8id... Fahftk.. FHEFR

EILIERS i Hyper-V PowerShell Direct... 124f.. Frhhk. FRSF

BEAIES i£) Hyper-V Time Synchroniza... #§it... Frhibk.. RS
ChHyper-V SEEHERES  thiE.. Frh(bk.. FHERES
€ Hyper-V iR ERIMLES k.. FaOE. FHRE
£ IKE and AuthlP IPsec Keyin... IKEE.. IF7E.. HE@h(tk.. FbREFK

linfluxdbService Bzh

&} Intemet Connection Sharin... A%... FRh(fdk.. FLES
iC1IP Helper /.. FFE. B i =
O P 4EIRELEIRSS ficH... Fah(fbk.. FihERS
€1 IPsec Policy Agent Inter.. IEfE. Fah(ibA. RIEIRS
{;9, KtmRm for Distributed Tra... 1. Frh(fek... MEES
i£). Lenovo Driver Service BAE. IEE. B PSR
&} Lenovo Notebook ITS Serv... F#%.. Bz b UE
i€ LenovoDRS BR... Fah FRR
i€} LenovoPcManagerService B4R Fh AHhESR
& LenovoPCMKeyService Fh FHOESE
i Link-Layer Topology Disco... BIEE... Fh RS
iC) Local Session Manager B . B RS

s Mace:

Dl e

b=V - S = =

\IrEATE/

(5) ntopng FiC BB /7%, 7E Setting->Preferences->timeseries &4 influxDB ¥, &K Save A5

HF RS

JORL RO YA T I 35 L0 4 Devices] 69 Flows

Q | search

@ =
. |Runt|me Preferences

—

Q  search Preferences

User Authentication
Network Interfaces

Cache Settings

Alerts
Aplications
Logging

SNMP

Network Discovery
Telemetry

Data Retention
User Interface

Misc

% ]

Expert View | Simple View

Timeseries Database

Timeseries Driver RRD  InfluxDB 1x

The driver used for storing and retrieving timeseries data.

InfluxDB URL

The URL pointing to a running InfluxDB instance. httpi//localhost:8086

InfluxDB Database

The database to use for timeseries storage, Existing data will not be migrated nigphg
InfluxDB Authentication
Enable InfluxDB authentication.
im 5m
imeseries data points for local hosts
< gaps in the exising date It s scbisable to celete the dstabase I
Interfaces Timeseries
Traffic ©

Toggle the creation of bytes and packets timeseries,

Layer-7 Applications
Toggle the creation of Layer-7 application timeseries. Creating a timeseries per application requires more disk space and

None

Per Application  Per Category Both
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5. BEXH

ntopng {957 1L JE B 75 2 ntopng LB SCHF, SCFHKN: fete/ntopng/ntopng.conf, %2458 5
= B AR %S, T T A B B A8 I 5 ) ntopng {ELR A 0 A R AT 7 B R B — SR T B AN A B
B

SO SR A option=value(VE B 55 S HT G AN EBEE R NS 4%), Pl-w iy 21 Wy 1% & ntopng it
fi 7€ B3 1 CERIA29:3000), 4 75 56 2 U AT DAAE I B SCA PO B —AT 7R I -w=3000 B AT,  — A>3 H Ao ]
(T B S AR 0

T

#I54% ens33 B2

-i=ens33

#1% & ntopng i F1 9 3001, N BEASHIA: 127.0.0.1:3001 #]JF ntopng

-w=3001

#io IR RETIRE, AT HEAT P st mE A (A AT D

-F=nindex

#8 F gt B € P g

-p=/var/lib/ntopng/protos.txt

HE B A Hh I B

-m="192.168.0.0/24"

#UU R 551817

-G=/var/run/ntopng.pid

L

6. Web GUI (ntopng Enterprise )
(FEE: ARG E 7 2I7E ubuntu 18.04 _FHEAT, HoAh RGe48EH J7 222400
6.1. Bx
J4%) ntopng 2 J5, MEATLATEH GUL. BRIMEWLF, AT LUAAERT Web #2257 GUI . 7E ntopng Ji
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BATE], AT DLRE At o 48 58 M m AT T . R 2450 K 28 — DAL 3 B SRR - Al R 2 F P R e AE JE 3
R OCH S IR IE . hitp://127.0.0.1:3000/, FI4EMK S #0535 : admin, B S T B E %05,
®  WIMEEHT I web S

http://127.0.0.1:3000/

Welcome to
ntopng

6.2. XFRA

PRI — B AU, BN ntopng M ALK BT 12 11 Bz L 1R 32 04t 24 R & X BE B DKL . ki
MIACRAR PTHR BEREAS S, ELAE ST BB A 32 M AL ) F T A A IO FH R - 24 M A 1 30 15 25 AT H
o BRI SN RIHr . A AR B ntopng TRAFFEEHT . BCRAR A MES o S/ 173 BN AR 1 N R 4%
TR ISR MR R . AR T W3 DAL, R R DB D BRI . AR i R
SRR O, RIAT B aS U0 R R i H .

fIH: Dashboard->Traffic Dashboard

-t =] o
mensas - | Q £
e proect anonymous ato riop oo visitthe LPreferences page and express your preference
Traffic Dashboard
ens33: Top Local Talkers Actual Trafic ens33: Realtime Top Appication Traffic Network Interfaces: Realtime Traffic
3.37 kbit's 4 @®rop SSDP  @MONS Unknown  @UPIP @ Amazon ®esiz Gl
58 it s
Lo3kbiUs P e st
SIS
393.39 bit's 00y
393.39 biv's -
54.26 bit's it
n, |
2110905 L . e . e
nnnnnnnnnnn Actuat Trattic ens33: Top Application Traffc Last Day View
2.08 kbit/s " ouPr mazor @ensiz
s 4
s
690.83 bit/s
worn
254.26 bit's 640 Kb
Wb e
moobisd |  womest B L RREER
itrs 2 3 'y
oo o 10880 e ssm waze ofon o 20880 10 Bun  wow
PYes——

6.3. MEWE

VR ) ntopng o ¥ RS2 WAL — AN B 22 N2 DA IR S8 SO EAR R« T TE T BARL I R 4 3 515
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I “Traffic Report”J{[H, % IUMI A R4 T 2AE B L1

FEANA [ 2 58 BRI TR [ RGBT 002 Th (AP 5 1d R 5 tw D, IM (—ANHD,
6M (NN FITY (—4) o Bk S a) B v AR AT — AN S A e — S L 3R, 1235 g e 1) 9 LA
MRETFAG, I H TR (3] 8 B A 2 ARG .

fiE: Dashboard->Traffic Report

192.168.0.102

6.4. HE

A LA FETE T R A it

244.5 KB (556.34 biU's)
210.5KB (476.93 bi's)

912 KB (207.56 bitls)

WORKGROUP

1921680255

_gateway

()RR X [ A A o R —xF AL (8] W] LA 2 AN A

s H L DLATRLL 2w Shi ) S 2238 15 2

B o

236.1 KB (537.32 bivs)
16.4KB (37 38 bit's)

89 Bytes (0.2 bits)

o
Moz - [T (P00 eessmnsemsss 09 0F EEROZNE) Q| Searcn -
oss . Unom @hnmn @TIS @DNS TP
215t
l  Applications sy /\
Total Traffic: 907.39 KB o k
s ® rhoom @enazon oo g
Application Breakdown WK\
ey
=n
Top Local Hosts [Average Trafficisec]
Senders Receivers

A RLRHRAE AN EHLZ

ORA VL R S 1o 010 0 1o Deves 25 Fons | 5 Q | search £
»

© contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the ZAPreferences page and express your preference.

Active Flows !

10 ~ Hosts~ Status~ Direction~ Applications ~ Categories ~ |P Version~  Protocol ~
Application Protocol Client Server Duration Score Breakdown Actual Thpt Total Bytes Info
[ info | SSDP 1l ubP _gateway ¢£:1900 239.255.255.250:1900 20:30 0 bps = 144.01 KB =
[ info ] MDNS »ls UDP WORKGROUP M :%:mdns 224.0.0.251:mdns 20:43 Obps — 60.48 KB ™
m MDNS UbP 192.168.0.111 gh:mdns 224.0.0.251:mdns 20:43 0bps — 60.37 KB
[ inio | MDNS s uDP ubuntu [IPv6] M:mdns f02::fb:mdns 20:43 0bps = 12.54 KB
[ inio | Targus Dataspeed ul UDP _gateway ;%:1024 Broadcast:5001 20:40 0bps = 9.78 KB 1
[ info | UPnP s UDP 192.168.0.102 ;5:52893 239.255.255.250:3702 00:15 0 bps = 8.81KB =
[ info ] ? Unknown UDP 192.168.0.102 ;3::56533 Broadcast:1947 20:12 0bps = 216 KB—
m ? Unknown UbP 192.168.0.102 ;3::56533 192.168.0.255:1947 20:12 0bps — 216 KB—
[ inio | SSDP il ubP 192.168.0.108 5:54983 239.255.255.250:1900 00:16 0bps = 1.05KB=—
[ inio ] SSDP 1l ubpP 192.168.0.107 ;5:50584 239.255.255.250:1900 00:03 0bps = 864.00 Bytes —
o IPH%E
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Q | 192.168.0.113

192.168.0.113

5 T ARIIE R € ip HIVELR{E S0 R

4 te20bus
s 36590 bits
@ Contibute o he pro ' encrypted, 10 niop.org: vist the your preference.

Host 192168011375 @b Tl

(RouterlAccessPoint) MAC Address

1P Address.
os & Linux Ubuntu]
Name workGROUP & (EE) (6 s [
Score i 0—

1389 ms

First Last Seen 0310912020 22:53:47 [03:51:20 ago]

Dcompuer &

Host Pool: Not Assigned &

0410872020 02:45:05 [00:02 ago]

Sent vs Received Traffic Breakdown
Traffic Sent / Received 10757 PKis /1.7 MB
As Client

Flows: Active | Total | Anomalous | Port Unreach @, 134/2078—/76—14—
Peers: Active 3

TGP: Retransmissions | Out of Order | Lost [ KeepAlive sent

301 Pkds = / 11 Pkts = / 37 Phts =/ 233 Phts =

Source

Reset Host Stats
Additional Host Names
Dhce

Download &,

JSON

mir T ERLRER

Host 192.1680.113 5% @ Tialt

Applicati

WK

150 s License expires in’s Days, 15:17:40 (23 Fiows [ ]
5m 7380m | 1h 1d 1w 1M 1Y 04/09/2020 02:15:00 [
Traffic ~

6.4 Kbitls
28 KoiUs
3z Kb
16KbiUs

021500 022000 0225:00 T nam

Total: 493.10 KB 95th Percentile: 5.52 Kbit/s

Top Applications ~

Application Sent
ntop 10.64 KB 169.64 KB
Amazon 52.63 KB 34.21 KB

\EEFIZEIN, FERAMEHANERRIE Ctrl+G,

M

www.hkaco.com

ARER| gl M

04/09/2020 02:45:00

Sent

Average: 2.24 Kbit/s

Received Percentage

Revd

F#| x| £

9857 PKis / 66 MB—

s Server

0—122=18=/0—

o=

Received

48 Phts = 861 Pkis =/ 330 Pkis = / 61 Pkis =

Name

ubunty

Lmin -]

@CP%@\.!E

Q  search o s
LBl Arpy & 5 = ¢ &

@®30mago OTend OEMA OSVA  ORSIcurvepast(ightaxs) OAvg O Perc

023500 024000  02:45:00

Max: 6.4 Kbit's @ 04/09/2020 02:25:00

10 -
Total Bytes Actions
36.9 % 180.29 KB Q

86.84KB @
Beruotmat
QRB=6c

17.8%

)

| RE|
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6.5. ENLRI4

£ ntopng 1, EHLHFRHE T —Fk AR EHALEAE—RRIARONE . EHBR R T P28 0 E L.
FHLHB T UL S PAR SEAk:

® AP Huhl, JEIT IPv4 / IPve Hubk 5 RN EHLULHED

® MAC Hhiik, @it MAC HuliDCREC s 3241

® [z, 5 IPv4/IPve Hudik)E 145 ML HIFTA EHLILAS (BL CIDR #%:4RE) -

® &n LU VLAN ID ACECHS & VLAN (4L,

I S ENLEAT S, WTUEE - H G S BT E 8 .

T 56 2L F system->pools->hoots, /5 7 80 FHLIb

= (=]
Upgrade to Pro/Enterprise version [ Q  Search | whd -

N Pools

Hosts Interfaces Local Networks Active Monitaring Host Pool Flows Devices System All

Show 10 #  entries Search:

User Scripts /
Name 1 Members Recipients Configuration Actions
Default All unbound builtin_recipient_sqlite Default E B
Mypool 192.168.98.133 builtin_recipient_sqglite Default u E ﬂ
office 192.168.1.1/24@10 builtin_recipient_sglite Default a E ﬂ

BEEEHR AR, BCES:

Add Host Pool X
Name 10T
The name must be longer than 1 character and it can't be empty.
User Scripts Configuration Default -
Recipients builtin_recipient_sglite -
SQLite \
builtin_recipient_sglite (uili-in) e Add

g LA A -

AR Edg| M| | | G| B XE|
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Upgrade to ProlEnterprise version [ Q  Search l,o' -
Pools
Hosts Interfaces Local Networks Active Monitoring Host Pool Flows Devices System All
show 10 ¢ entries Search: +
User Scripts
Name Members Recipients configuration Actions
Default All unbound builtin_recipient_sqlite Default B
10T builtin_recipient_sglite Default m ﬂ
Mypool 192.168.98.133 builtin_recipient_sglite Default n B B
office 192.168.1.1/24@10 builtin_recipient_sglite Default u E
Showing 1 10 4 of 4 rows
£= Manage Configuration
N N N1
RN LN A
Q, search !e' &

Current Host Pool

E—

Host Pool Members

10T vi =
Show 10 ¢ | entries
Member Address

Showing 0 to 0 of 0 entries

1010 | €

ntopng Community v.4.1.20.

Member Type ~ Search

No data available in table

©1998-20 - niop.org

]

VLAN /ﬂns

© 10:58:45 +0800 | Uptime: 39:48

Al LLA ip, mac Fl network = F %173 77 2o

www.hkaco.com

M

ARER| gl M

iX B DA network SN

Az x| 68

| RE|
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Add Host Pool Member x
Member Type IP Address  Network  MAC Address
Network 192.168.98.1 [ 24 =

VLAN | 14 2

NI 5E A AT AR £ LR 2 7 (R 25 2R

Hosts Interfaces Local Networks Active Monitoring Host Pool Flows Devices System All
Show 10 # entries Search: +
User Scripts

Name t Members Recipients Configuration Actions
Default All unbound builtin_recipient_sqglite Default a‘ n
10T 192.168.98.1/24@14 builtin_recipient_sglite Default ﬂ
Mypool 192.168.98.133 builtin_recipient_sqglite Default E ﬂ
office 192.168.1.1/24@10 builtin_recipient_sqglite Default E ﬂ

Showing 1 to 4 of 4 rows

e Ja AT DATE R B R B 3 0, FTHF € L3 Hosts-Hosts pools, AJ LA& | 3= L0 A =15 0

[merssa~ | $—41I0100: e €2 12 e 2 Q seacn e 2

Host Pool List £

10 +
Pool Name Chart Hosts Seen Since Breakdown Throughput Traffic
office Y 0 02:14 0 bit/s 0 Bytes
Mypool s 1 02:15 ko ] 3.8 khit/s 141.24 MB
0T ™ 0 02:13 0 bit's 0 Bytes
Default \ |da 11 02:13 Revd 1.13 kbit/s 118 GB
Showing 1 to 4 of 4 rows
niopng Enterprise L v4.1.201010 | € € 1898-20 - ntop.org © 11:21:33 +0800 | Uptime: 0221
72 =l &
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6.6. iR EAR

ntopng AJ DLRHIR B Fe i BIRF AVEAFAE D, RS BRI DA B3 25D sk i A
feg b, N TR S, ntopng T EEERE MySQL £udi /2. L4 b, SN T IRAET S %0dE, ntopng
B R MySQL $i#i % . 15 E Flows Dump SCFY, PASREUA U ey & B #2195 2 PR 2 DL ALt

AR 0 D S AL

{HIZ, HTHPX MySQL A BE A =i dl A 2 1 45t ntopng IAESERK T —NMFRON nindex % H
TEAEEIEE, © iR T MySQL HIFRHI. 4 HT{XAE Linux / x86_64 1K R 4544 1] ntopng ViR AT H o

RN T BIR L RIS, ntopng R $5 5E -F nindex £,
i 247 5 3

sudo ntopng -i ens33 -F nindex

B AL B SCF (Jete/ntopng/ntopng.conf) RN

-F=nindex

X %
{7&: interface-> =

9 ~ 1.30 kbit's
(mersan - ] Ty 13300

o

ineriacsiens3s 4 Nemiorks Packets Applcations ICMP ABEG FP iy

Begin DatelTime: End DatelTime:

sense sxpves s oays ssses. () () EETD EXED O

5m| %0m 1h_1d 1w IM 1Y 04109/2020 02:48:00 # | 040012020 025300

= zs90 oza0 25000 ozs0a0

MDNS 3036 KB

UPnP 1911 KB

\ERENZENWL, BB R Ctrl+G.

i % BIbR, AT AR R A A5 s LI F 2 SR R .

BAR| b

M

www.hkaco.com =M

Total Bytes Percentage

O vapostcaans) Oy O
L =,
@ 04109/
10~
Actions
323% Q
316% Q
154% Q
ISERI L R L
QUE=ERe DD

A%l kRl 6% & XH|
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Top Applications ~ o
Application Total Bytes Percentage Actions
ssoP a10k8 4519%
MDNS 1099 k8 220% / Y
Unknown 1131KB 124% Q
uPnP 9.49 KB 104% o
DNS 251K8B 28% Q
Targus Dataspeed 233KB 26% Q
UbuntuONE 207k8 23% Q
ICMPVE 106 KB 12% Q
IGMP 917.0 Bytes 10% Q
NetBIOS 245.08 Bytes 03% Q
Showing 1 to 10 of 10 rows
NOTES:
i Ja s TG BN 4 RIS 0
I (=) B H
230 kbits -
370 kbits Licanas expires i aye soney. (=) () (D) D 3 Q 1 S
Interface: ens33 A = ABS FPaY
Begin DaterTime: End DaterTime:
5m m 1 10 Iw 1M 1Y | Cusom 0410912020 02:51:00 & | 04092020 02:57:00 LBl A~eeiy € S L
SsDP +
Ssor QT OEMA QSMA O Qoshpec
116 kit
peri
sea s
a0k
caotis
seotits
szoms
1600
ozfnon czszo czsio0 zsi0e azsson wseon w270
Total 4871 K8 95 Percenile: 116 Kbils Average: 1.1 Kaits Max: 1.16 Kbils @ 041092020 02:5200
Top SSDP L7 Contacts ~ X Application: SSDP 10 - IPVersion-  Explorer~
Client Server Throughput Total Bytes  Actions
_gateway 230.255.255.250 780,22 bitls 3429KB Q
192.168.0.102 239.255.255.250 9556 bit's 42K8 Q
192.168.0.107 239.255.255.250 57.6bit's 253K8 @

[ — eR— -

PR Q bR AT LU 2R € FL R0 B F 1 D«

0bps
Sebopys  ([emsmprmsmmmea () 0E) CED EEED Gy
Ports CMP Applications. DNS TLS
Begin DaterTime: End DatefTime:
sm som 1 1w M 1y 0510912020 22:55:00 & | 06002020 2255:00 & [ & L & m
Top Applications
Onop GTS GONS Amun  WITP NDNS GUWMUONE Uk @Oter ®Tend OEMA @SMA O
Ss0kbits
ot
awis
22kt
2axbits
e
eooivs
_ o
s coss azss aess s s Toss = s e e ) s
Totak: 129MB Average: 12505 bi's Max:5.59 Ktirs @ 0610812020 20.55:00
Top L7 Contacts ~ 10~ Explorer~
Client Server Application Throughput Total Bytes  Actions
WORKGROUP 125.74:34.246 HTTP 544.94 bit's S61MB @
WORKGROUP ntop-digitaiocean ntop.org ntop 307,23 bitis EECIV-RNN Y
WORKGROUP 118116226 s 135.18 bitls 13MB @
WORKGROUP api snaperaftio UbuntuoN 42,9 bits 25242KB @
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6.7. 3RBY license FFE0E

7E Setting->License T &5 ¥ system ID, s EH i & .
i JE 2 B B0 AR AR license A AT |

8 License

Po

Status.

Systemld

a
2
o

=1

M

i)

ntopng License Generator

Required Information

System Id 3B90718600860F11
Order Id:
nple: 129
B443
Email:
ntopng Version: | 4.0.200828
ntopng Edition: Enterprise L (x64) v
NOTE
he L i g1 n 150 un his mi 3] hout gel L T
b1

Create ntopng License Reset

[

1E b B 4 N SE license 73 2 ¥) Order id A1 Email F £t Creat ntopng License BJ A 4= % License, 1
P E B License & A HI#2 7~ 5 BRI AT 58 B0 -

6.8. E

6.8.1. HIEI
7t Setings->Preferences 111 LLX ntopng #EATVF 2 FL B 40 SNMP. . I8 74156455, HlandkA1nr

AR B AN x| dbE| A% FE| EEH|
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LA E IR 5109 influxDB, JRRCEE 2 #%, ERMA influxDB 75 2522 de, JF KA Z R & T
1.5,

i T [ ] oevices | 27 rows Q | searcn I S

Runtime Preferences

Q  Search Preferences Timeseries Database

Timeseries Driver RRD | InfluxDB
. . The driver used for storing and retrieving timeseries data.
User Authentication

Netwark Interfaces InfluxDB URL

The URL pointing te a running InfluxDB instance.

http:flocalhost:B086

Cache Settings

INDE Dataliane it
ntopn!
The database to use for timeseries storage. Existing data will not be migrated. Py

Alerts
Alert Endpoints W
InfluxDB Authentication
Enable InfluxDB authentication.
Applications
Logging Timeseries Resolution 10s 30s 1m 5m

The interval between consecutive timeseries data points for local hosts. Only effective for
packet interfaces
NOTE:

Flow Database Dump

SNMP * High resolution can have a strong impact on memory and disk usage for large netwaorks.

& Tineseres eieqiion fime can be sei bece

Network Discovery

Interfaces Timeseries

Traffic ()

Traffic Recording Toggle the creation of bytes and packets fimeseries.

Telemetry

6.8. 2. HIEMIRR
{E Setings->Manage Data 7] DU BR 48 2 010 12 1 30k

B Manage Data ®

Export | Delete

Insert Host 1P or Mac Address or 124 Insert VLAN
192.168.0.120 vLAN
W Delete Host Data W Delete Interface Data
NOTES

* All the persistent data is deleted. Data include traffic counters, timeseries, flows, alerts, and Redis caches.
« System Interface Data includes all the data located under the "System™ menu entry, for example CPU, InfluxDB and SNMP data.
« WARNING: nindex is enabled for flows dump, historical flows information will not be deleted.

©1998-20- ntop.org © 16:5500 +0800 | Uptme: 0154

T

e O A B MR : B RS RE T EEs . MEFH. fE. B Redis 2517 .

ARG OHIROSE: AT "RE "SRRI FRIPTAEEE, #1140 CPU. InfluxDB F1 SNMP %47 .
el nindex NV EFEMEE A, PR ERE BRASHMIEER.

AR Edg| M| | | G| B XE|
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6. 8. 3. WREIEAEfERT 8]

7E Setings->Preference Fi%# Data Retention ] DA & fx Kt /4% i i 1] .

10 keep dumped flows, historical timeseries and top-talkers for. Defaul: 30 days.

6.8. 4. EXFE WYL

ntopng FJ LAFET 1P Hbhik . 38044 Al 15 DA CRARAA PR 228 AR —Thg,
1) R 567 ELAE /var/lib/ntopng SCHF T Fd#— A protos.txt A

2) {E etc/ntopng/ntopng.conf LA INECE : -p=/var/lib/ntopng/protos.txt

3) HEH1)3 30 ntopng, E/7ZF| Setings->Applications and Categories->Applications , &5 5 /s Il 4,

w0 A s XML
n System - | (iicénse expiresin 0032 £ 2
A Applications and Categories )

Applications | Categories

ZeroMQ RPC %
Zattoo Vid | Em
Zabbix Network |
YouTubeUpload Medi |
YouTube Media b [ orues |
Yahoo Web | Em
xoMcP Remoteccess | E
Xbox Game |
WorldofWarcraft Game | [ o rues |

4) EERA T, X BB E SCAE .

AR B AN x| dbE| A% FE| EEH|
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Add Custom Application x

Application Name

YOUKU

Custom Rules

youku.com

NOTES
« Each rule must be put on a separate line
* Rules can be either domain names, [Pv4 addresses or

TCP/UDP port ranges

» Port range examples: "udp:443", "tcp:1230-1235"
= Domain names are interpreted as substring to be

matched.
E.g. "ntop.org” will match "mail.ntop.org" and
“ntop.org.example.com"

Add Application

5) Mt E 58 HCE T ntopng B a] i A .
MBATG RPLES I R RE S OMZ L T .
[Mersss -] $——| SR o ——— (V) £3F) O T

i Active Flows

Showing 1 to 10 of 154 rows. Idle flows ot listed

10 - Hosts-
Application Protocola Client Server Duration Breakdown

1GMP 1GMP 102.166.0.106 230.255.255.250 <lsec

GMP IGMP . 239.255.255.250 <1sec

MR I6mp 168.0.100 2400252 <lsec

[a] ns@ Tcp 2 sT082 203.119.160 8 @ nips o001 T
s & TCP T 57284 14.116.143.187 Ml :nitps 00:01 T
nsa Tep « 5713 203.110.169. 141 M :hitps <lsec —T—
| TLS YOUKU e op sz 106,143,215 @ ps o001 —T—
TS @ TcP 46920 118.112.19.48 M :hitps <1sec
sa Tcp 54088 182.140.143.251 M :htips <lsec =
ns@ TP [— 11811210 48 @ htps <1sec —T—

© 199820 - ntop.org

X EET 1P A 1 E LMW T VAR L, X AR .
TEFRATE 52 LLJ5 AT BATE /var/lib/ntopng/protos.txt HHF FAE AL &

# YOUKU
host:"youku.com"@YOUKU

Status - Severity -

Actual Thpt
Obps
0bps

0bps

0bps

0bps

0bps

0bps

Direction~  Applications ~  Categories ~ IP Version ~  Protocol -
Total Bytes  Info

0 Bytes

60 Bytes

60 Bytes

17.38KB  6q6o6t tdum.alibaba.com
6.21K8

18.28KB

1013KB  pc.pay.youku.com
6.15K8B llangcang-material.alicd.

362 Bytes

609K langeang-materia aica
q - BEEIRE

© 17:45:15 +0800 | Uptime: 1123

PRI AR 7T DA B 2 4 protos.txt SCAF IR INAAA MY, S 7S %X .

7. 7E nprobe LfFF ntopng 7~

7.1. nprobe T4\

ntopng 7] F T A #84k nProbe A= IER AR ) S £ . 7EJLAME DL T, K ntopng 5 nProbe — i ff H 1R

Jifd, -
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FEHIAR, SR LS B 45 774 1Y) NetFlow / sFlow £ AT ¥4k . 7EIXFPHEHL R, nProbe
M SCER I AT NetFlow / sFlow Jitf, 4545 Rt K i% £ ntopng LLEAT R AL

WAL PR RSB 3R O EXFMEOL T, ntopng VA EAE MM AR L, thikE
FIHBAEE . — 4B A nProbe AT I Tl Fzm 2 W 45 43 11 &R 45 R A& B 9 ntopng,  BL
BEAT AT AR AL . RS T R BRI AR AL, IR T EA TR T LA

NetFlow/sFlow Raw

JSON
over ZMQ

over ZMQ
‘ nProbe niopng |

7.2. % nProbe £|—* ntopng

Y

f# FH 51> ntopng M /> nProbe WCHR LN - BN E T DR WAL AL Al B B 1R

f#FH 51> ntopng MZ > nProbe Wi, WT LASE A EAT i & AT MLAL ANAE A o

ZMZ A nProbe i, ntopng WA LRI ¢ (¢ R NIERS) , MHEA nProbe #iH £ik
$%--zmq-probe-mode. TEIXFHELE 1, nProbes 235 3145 78 4 i % %3 ¥ ntopng [F1i%+z .

PATR 521X B K 7R 1)

ntopng -i tep://*:5556¢
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nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i eth1 -n none -T "@NTOPNG@"
nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none --collector-port 2055 -T "@NTOPNG@"

nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none --collector-port 6343 -T "@NTOPNG@"

7.3. NAT

nProbe HI ntopng ] IP FIIAPEARE 2PN N2 BT 498 1. AW, ntopng ] HEA L0 EE M FLh [ 28 v
i) nProbe WAL, 1ZMZE AT REN. T NAT 25, F2WB5 kKEEti. FIFE, NAT 5/ ntopng R BEAT 242
F— AL I nProbe WAL . FIEM4E, ZAAFIXEENL, ATLLE ntopng (Rl nProbe) i Jv Al H
Hi 78 4 JSON-Over-ZMQ 1845 (2 o B IR 55 2 o IXFERURE S 1 FE M 28 B0 & Pl NG, FBIS HJREA %
AR, PR X e DAB DR 7 i T LA TR R 55 4%, 10 NAT K B 2 4 308 45 iz [a] 7R R 55 4 20 % 7 i 38
55

4 nProbe Hl ntopng #B7E[F— M4 L, 504 24 ntopng 7F 55— N MI4% FF{E AT LEiX nProbe I, W74 F LA
TERE

JSON
I( - nPI'Obe

Flows

ntopng -i tcp://<ip address of nProbe>:5556

nprobe --zmq "tcp://*:5556" -1 eth]l -n none -T "@NTOPNG@"

ik 2 £ 1A ¥ nprobe Al ntopng 17~ 71 4

ntopng -i tcp://127.0.0.1:5556

nprobe --zmq "tcp://*:5556" -i eth] -n none -T "@NTOPNG@"

4 ntopng Joi%IA E| nProbe, {H nProbe A] LLik F| ntopng B, MAE (1 ECE AN

NAT

JSON
nProbe

Flows

ntopng -i tcp://*:5556¢
nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i ethl -n none -T "@NTOPNG@"

THYER, B2 ntopng Al nProbe MR F it/ Rk 55 o fH AN 520 J5 B2 R IR EE, DRI P R I B T D . 46
5

AR B AN x| dbE| A% FE| EEH|
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www.hkaco.com =M



http://www.hkaco.com/DAQ/scope_default.asp
http://www.hkaco.com
mailto:sales@hkaco.com
mailto:support@hkaco.com

HongKe
(T 4Ry
TSNS e T IRNAPRT

7.4. FER—4 8% EEMEANEORERY

it & ntopng:

sudo ntopng -i tcp://127.0.0.1:5556

it & nprobe:

sudo nprobe --zmq "tcp://*:5556" -1 ens33 -n none -T "@NTOPNG@"
Wi B 58 5 B AT 4T JF web FHHI:

mp@ubuntu: ~

Terminal Help File Edit View Search Terminal Help
06/Sep/2020 23:13:18 [NtopPro.cpp:703] [LICENSE] License: rYNf7YwLUveBnG/F Discarded.

QKge9pGyQBKGO36vTxpssNKS /XXU/11tTUKI9AmpOXPbWH5QSt9cK ep/2020 23:13:54 [template.c:2631] WARNING: Unable to locate template 'DNS_Q
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] sq9A+sremi4+R4LO Discarde
xJ1cGiKqBhn9ADqgI2Eh4Fy jhlyXQIGZzABIKbU6xB43GdCWMSMPI 6/Sep/2020 23:13:54 [template.c:2631] WARNING: Unable to locate template 'HTTP_
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] NFDfbuScqj8joyqS URL'. Discarded.
brd13usvqdetpPisM W2YD8ITIKoWA/! tC80paE8kBLDFR]] :13:54 [template.c:2631] WARNING: Unable to locate template 'HTTP_
18 [NtopPro.cpp:704] [LICENSE] MXp+U25qhab8@1KrF
y4VT3g9Hr jDBORC1WmgFEONTPYYPVLL1fbjtISNI+InHKwYb1tWRgH i 4 [plugin.c:1309] @ plugin(s) enabled
06/Sep/2026 23:13:18 [NtopPro.cpp:704] [LICENSE] PABVkaHQWYK /3316 0 [nprob 42] Each flow is 208 bytes long
Jj9/1KKrpZ3uWve/PLFTu9YtdbIEOGULs+vHPCcS3g@K/TczdFRg== / 4 [nprobe. 3] The # flows per packet has been set to 6
06/Sep/2026 23:13:18 [NtopPro.cpp:708] [LICENSE] License Hash: E9B4964310E5FCO0 e [nprobe. 146] IP TOS is ignored
DAASE3E2DBOF267B1599699971F4E8A039 6/5Se E :13:54 [pro/pf_ring.c:382] Initializing PF_RING socket on device e
86/Sep/2020 23:13:18 [NtopPro.cpp:714] [LICENSE] Vvalidity: until Wed Sep 9
4 [pro/pf_ring.c:424] Dumping traffic statistics on /proc/net
:13:18 [PeriodicActivities.cpp:105] Started periodic activities lo i -ens33.6
4 [pro/pf_ring.c:496] PF_RING enabled on ens33
p/2020 23:13:35 [startup.lua:214] Startup completed 020 :13:54 [nprobe.c:9990] Flows ASs will not be computed (no GeoDB fi
p/2020 23:13:35 [PeriodicActivities.cpp:165] Each periodic activity script
will use 2 threads e 0 :13:54 [util.c:5029] Initializing ZMQ as server
06/Sep/2020 23:13:35 [NetworkInterface.cpp:2352] Started packet polling on inter e P 4 [util.c:5108] succesfully created ZMQ endpoint tcp://*:5556
face tcp://127.0.0.1:5556 [id: 3]... 06/ 4 [util.c:4078] nProbe changed user to 'nprobe’
86/Sep/2020 23:13:35 [ZMQCollectorInterface.cpp:255] Collecting flows on tcp://1 ep/ 4 [export.c:548] Using TLV as serialization format
7‘0.0.1:5555 e 0 :13:54 [nprobe.c:10361] nProbe started successfully

FTFF Web GUI F1H LA 5 AT LA DL 19382 148N tep://127.0.0.1:5556

I #h (cp://127.0.0.1:5556 ~ ‘ | 12.40 kbit/s  (License expires in2 bays isze2n. BT (D O

7.5. RKiERE

M R, eI K, AeEE M A ntopng ST R IG B &, 128 pfring ZC 1
nProbe At & 14 H .

7.5. 1. RRS FE I

R BRI FRATIGVE — IR 58 i S AL B, 1 75 S I8 FH A 50 1 (1) D7 VAT 22 2R i i B Ak
W, iR RSS, JUFITA SRR CRIHAR AL SR ) NIC #F A A RSS SCRF, XEIRE EAN1REE
XA PR B AR AT A A AL B, DU £ 23 i 31 2 A RX BAAI

RSS BC & /71425 https://www.ntop.org/guides/pf ring/rss.html

7.5. 2. nProbe Fl ntopng EL &
5EHK RSS B E J& , # F nProbe 7E ZC B 4L HE I i . [ 15 nProbe Fl ntopng 7E [F]— & % % L, nProbe

ARl bl FRM| daR| dex| B B XE|
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e B 7R an R -
HH TR A
#ECBLECE T 1> RSS BASI
-i=zc:ens33@0
-i=zc:ens33@1
-n=none
--zmq="tcp://*:5556"
--zmg-probe-mode=
-T="@NTOPNG@"
HIHHHHEHHHHAHHHHA A
ntopng Bt & /=40 :
HIHHHHEHHHHRHHHHA A
-i=tcp://127.0.0.1:5556
-m=192.168.0.0/24, 192.168.1.0/24
#ER KIE B
-X=1000000
BRKIES TN
-x=200000
-F=nindex
-G=/var/run/ntopng.pid

HHHHHHHHHHHRHEHHHHHRH

8. 7E n2disk _Ef# F ntopng 7~

8.1. MEICFKH A

2 5 AR LI 26 ) R 73 B 22 A A IS, RIS TR0 R N B L 0 a0t T 4K B 3 i) A A 1Y 2%
AN OCE B LIRS ARAE T HE N L 7 Sl 1, A AT DU 2R R A2 ) B P R BT i
SR

TR

ntopng Enterprise L T4 % — > n2disk 1 Gbit ¥ iJiE, WIR%%E T ntopng Enterprise L Y] 4E, NIJG

TS n2disk YFATIE.
www.hkaco.com =M
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8.2. BIIWEILFK

T SERRFIGIE R E, B EMN Interface” S L IEFE— N, !ﬁﬁa Er, AEECE id3sE
i

1. i%&$F“Traffic Recording”

2. FCEPIF I Max Disk Space™fE o XA LAIZE I T peap SCIFI SR MAEL 22 6], IX 2 R AL

e ORI TR] GREE i KRG A B] I, 5 ) peap SCPPRBE fE) o 1SR, o O/ B I TRIE BUR T AL
W25 )i B A i

3. ¥%“Save Setting”$Z4l LRI 4RI 3%

[an-]T (IR0 cos——— e & - ..

Search

e Contribute to the praject by sending encrypted, anonymous telemerry data to ntop.org: visit the JPreferences page and express your preference.
Interface: lo @ Networks Packets Applications ICMP &A Bg bbb

External traffic recording providers detected. ntopng can aulnmaéy bind this interface to an external provider. You can let ntopng take care of the recording using this page, or you can £ configure X
an external traffic recording provider.

£ Settings .
affic Recording Settings

Traffic Recording :F Continuous Traffic Recording

Max Disk Space

2 - GB

Maximum disk space used for recorded traffic on disk. 0.02 GB are already in use by this instance.

Storage Directory fvarflibintopng/l/pcap

Storage Utilization ]
@ System (8.95 GB)
@ Packet Dumps (18.1 MB)
Extracted Packets (0 Bytes)
Free (10.59 GB) - Total 19.56 GB

NOTES:

= Global settings (e.g. the license key) can be configured from the Traffic Recording preferences.

8.3. T# pacp 3

B S A AT R LS, W ULZE Interface 55 Hosts [9J77 57 A 56 11 55 T 146 065 5 T 141 B 1
T S AT

www.hkaco.com
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ce:ens33 @ Neworks Packets DSCP Appications IcMP ARP ke &8 A & F P R ¥
Begin DaterTime: End DatefTime:
5m 30m 1h 1d 1w IM 1Y | Gustom 11122020 14:18:05 [ ] 11/12/2020 14:19:19
= o
Serve Application
o
==
Nesios
P
Mo - | il el o 2 T Lo T
Host 192.168.0.108 44 Traffic Packels DSCP Poris ® Appications DNS Flows @ A Ma £
Begin Dateime: End Datemime:
5m 30m 1h 1d 1w IM 1Y | Custom 1141212020 14:15:42 - 111202020 14:21:42
gggggggggg
-
-
—
—
savan
. L | x x
Protocal | Glient -~ Fist Seem Last Seen Packets  Throughput | Total Bytes | Flow Status
we 1e21sm0108598 240025533 P Laas28 7 amews  seke
Showing 110 2ot 1 rows
Query performed in 2 msec Processed 1 records [500 recordsisec]

9. ELMEILR

i HY n2disk EELCE, IFHIEBUTHEE # ntopng.
n2disk it & RB4a0F
A
HHIRECE

--interface=ens33

HIF R E

--dump-directory=/storage/n2disk/pcap
--timeline-dir=/storage/n2disk/timeline
--disk-1imit=80%

--max-file-len=1000

--buffer-len=4000

www.hkaco.com =M
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g e ol

% A Osmnpar

10~ 1P Version~
Throughput Total Bytes
144 kbits 13.04K8
131 kbits 1186K8
197 kbils 1146 KB
635.24bits 574K8
497.3bits 1.49KB
450.16 bits 407KB
a

ClientDSCP  Server DSCP  Info

Best Effort deskiop-
(cs0) a0bheh.local

| RE|

o
2 §

H
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--max-file-duration=60
--index

--snaplen=1536

# cup 46 5E
--writer-cpu-affinity=0
--reader-cpu-affinity=1
--compressor-cpu-affinity=2,3
--index-on-compressor-threads
-u=ntopng

#i T
--zmq=tcp://127.0.0.1:5556
--zmg-probe-mode
--zmgq-export-flows

A

ntopng BLE 41T :

HIHHHHEHHHHHAHH A
#HE I E

-i=tcp://*:5556¢

#IC B web Il 55 i 1

-w=3001

#IC B A B

-m="192.168.0.0/24, 192.168.1.0/24"
#IC B AT

-F=nindex

-G=/var/run/ntopng.pid

HHBHHHH R A
Je AR B 1T %
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L/
T e T FH IR AR T
1+ 10.60 kbit/s ; . .
Mens33~ |y { 560 nn [70]20]3m]s6=] Q  Search o .
f Interface Speed 1000 (Mbit/s)
N Realtime Stats Refresh Rate 3 (seq)
Ingress Packets Sampling Rate 1
Local Broadcast Domain Hosts Identifier @ 1P Address -
Hide from Top Networks e.g. 192.168.1.1,192.168.100.0/24
Create Interface Top Talkers
"B Dump Flows to Database
Mirrored Traffic a]
Periodic Interface Network Discovery
i Traffic Recording Provider n2disk@ens33 (/etc/n2disk/n2disk-ens33.conf) G

n2disk@ens33 (/etc/n2disk/n2disk-ens33.conf)
N Dynamic Traffic Disaggregation opng

» NOTES @

Duplicate Disaggregated Traffic @

10. nProbe agent H{¥ f ntopng

AN R TER: https://www.ntop.org/guides/ntopng/using with other tools/nprobeagent.html

11. 153 Netflow/SPAN/TAP i

VEE IR L. W5 9% Netflow/SPAN/TAP Jite
X L LA ntopng M43k E 1 TAP 7R fl: REBRATHINEL T

link 1 link 2

|_ sthq, eth2

TAP server

‘ ethi eth3

AR B S (Jete/ntopng/ntopng.conf) A 3EAT 4 L &
HH A A
#ICE M E BRI O

-i=eth0,eth1

TAP

-i=eth2,eth3

#IC B ik

-F=nindex

#IC B A HA X B
-m="192.168.0.0/24,172.16.1.0/24"
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#ULST IR P IEAT

-G=/var/run/ntopng.pid

B R A A

geAh, TR E RN ARG R], R S — N E

%ﬁﬂIMHMm>¢J%ﬂMMMwHwRﬁﬁD

2.50 kbit . —
AW [merss - [T 450, e 0 o T
Interface: ens33 4 Networks Packets DSCP Applications ICMP ARP |ea &% AE FPERY

Custom Name \

ens33

Pool

Default -: cs
Interface Speed 1000 S (Mbitis)
Realtime Stats Refresh Rate 3 % (sec)
Ingress Packets Sampling Rate 1 =
Local Broadcast Domain Hosts Identifier @ IP Address

Hide.tram:Top Metworics e.g.192.168.1.1,192.168.100.0124

Create Interface Top Talkers [ ¢]

Dump Flows to Database o) /

Mirrored Traffic |

Flows-Only Interface (requires restart)

Periodic Interface Network Discavery ©

Traffic Recording Provider ntopng '}

Dynamie Traffic Disaggregation None |
> NOTES @

Duplicate Disaggregated Traffic @

12. ntopng B [6] 7 51 FN I B 48 B oK

PEAR TSR -

https://www. ntop. org/ntopng/ntopng—disk-requirements—for-timeseries—and—flows

nindex {7 F] FH 37 health->system FHl N 0] 255 55 € £ A AE -

T
Alerts s Queries: 16 / Stored: 7 / Dropped: 0
Storage Utilization Volume; fvanlib/ntopng {/devisdal)

@10 G16MB)
8 System (963 GB)
Avallable (9.92 GE) - Total: 19.56 GB

Last Log Trace

InfluxDB %4l FEANTHSAE A, BB ATRER — MEERZ R . i R A i B, =5 8] 7T Ll
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WAE RGN A AR S, B 7L health->influxdb 5/ F & F:
7] ——

F

3

F

F

¥

sssss

13. 3K license

FILEGITT Rk BBk AR FRATTI 3K -

https://hongwangle. com/ntop/traffic—analysis—and—enforcement

14. REFERA
BTRIRZIEE, THEET 7 -4 &R R

HongKe ¢ o SETI

PILBRIAML, MBists, MiEiRSES

400-999-3848

support@hkaco.com

hongwangle.com

o & QA ¢

: [TRaEr NmeiRAT LA LZKE
[ FARBOSHLCER=E2ST01=
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