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Last second (clientserver): Last second (client/server). 05 [ “biUs sent -
- -
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(ool s dpiay er

]

Destination Protocol | Length

. 277642000 . 168. 1. . 255. (6505 — 443 [ACK] Seq=l Ack=l ¥in=309 Len=1400 [TCP segnent of a zeassenbled PDU)
. 277749000 . 168.1. . 285. L |application Data

. 312266000 . 255.71. 168 1.4 P 80 443 — 6565 [ACK] Seq=1 Ack=1556 Win=6400 Len=0

. 331729000 25571 . 168, 1. - application Data

. 77.167 60 (6565 — 443 [4CK] Seq1556 Ack=301 Win=514 Ler=0.
. 77.167 P (6565 —+ 443 [ACK] Seq=1556 Ack=301 Win<514 Len=1400 [TCP segnent of a reassenbled FDU]
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. 77.167 60 (6505 — 443 [ACK] Seq=3131 Ack=597 Win=512 Ler=0
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BEBERGE
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Y Ethernet IT, Sre: Tp-LinkT c (e c4), Dst: Raisecon 9arbb:0a (c8 9a:bb: €850 €9 9a bb Oa Tc b5 b cd of cd 08 00 45 00 .
4 215.177.3 0034 6e £1 40 00 7¢ 06 Ob 26 c0 26 01 04 Oc d7 .
b1 27 19 ce 01 bb £b ed o6 21 00 00 00 00 80 02 .
£6 € of cc 00 00 02 04 05 b 01 03 03 08 01 01
04 02
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Allegro Packets ‘Alegro-1000-1ev1 Fostname: alegromm 3161 =z . Z
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@ Dashboard < -
Global Dashboard v
it awn
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Mt 1P View
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Lo Interface stats
A 1 » Z Q Q
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075 | Sous sent 7o s
Capture traffc o Z b4
Path measurement 025 02s
Fackestog buke 2210615 52900 152910 [T [T [ [ [ [0 [ [ %
Storage
Remote packets Ovenview | Layer 3 QoS 208 Prolocols  Peers  Layerdendpoinis  Conneclions  OpenTCPseverpors  TCPstalitics  HTTP serverstatsts  SSL server satistcs MiSinos  SIPstatstics
PCAP analysis —
Incidents
info Data
Reports
Aternatie names ¢ NIC vendor Raisecom Technology CO., LTD
@ L2-Etemet < DNS name: ¢.pes.baidu.com
e HTTP host name: c.pes.baidu.com
; DNS resolve
T Ststics
1P groups
Tocation County China
Geolocation show on map
DHCP Statstics
System/Organisation AST34768 CHINANET Sichuan province Chengdu MAN network
DNS Statistics
Packets 2814
NelBIOS Statistcs %
ICMP Statstics e pre—m
Multcast Statsts 96518

6.5 DHCP %iit

DHCP HABRERERMIZE oS 1P 7P ECAIE RN . X feVPR BATE S R F A
AT ONSEBRE TP Hihib. BUAh, AZREHUELIR AL T RAEM L IE4T DHCP RS54
RO, M Ar BRI TP 23 B

Allegro Packets Allegro-200-rev1 | Host name: allegro-mm-2600 = . . =
Network Multmeter 320 LAN IP- 1054 2200 (1G) [CITZEY | Mimide- | @ (@ ([ M) s | &
@ Dashboard <
@ DEMO FRANCE <
g & Manual
e DHCP statistics B
# Generic <
& L2 - Ethemet <
e Global response times Average response time over time (including min/max response time):
1us Q
P Siatitics Number of evaluated DHCP responses: 10359 rm— -
075us
S S Average response time: 6607 ms v
05us|
Geolocation Standard deviation oms 5
DHCP Statistics Minimum response time 6607 ms 0
20210615 153100 153110 153120 153130 153140 153150 15:3200
Maximum response time: 6607 ms
NefBIOS Statistics
|CMP Statistics Overview ~ DHCPserver  DHCP message types
Multicast Statistics . .
DHCP information
# L4 Transport <
Client
LT ouication 5 Alternative 1P Host  Name  host DHCP Lease
AT . P names assignment  name - givenby name MAC address Subnetmask serverlP  RouterlP DNSIP  lIssuetime~  time Validity
& Manual < IP, Subnet (ex. 10/8) or name search
© About
10.54.1.228 assignedby  peter  sever pefer 18:29:63:a278:ed 2552552550 10541254 10.541254 10541254 2021-06-15 12 valid for 11
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6.6 DNS 4iit

DNS R ERELZ PR ARG RN, PUERERSAE A AT Esh &R E L T EoR 1P
Mok fI 4 FR . DNS BRSNS LM C BN RE —A IP. BT NESE TN

(ERHARBEE D) AMEM LN BT, — PR

BT NZ A TP b

bk, BN 1P HUBHEFH Z A FR. Web Bk 46 & R 7E M4 & 31 (1) 0BT

=/t o
Allegm Packets Allegro-1000-revi Host name: allegro-mm-318f 28 local 1w . . . v
Network Multimeter 320-111-gc4190643 | LAN IP: 192.168.0.200 (100M)/ Wi IP: 192.168.4.1 | = 1°¢81: Link o & [OEC Mimnter @ Q@ M 15y &
@ Dashboard <
£ Global Dashboard <
. . & Manual
s mertace stts DNS statistics
© Generic <
© L2 Ethemet
s se o diy r
B L3-1P ponse t Server reply codes DN types  Incidents
IP Statistics
QoS Statistics
Alternative  Requests Responses Errors Unanswered
DNSserver=  Goto names Graph PCAP
192.168.1.1 DNSresolve| 305k 3.05k 3 1 ‘ Qs
153330 155 5340
& L4 - Transport
© L7 - Application v 114114114114 DNSserverdetals  DNSresove| 111k 110k a .
IP deail #
i Info < DNS connections v
# Settings 15:3 5:33: 5:34:01
& Manual
@ About
& CSV download

6.7 NetBIOS it

NetBIOS &7t Window MEEdH T2 A&, BEBIRIRERFEM NetBIOS %
Yo LT L FRAENT. WEE DNS 8% DHCP £ Atk 7TIHLRER, &b
7~ 1P Hulibf) %K. NetBIOS HUAHCHMY AR Xid & SMB. Samba. CIFS %

WINS.

NetBIOS statistics

P Name =
e e 30.54.0.15 BACKUPSTATION
NetBIOS Statistics !
ICMP Statistics

10.54.0.150 DESKTOR-BEVTTIC

0.54.0.14 DISKSTATION

Alternative names

backupstation (DHCP name)
office (iP groups)
synology.com (SSL common name)

dishstation.allegro (DNS name)
diskstation (DHCF name)

office (IP groups)

diskstation (S5L requested server name)
synology.com (SSL common name)
diskstation:5000 . ... (HTTP host name)
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6.8 ICMP Ztit

ICMP #E A3 ICMP i .

‘EA74E ICMP

LRI PRI RIS B

Allegro Packets Auegmzuo rev1 || Host name: allegro-mm-2600 [Ramote pacias . . .
e 32 LAN IP: 10.54.2200 (1G) [CEIZCY | Metmne- @ (@ M) 15| &
@ Dashboard
@ DEMO FRANCE
icti &ICMP | & Manual
s nertace stats ICMP statistics
© Generic <
£ L2- Ethemet <
i Generic | Commontypes  Typecounters  Ping times
IP Statistics :
ICMP generic graph
QoS Statistics
1 Q Q
Geolocation ICMP packels/s * ICMP bis *
05 - 05 -
DHCP Statistics (CMP packetsls: 0
DNS Statistics 20210615 153600 153610 153620 53630 153640 153650 20210615 153600 153610 153620 153630 153640 15:36:50
NetBIOS Statistics Global counters
Number of ICMP 145034
packets
Multicast Statistics
Number of ICMP bytes: 35192023
© L4~ Transport <
& L7 - Application <
i Info <
8 Manual <
@ About

«

6.9 ALt

HIFEEL M IGMP A1 MLD ZH#EE B, FHERA 1A M H R it 1
MEE. LEAT IPv4 1 IGMPvl. v2. v3 FIHT IPv6 [ ICMPv6 T il

MLDv1 H1 v2,

Allegro Packets 00-rev1 || Host name: all 2600 [ Remote pactets | . . L
9 Network Multimeter 320 LAN IP: 10.54.2.200 (1G) RBOCE PR a1 minute Q Q m s a
@ Dashboard
Overall multicast negotiations
@ DEMO FRANCE < a
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L Interface stats 075 | - Lemes
8 -
BAlow new sources
 Generic < 98 lock old sources
BOveries
% L2 Ethemet < 92
0
B L3-1P < 20210615 153630 15:3635 15:36.40 15:36.45 15:3650 15:3655 15:37:00 15:37.05 153710 59715 153720 53725
IP Statistics
QoS Statistics Groups
Geaincation Names [IRCI l Graph l PCAP
DHCP Statistics
DNS Statistics «  First 1 Joft Last | » 510 | 20
NetBIOS Statistics
TR Last multicast Lasttraffic  Number of
_ Group IP ~ negotiation members Graph PCAP
m IP, subnet (ex. 10/8 or ff02::/32) or name search
& L4-Transport <
% L7 - Application < 22400251 2 minutes 57 seconds ~ 8seconds 3 1 Qs
ago ago 075 |[Eoins B
i Info < © | [ELeaves -
0.5 | [WAllow new sources
& Manual < 025 | @Block oid sources
B Group speciic queries
© About 2021-06-15 15:36:30 15:36:40 153650 15:37:00 153710 153720
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5
B Group specific queries
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Allegro Packets Allegro-200-rev1 | Host name: allegro-mm-2600 . B =B
9 Network Multimeter 320 LAN IP: 10.54.2.200 (1G) CEEEDE  Mimnte- @ @ | W 1s &
@ Dashboard < Searched 4100 connections in 0.041 seconds.
Showing a maximum of 1000 connections
@ DEMO FRANCE <

(Additional elements not visible due to size limitations )
L Interface stats

# Generic < Timing MUREREPTE Rosponse times l TCP Retransmissions | | TCPflags | TCPEnd TCP window size TCP zero window
S0 Eienet & SSUTLS | | Metadata = | VIANs = | PPPOE | | MPLS Qualty of Service Interfaces wm] Counters (combined)
SL3-1P <
L4 - Transport o « Fist | [ 1 Jof50 | Last » 51020
i Layerd TcP TP data Layer 7
e ClientlP  Port protocol  Packets Packets/s handshake ~ responsetime  response
14'Servr Pots Server IP Port Bytes - Bits - time (max) time Graph PcAP

IPSec Statistics IP, subnet (ex. 10/8 or 102::132), country, dhep, dns, http or

search, complex filter started with ('

& L7 - Application <
2 update
i Info <
e . 1054122856414 212:8332.25: 80 TCP 2098M3  140GB 0 Obits> TCP Server 25,988 ms HTTP Qg
local address Germany 4011Mé 6040GB 0¢ Obitsé handshake GOOD (4) response: clentbiLs #
@ About peter (DHCP ‘mirror.23media.de (ONS 24717 ms 26.839 ms prereshils v
name) name) GOOD (4) GOOD (4) o
« TCP Client 20210615 15:37:30 163600
handshake:
0146 ms
EXCELLENT (5)
10.54.1.227 : 39650 85.25.128.62: 80 TcP 1667M3  111GBS 09 Obits> TCP Server 2861 ms HTTP. 20 Q .
local address Germany 3223Mé 4854 GB 0¢ Obits¢ handshake: GOOD (4) response: 15 M| Bctentbits #
mirror.serverloft.eu (DNS. 2673 ms 32139 ms 10 M [Eisen=cbis -
name) GOOD (4) GOOD (4) o
TCP Client 20210615 15:37:30 16:36.00
handshake:
0.132ms
EXCELLENT (5) -

7.2 TCP A4S it

TCP HEEINEZPTA TCP Hdit, THREALIRM A, Wapmfa], =il TREE,
W HEEPTH TCP 24,

Allegro Packets Allegro-200-rev1 | Host name: allegro-mm-2600 == . . =
9 Network Multimeter 320 LAN IP: 10.54.2.200 (1G) SR |l tminde- | @ (@ M| ts

Ry < I TCPhandshake | TCP response e TCP Reransmissions  TCP Servr wi mvald comecions  TCPfags  TCPzerowindow | @)
@ DEMO FRANCE <

Global TCP handshake times Quality of involved servers
La Interface stats

Number of TCP handshakes 9924880 Local servers Global servers
 Generic <

Average TCP SYN to SYN-ACK time 57.568ms High: 1 (100 %) High: 166 (69 %) |
 L2- Ethemet e (Server handshake response time)

Normal: 0 (0 %) Normal: 71 (29 %)
#L3-IP < Average TCP SYN-ACK to ACK time 0.071ms
© LA = Transport . (Client handshake response time) 00%) 2%
Corhectine Standard deviation Server / Client <10.034ms

Quality of involved clients

Minimum handshake time Server / Client 2512ms/0.023 ms Local clisits Global clients

L4 Server Ports Maximum handshake time Server / Client: 1188.009 ms / 3.024 ms High: 4 (100 %) High 0
IPSec Statistics
Normal: 0 (0 %) Normal: 0
3 L7 - Application <
0(0%) 0
i Info <
& Manual <
S Server handshake time Client handshake time
1255 Q 250 Q
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075s b 150 us, ®
05s 100us 3
0255 50us, ;{{9
0sboalod a o
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@ Dashboard
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d otaoce sti= L4 Server Port Statistics Soeie || &M
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& L4 - Transport v

Connections Packets Packets/s
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TCP statistics

L4 Server Ports Port search

IPSec Stafistics
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i Info < o
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«
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7.41PSec 41t

IPSec HLHLE R K IPSec ESP it f Al Fp #1 H 0 1E Wi I 1S B
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@ Dashboard <
@ DEMO FRANCE <
et & Manual
i triaco st IPSec ESP statistics
% Generic <
& 12-Fihemat ¢ Overview  Connections
B 13-1P <
Overal j IPSec ESP and global traffic s
L4 - Transport v F3
Packets 9324k Global traffic
Connections
30 Q
TCP statistics Bytes 84.23MB IPSec bitls ®
20 M| [ Total bis ol
L4 Server Ports Packets/s Opps on
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# L7 - Application < Packets with not in order sequence number 1036k
Not in order sequence numbers
i Info < Sequence number repeated 1036k i
‘Sequence number repeated (packels's) P
& Manual < Sequence number too high 0 ‘Sequence number too high (packets's) b
0.5 | /mSequence number too low (packets/s)
6 Al Sequence number too low 0
« Lost packets 0 20210615 15:40.40 154050 15:41.00 154110 154120 15:41.30
1 Q
lost packets to expected packets % -
0.50 % -
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8.2 SSL 4t it
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Allegro Packets

Network Multimeter

Host name: allegro-mm-2600
LAN IP: 10.54.2.200 (1G)

Allegro-200-rev1
320
@ Dashboard =
@ DEMO FRANCE ¢

SSL statistics

Lt Interface stats

& Generic <

% L2- Ethemet < SSLservers  Mostaccessed SSLservers  SSL responsetimes  Negotiated SSL/TLS cipher suites
B13-P <

© L4_Transport . SSL server information

# L7 -Application
Layer 7 protocols

SSL Statistics

HTTP Statistics 1P, subnet (ex. 1078 or f102::13;

Response Time

216.58.213.238 us
Analysis
www.youtube.com
SMB Statistics
SIP Statistics
NTP Statistics
PTP Statistics 104:12540.197 us
cdns us1.gigya.com
Profinet Statistics
104.90.180.166 NL
OPC-UA Statistics px.moatads.com
RTP Statistics 104.244.42.131 us
analytics twitter. com
Response time
aveniow 172.217.23130 us
3 cm.g.doubleclick.net
i Info <

8.3 HTTP 41t

Country

«  First 1 Jof7

Alternative names

2) or name search

www.google-analytics.com (DNS name)

cdns.us1.gigya.com (DNS name)

px.moatads.com (DNS name)

analytics. twitter.com (DNS name)

cm.g.doubleclick.net (DNS name)

Last

Server names

www.youtube.com
s.youtube.com
s.ytimg.com
iytimg.com
19.ytimg.com
i1.ytimg.com

cdns.us1.gigya.com
px moatads com
z.moatads com

analytics twitter. com

cm.g.doublecick net

& imines @ @ M 1sv &~
& Manual
5 10 | 20
Common names PCAP
* google.com %
cdns gigya.com 3
* moatads.com &
* twitter.com &
* g.doubleclick net "

HTTP #5LAbTE HTTP iR IFAE ARG HTTP BRI R WA LA X5
L, XREEMER A A E] 1P (f) DNS 448k, il Lo b7 S RRAT . i F—AM
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Allegro Packets

Network Multimeter

00-rev1
320

Host name: all 600

LAN IP: 10.54.2.200 (1G)

-
@ Dashboard ¢ =
@ DEMOFRANCE <

HTTP statistics

L Interface stats.

& Generic <

L2 tond s HTTPservers  Mostaccessed HTTP servers  HTTPresponsetimes  HTTP response codes
PYENT <

B et HTTP server information

£ L7 -Application v
Layer 7 protocols
SSL Statistics

HTTP Statistics.

Response Time
Analysis

IP, subnet (ex.

104.90.180.98
images outbrain.com

SMB Statistics
107.20.187.124

SIP Statistics. ping.chartbeat net

NTP Statistics 128.65.210.181

www.spiegel.de
PTP Statistics b
104.125.25.52

i2.cdn turner.com

Profinet Statistics

OPC-UA Statistics
2363.139.27

RTP Statistics r.symed.com

Response time
overview

i Info <

8 Mania

«  First 1 |of6

Alternative names.

name search

images.outbrain.com (DNS name)

ping.chartbeat net (DNS name)

www.spiegel.de (DNS name)

i2.cdn.turner.com (DNS name)

rc.symed.com (DNS name)

Last

Host names

images.outbrain.com

ping chartbeat net

www.spiegel.de

i2.cdn.turner.com
z.cdn.turner.com

sr.symed.com
on.symed.com
s2.symeb.com
ok symed.com
tj.symed.com

rc.symed.com

ss symed.com
aw symed com

& iminter @ @ M 1sv | &~
& Manual
5 10 | 20
PCAP
"
3
&
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Allegro Packets Allegro-200-rev1 | Host name: allegro-mm-2600 [ Remots packets | . . ”
0 0 LAN IP: 10.54.2200 (1G) LTS | e tminde- | @ | Q@ [ M| - [ &
@ Dashboard <
@ DEMO FRANCE <
1 i & Manual
. tertace stls Response time analysis
# Generic <
© L12- Ethemet E This module allows to measure protocol response times for customizable request and corresponding responses. Add protocol definitions in the configuration tab to see global statistics and individual IP statistics.
L13-P < Globalstats P addresses  Configuration
@ L4 Transport < Timing ] Graph [P
% L7 - Application
ey el « | First 1 Jof7  Last » 5|10 |20
SSL Statistics
Matching Unrequested Avg Min Max
HTTP Statistics Request IP responses Unanswered  responses response response response
Fetnonss Tine Response IP Protocol definitions Request names Respones names requests. time time time = PCAP
1P, subnet (ex. 10/8 o ff02::/32), country, dhcp, dns, http or ssi search
SMB Statistics
SIP Statistics 10541227 12865210189 htip HTTPA GET 10362 0 0 46075 46075 46975 *
focal c.spiegel.de (DNS name) ms ms ms
NTP Statistics address  Germany
PTP Statistics 10541227 176.34.108 209 http HTTP/A GET 10362 0 0 52672 52672 52672 +
local w.usabilla.com (DNS name) ms ms ms
Profinet Statistics
address  Ireland
OPC-UA Statistics =
1054.1.228 46137176178 htp HTTPA GET 31086 0 0 54676 50808 60422 .
RTP Statistics peter beacon.krxd.net (ONS name) ms ms ms
(DHCP Ireland
Response time name)
overview local

8.5 SMB 4t it

SMB Zit{5 B2~ A K SMB/CIFS X EHMINGERE. EEnAMNE SMB fiEl)
G BAME SMB MEMEARGE . SCRFIHM SMB1 U SMB2/3 hRA.

Allegro Packets 0-revt | Host name: all 500 e
9 Network Multimeter 320 LAN IP: 1054 2 200 (1G) EETEED Mimnte- @ @ M ts- | &~
@ Dashboard
@ DEMO FRANCE <
[ terince ot SMB statistics 2 Manual
# Generic <
& L2-Ethemet < SMBoverview ~ SMBshares  SMBlients  SMB servers | o
LR ¢ Global SMB statistics
# L4 - Transport <
Number of analyzed SMB shares: 0
# L7 -Application
Number of analyzed SMB clients 0
Layer 7 protocols
Number of analyzed SMB servers: 0
SSL Statistics
Total number of SMB connections 1
HTTP Statistics
RO Ig(na“\ ev\cu”nav::f of encrypted SMB 0
SIP Statistics
NTP Statistics
PTP Statistics
Profinet Statistics
OPC-UA Statistics
RTP Statistics
Response time
overview
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