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® LR :Flow

A L Ao T HASH ) “Flows” 25 H R AT HAL YRS m M sSEr = E . Al 3 e HE
Jr 7 S g s

R B -y +-hvies I 4 20 [ s Fows & [ 15 2 [7 S [15 Devices ] 36 Fiows Q  Search £ 2.
Actﬁe
10 ~ Hosts~ Status~ Direction~ Applications ~ Categories ~ IP Version~  Protocol ~
Actual Total
Application Protocol Client uration Score Breakdown Thptv Bytes Info
OO SFowd AUDP 19216821.%  devel M 3:6343 1 T HERE 16.42 6.42MB
:44374 i g kbit/s ¥
D CvMPsé  AICMP devel M3 192.168.21 % 19:47 20 Client | 472 6263 Port
kbit/s KB Unreachable
3 NetFlowsd A UDP 1921682144 ;% devel I 2%:2056 19:48 25 Cllent__ 333 131MB
12055 kbit/s
3 DOHCPh UDP  NolP:bootpc Broadcast:bootps 19:47 0 Client 1.09 12858
kbit/s 4+ KB
3 SsoPw UDP  192.168.2.136 ;5 239.255.265.250:1900  D0:30 0 Client 27838 117KB
:3903 bit/s ¥
7 ICMP u ICMP  devel .3 192.168.21 % 00:04 o |EZ 0 bit/s — 980 Echo Reply
Bytes
O ICMP ICMP  devel M .5 192.168.21 % 00:04 o |EX 0 bit/s = 980 Echo Reply
Bytes
O CMPué  AICMP develvs:h devel o 3 19:48 20 e Obit/s¥ 21997 Port

KB Unreachable

e RAEERN
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/129.90 kbit/s
{1700 kbit/s

5 [
M eth0 ¥

Flow Peers [ Client / Server |
Protocol / Application
First / Last Seen

Total Traffic

DSCP [4 / ECN [ [ Client / Server ]

RTT Time Breakdown
L]

Interface Client/Server Estimated Distance

L- 3 Application Latency
Settings
Packet Inter-Arrival Time
LM [ Min / Avg / Max |

Developer

" TCP Packet Analysis

(-
Help

Max (Estimated) TCP Throughput £

TCP Flags

= Flow: 220.33.209.222.broad.cd....44233 & izwz9bhxg6t9vtmz30ggz3z:3000 | Overview

-4 | 149,30 kbit/s ’
metho- | g {9.80 kbit/s E

’

»

Shorteuts

Active Flows

D Eld.

HTTP.ntop sl ATCP  22033209.222broad.cd.... @ L4

@ !

Dashboard

HTTP.ntop A TCP  22033.209.222.broad.cd.... @ [[F4

Q  Search

220.33.209.222.broad.cd.... ([ @ :44233 [ EE:FF:FF:FRFF:FF ] = izwz9bhxg6tIvtmz3oggziz = [§:3000 [ 00:16:3E:08:83:95 ]

TCP / HTTP.ntop (Web) u
09/07/2021 10:54:50 [00:04 sec ago]
Total: 73.45 KB

Client — Server: 29 Pkts / 2.48 KB

09/07/2021 10:54:51 [00:03 sec ago]
Goodput: 68.67 KB (93.49 %)

Client « Server: 55 Pkts / 70.97 KB

izwz0bhxg6t9vimz30ggz3:3000

Unknown [5] / Disabled (0)

4,338 Km
226.89 ms

Client = Server: < 1 ms / 16.37 ms / 265 ms

Out of Order
Lost

Client = Server: 88.15 kbit/s

Client = server. B I B3

Best Effort [CS0] / Disabled (0)

2,691 Miles

Client «Server: < 1 ms /8.21 ms / 226 ms

Client = Server / Client « Server

Client « Server: 191.12 kbit/s

Client—server. DB 3

0 Pkts / 2 Pkts

0 Pkts / 1 Pkt
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® FHLHALE 5 Hr:Hosts->Hosts

BETUIH 7R 1 A AL 2545 DI EALSE R E St T AT s b LU (THRR ) I
AR IEATHRR? . RksAT EAmRAE 7 HAhHE . i BN E R R EALHEE S E

7.7 5 -l & 1 c Fiows ] 14 1 18 0 1 17 Devices 35 Fows | Q  search .r 20
All Hosts i
e | 10 = MM~ |IPVersion~ Direction~ Filter Hosts ~

IP Address Location Flows Total Bytes Sent Name een Since Breakdown Throughputv Total Bytes

O 1921682222 Am<h [ 32 5847 MB devel 03:22:05 MEETE 9391kbit's¥ 16767 MB
m 1921682221 A6 23 6.22 MB ubuno 10 5o 2:05 CEEETED 5328 kbitls 47.01MB
T 19276821 A< [ Locai | 5 4632 MB 192.168.2.1 03:22:04 TR 3277kbits & 5304 MB
G 1921682225 A [ Local 2 23MB develvs 03:22:04 © 35kbit)s &  735MB
GO 1921682144 A = 1 5319 MB 192.168.2.144 03:22:05 222 kbit/s & 5319 MB
O 19216867 A [ Remote I 0 192168.6.7 12:34 214 kbit/s & 39953 KB
T 00004 1 BLI6KB NolP 12:33 ! 1.09kbit/s ®  B1I6KB
GO 255.255.255.255 A 1 0 Broadcast 1233 @EEETEED  109kbit'st  BLIEKB
T3 1921682136 A [ Local | 2 199.32KB 192.168.2.136 03:22:01 22874 bit/s &  199.32 KB
D 239255255250 A ([N 2 0 239255256250  00:50 228.74 bitfs ¥ 257 KB
Showing 1 to 10 of 21 rows. Idle hosts not listed. il = - 2 o I
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' ﬁAIm#%ﬁﬁ: 222.209.33.220 Eg = ) Q. | Search Host

fEFlow, Host->Hostul# HARAL B 8 R A ZR IPHhE rT B e 2 EHLVETS TUTH, BRE7EAE
T Tt O R ) | P REEA T R #

""*—-* Q‘ 1|
FEHERR AL T —FlOr 105 AR E ntopng FRIOVES I e
%7__‘5%\%: AS4134

00:16:3E:08:83:95

M ac E * )_L ( &_’ i‘ﬁ" :[:JJ: ;Fl] % %ﬁ( ) 220.33.209.222 broad.cd.sc.dynamic.163data.com.cn

[P

EPEEEN = oxoni20s242@mEy
BIAASNMP 4 = 17862197130 =)

172225201 mJ

n

"

100.100.5.3 E3
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’ Im#‘rsﬁh . 222.209.33.220 1@ @ B Q Search Host

‘% ‘ﬂ‘ y ; :‘/ i&]\ 3 *}_L ‘::F‘ Host: 192.168.2.222 ;& @ Traffic Packets Ports Peers ICMP Applications DNS TLS SSH HTTP Flows A s ﬁ a
wid B J: LT
D s D
QEJ ﬁ Tﬁ ; A& %‘TE‘ 1:[:[: (Router/AccessPoint) MAC Address SuperMic_D4:CC:F9 ( 00:25:90:D4:CC:F9 ) c}oﬁnuteerwitchc
= i\i )l:l pu n|z7|< e T |

GZII, ATBE - e
j: %lpﬁéﬁﬂ}#i/ﬁli’fm Joh s £\ Engaged Alerts iz

Score I 110 =

@?ﬁ&ﬁﬁ%ﬂ:{?’ HTTP’ RTT Add RTT +
TLS éﬁ 1+ ’ }j_j i Yﬁi ‘l;'é éEH % :rs‘:c:ll‘.,:::::d - 22:0412020 11:41:44 [03:35:52 ago) 02/04/2020 15:17:35 [00:01 ago]

=TF o Sentvs ived Traffic Breakdown S Fowd
Traffic Sent / Received 103,793 Pkts / 63.9 MB 4 398,033 Pkts / 114.7 MB 4
As Client As Server
Flows: Active [ Total / Anomalous / Port Unreach @, 6—/882—/0—/4— 14—[166234/149— 4 —
Peers: Active — 4=
TCP: Retransmissions / Out of Order / Lost / KeepAlive Sent Received
65 Pkts = / 2 Pkts = / 4 Pkts = / O Pkts — 107 Pkts =/ 27 Pkts = [ 13 Pkts =/ O Pkis —
Reset Host Stats
Additional Host Names Source Name
DHCP devel
Download &, JSON 1min j Filter (BPF)

pcap download
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® THFBH: THRMRE-> s
I s e T T

Begin Date/Time: End Date/Time:
:H: N ) Sm | 30m th 1d Tw 1M1V 07/09/2021 13:58:20 || 07/09/2021 14:03:20 ™ - = + = & = K
\
PSITIE LTI -

®Sent (Rowd @5mage OévgSent ()AvgReceved (05t PercSent (95t Perc Received

mEgiHEE. o - o
PILGERIET

PO B —
UZFIR CBIE, L
A B
5 SR AR
(HRApSLRE ——
B —F=nindex) -

_

© $5 e

O ez e

verag Max:
1 Kbit/s [ Mbit/s [Sent] (07/09/202 20)
9 Kbit/s [Revd] 2 Kbit/s [Revd] (07/09/20: )

s
i
]
gs.saKe 0 77% ()
Unknown 426148 38% (7]
15558 | 14% &
1% &
IcMP 588 Bytes 01% .
360 Bytes 0.0% .
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WS THEAZTH) Interfaces THs AL HEEFIH 2T H ntopng MIERIFIHREM. ntopng
FUGAAFE—DMRERIE T, BISystem [nterface. ntopng web GUI 7R 1K 43 dfs Al
FRES HEEEER R A IS R H T LA RR R AT I S A H BT T

I # enol ~ ]$_<
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https://www.ntop.org/guides/ntopng/basic_concepts/system_interface.html
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® BEOVEM: Interface

HifiinterfaceBmHE LHNEFHE O ESTHE S, THSERIRME 72 En, f8eEa
giit, MAERFgE, PiiiE R, Py S

- etho - (S— Q wx o -
w 2=aliofo0]zalz=]S]

iz e th()\l'ﬂ- W% B DSCP MR ICMP ARP Sites e & A & F P R ¥ ol > sl 9 -

i}

@
e

Id 2

b3 E Eme

E4d eth0 % [00:16:3E:08:83:95] Rk PF_RING RX /X757

8

EA ]

MTU 1518 45 EE 1 Gbit/s
,
ii=tiivig

' 28.0%
= Local->Remote .
| —o Eire ’
<

4.
OOOOO

2.0%
Remote-=Local
'95.1%
iPua
et
MEFE - FEENEE 67 = ERENEE 1=
B e 180 MB [355,670 Pkts] 4 dED 0 Pkts —

\& AY ﬁ
AL 51.9 MB [158,865 Pkts] 4 BRI e 128.1 MB [196,805 Pkts] 4 : R [ ] IEI Elz J\ ]
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® ZOHERENE: Interface-> I

?ﬁfmﬁﬁi%ﬁtﬁﬁiﬁﬁmﬁﬁf SR ESHE S Al LRSI T P SO BE S T EE I DL 2 Mg
A, 7T R ) BB

Begin Date/Time: End Date/Time:
Smll 20m h 1w M 1Y 07/08/2021 13:58:20 & | 07/09/2021 1403:20 = - - % - & = B

-
4.42 Mbitss, o ]‘;Ej:*}m

e

(5 EETE

© €5z E e e

oM
40 M
1.60 Mt
800 Kb
ke T T amm - " e = J 140020 B T T B T 140220 Ciemm 0 dEma
tal: 95th Percentile: 3 Max:
241 MB ent 74.1 Kbit/s [Sent] 412 Mbit/s [Sent] (07/09/2021 14:03:20)
SH=4325 =] d 739 Kbit/s [Re 83.52 Kbit/s [Revd] (07/09/2021 14:03:20)
.
Top Applications = e 1¥2EE§3~¢,=|'-
10 -
Application Total Bytes Percentage Actions
9.1 KB 869% &
HTTR g5.64 kB | ([ 7% ()
Unknown 42618 B 58% E
TS 15558 | 14% =]
01% &
588 Bytes 01% .
360 Bytes 0.0% . [ )i IE]E\Eﬁ-I
L J\
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® EMiLE: Setting->Checks

ntopng LM Checks ATl . X EHL BH SNMP s AL M2t mdTIeE, JF
A B E AT

S etho~ $4Q%%50k!§ﬁ%5 i [2=ali1QuQfza]xs=]S] Q  search p- s~
o
A € Checks | Host Interface Local Network SNMP Device Flow System Syslog < ®
®
Dashboact All(15)  Enabled (0)  Disabled (15)
Filter Categories = Search Script: o

Name 1. Category Description Values Action

Manage Configurations Trigger an alert when the Layer 2 bytes delta (sent + received) for P2P traffic exceeds the threshold

Countries Contacts Alert L] Trigger an alert when the number of different countries contacted exceeds the threshold > 100 Contacts (Minute) ﬂ el
Dangerous Host L V] Trigger an alert when an host crosses the configured score threshold for more than 5 consecutive minutes > 1000 Score (Minute) E irs
DNS Server Contacts Alert L1} Trigger an alert when the number of different DNS servers contacted exceeds the threshold > 5 Contacts (Minute) E 4l
DNS Traffic Alert ] Trigger an alert when layer 2 Bytes delta (sent + received) for DNS traffic exceeds the threshold > (1 MB) ﬂ =
Interface
B e . lert e Trigger an alert when the number of contacted Domain Names is greater then a certain threshold > 250 Contacts (Minute) ﬂ Z
i Preferences 1 1] Trigger an alert when the new client/server Flows/sec exceeds the threshold > 256 Flows/sec (Minute) E irs
LEar 55 Detects anomalies in active flows number E =
Checks L] Trigger an alert when the number of different NTP servers contacted exceeds the threshold > 5 Contacts (Minute) ﬂ =
e &5 Trigger an alert when the Layer 2 bytes delta (sent + received) for NTP traffic exceeds the threshold > (1 MB) E i
) A
& & FJB [El + ﬁ ]

Manage Data



https://www.ntop.org/guides/ntopng/web_gui/checks.html#webuiuserscripts
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@ EAEW: Alert

ntopng#e it 1% UL i W E T IhAE, I M IR FAlet BE AR LT ESE R . JIF
FIARGEIT TAVE ], E R RN E G S RS AT = Al g .

maetno- § {5 D | =D R D R n Q  search o =
bl A Alerts | All Flow c « @0
;
ey last30min v & 07/09/2021 15:24:58

—  07/09/2021 15:54:58 - = Q

1. Notice or Lower Warning Error or Higher Total Alerts
Flow 816

102 918
4 Showing 1to 1 of 1 rows

¢<->”

© 15:54:43 +0800 | Uptime: 01:41:35

ntopng Enterprise L v.5.1.210901 (CentOS Linux release 7.9.2009 (Care}) | © 1998-21 - ntop.org
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® ETilk&Ei: Alert

E A S kPR Alert A E M AT A A E5 5 B . TR (A va [, E SR 155G S5 2
ST E R IL e .

» o
Shortcuts A Alerts | Al Flow

—~
e Custom v 07/09/202115:28:05 = | 07/09/20211558:05 |~ - @ < [y
Filters X

< @

e RO ERs

=]
- Top Hosts Top Alerts
S-S O S
prirs =) |ZINEAE b._
- « izwz9bhxgbt9vimz3oggz3z e HTTP Numeric IP Host (86.8%)
(100.0%) e Suspicious DGA Domain (10.4%)

» 220.33.209.222 broad.cd.... (86.9%) « Unidirectional UDP Traff... (1.2%)

15:30.00 15:35:00 15:40:00 15:45:00 o = 4] 155500 = 100.100.2136 (3.5%)
o

Show 10 +  entries . o @
: o ~
Interface

Date/Ti ?me Application Alert Flow \ Actions

" 152824 UDP:DNS Suspicious DGA Domain izwz9bhxg6t9vtmz30ggz3z:51487 @ O = 100.100.2.136:53 O u . a u
) 15:28:24 100 UDP:DNS Suspicious DGA Domain izwz9bhxg6tvtmz3oggz3z:34891 @ L £ 100.100.2.138:53 & u . L} u
) 15:28:24 110 TCP.TLS Suspicious DGA Domain izwz9bhxg6t9vtmz3oggz3z:34348 @ O 2 cn-shenzhen.axt.aliyun.c..:443 O u . R u
(+) 15:28:25 10 TCP:HTTP.ntop HTTP Numeric IP Host 220.33.209.222.broad.cd.....41347 @ O & izwz9bhxghtIvtmz3oggz3z:3000 @ O u . ’* u
) 15:29:22 110 TCP.TLS Suspicious DGA Domain izwz9bhxg6t9vtmz3oggz3z:34390 @ O 2 cn-shenzhen.axt.aliyun.c..:443 O u . R u
e 15:29:22 100 UDP:DNS Suspicious DGA Domain izwz9bhxg6tdvtmz3oggz3z:39321 @ O & 100.100.2.136:53 O u . b} u
® 15:29:22 100 UDP:DNS Suspicious DGA Domain izwz9bhxg6tIvtmz3oggz3z:49091 @ O+ 100.100.2.138:53 & u . A E u \& N ﬁ
(+) 15:29:25 10 TCP:HTTP.ntop HTTP Numeric IP Host 220.33.209.222 broad.cd...:43782 @ O & izwz9bhxgbtIvtmz3oggz3z3000 @ O u . ’* u [L El EE J\ ]
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® BB E: Setting->Prefrences->Data Retention

B B A i I TRDRE P P S R 0[BT IR PR Flow B8l R AAF I

maeno- § {17 zalinlunlala=la] Q search B -
Runtime Preferences ®
Q  Search Preferences Data Retention

Data Retention
User Authentication Number of days to keep dumped flows, historical timeseries and top-talkers for. Default: 30 days.

Network Interfaces

Cache Settings
Flows Dump Settings m
Timeseries

Alerts

Geo Map

Behavior Analysis

Applications

Logging

SNMP

Network Discovery

Telemetry

Traffic Recording

Data Retention

User Interface

Nice
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® HAFEF#E: Setting->Prefrences->Timeserise

IS T8) 32 47 e TR A V22 nl e I, eSS B R ZEAVININ [a] P 41, B an A i AL I 1) 7
YIBE, XEWE RN POV AR B PR EE SR, RAWE TIEFS], 4 a4
sy A

Local Hosts Timeseries

Host Timeseries Off Light Full

Enable full host timeseries creation (full), limit it to bytes and score (light), or tumn it off.

One-Way Traffic Timeseries [ o]
Toggle the creation of timeseries for one-way traffic. One-way traffic is often generated by remote

hosts performing probing, so it is advisable to keep this disabled.

Layer-7 Applications None Per Application Per Category Both

Toggle the creation of Layer-7 application timeseries. Creating a timeseries per application requires

more disk space and extra I/O and, in general, it is not needed.

Devices Timeseries

Traffic
Toggle the creation of bytes and packets timeseries.

Probes Timeseries

Probes a

Toggle the creation of timeseries for system probes such as the Active Monitoring and the Redis

monitar.

Other Timeseries

mro—— [ [A] 3 7]

Toggle the creation of bytes timeseries for each port of the remote device as received through ZMQ

FloeRn A
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® JiERKE: Historical Explorer

Py 520 e 0 VF SR BURE 2 I TR B R B LIRS S, m] LA N 22 e i I8 2 AR 9 | PN FH R Py i g e
PR, ARYE B E A K A A R B BL P S

metho~ T 30 b 2=alio]70 za =] Q  search o -

Last 30 min v @ 07/09/2021 09:46:27 - 07/09/2021 10:16:27 F SELCSNCE Apply

P Traffic Dashboard \a R
SHAZ i
; prisE = EINE 5| < X
Network Discovery _ e ;ﬁﬂuﬂ,}ﬁ%ﬁ
Traffic Report
er Cli Port Srv Port Protocol Application Score Pkts Bytes Thpt L Begin End Cli ASN Srv ASN
Historical Flow Explorer
o e 9bhxgeto.. B 42949 3000 TP HTTP 20 1,318 Pkts  1.28 MB 3.58 Mbit/s  09/07/21 09:48:28 09/07/21 09:48:30 4134 (Chinanet) No ASN
©222209.33.220 80  izwz9bhxg6t9.. 83 42758 3000 TCP HTTP 20 1,234 Pkts 1.2 MB 2.53 Mbit/s 09/07/2109:48:28 09/07/21 09:48:31 4134 (Chinanet) No ASN
©222.209.33.220 00 izwz9bhxg6t9.. O 41860 3000 1fe HTTP 20 159 Pkts  161.25KB  1.32 Mbit/s  09/07/21 09:48:28 09/07/21 09:48:28 4134 (Chinanet) No ASN
©222.209.33.220 0 izwz9bhxg6t9.. B 43844 3000 TCP HTTP 20 142 Pkts 138.88 KB 1.14 Mbit/s 09/07/21 09:48:55 09/07/21 09:48:55 4134 (Chinanet) No ASN
©222.209.33220 00 izwz9bhxg6t.. O 43594 3000 TCP HTTP.ntop 10 87 Pkts 83.79KB 686.45 kbit/s 09/07/21 09:57:01 09/07/21 09:57:01 4134 (Chinanet) No ASN
©22220933220 0 izwz9bhxgbte.. 3 43272 3000 TCP HTTP 20 94 Pkts 83.35 KB 682.79 kbit/s 09/07/210%:48:29 09/07/21 09:48:29 4134 (Chinanet) No ASN
© 22220933220 3 izwz9bhxgbt9.. O 44743 3000 P HTTP 20 87 Pkts 79.41 KB 650.5 kbit/s  09/07/21 09:48:31 09/07/21 09:48:31 4134 (Chinanet) No ASN
©22220933220 0 izwz9bhxg6te... 3 41413 3000 TCP HTTP.ntop 10 65 Pkts 60.58 KB 496.25 kbit/s  09/07/2109:53:29 09/07/21 09:53:29 4134 (Chinanet) No ASN
©222.20933220 00 izwz9bhxgbt9.. O 42123 3000 ek HTTP 20 66 Pkts 59.81 KB 489.99 kbit/s 09/07/2109:48:28 09/07/21 09:48:28 4134 (Chinanet) No ASN
©22220933220 0  izwz9bhxgbt9.. @ 44292 3000 TCP HTTP.ntop 10 121 Pkts 109.79 KB 449.68 kbit/s 09/07/21 10:01:38 09/07/21 10:01:39 4134 (Chinanet) No ASN
« <

Query performed in 0.022 seconds.

—oN
(el il
i
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® BEOFRERPIPT: Interface-

DD S ot A, AR P SR E ST E S . P AT DL E R B R R R B, BT
PG WU I E AT T UE 0 A B SR

Begin Date/Time: ~ End Datg /Time:
Smll 20m h 1w M 1Y 07/08/2021 13:58:20 & | 07/09/2021 1403:20 = - - % - & = B

oy
S 4S2 ST
442 Wbt o 15'_'-‘34:7‘)1“.;

e

(5 EETE

© €5z E e e

oM
40 M
1.60 Mt
800 Kb
13:58:20 50 14:0220 50
tal: ercen 3 Max:
241 MB ent 74.1 Kbit/s [Sent] 412 Mbit/s [Sent] (07/09/2021 14:03:20)
‘ ST d 739 Kbit/s [Re 83.52 Kbit/s [Revd] (07/09/2021 14:03:20)
.
Top Applications = e 1¥2EE§3~¢,=|'-
10 -
Application Total Bytes Percentage Actions
968, i 869% &
HTTR g5.64 kB | ([ 7% ()
Unknown 42618 B 58% E
TS 15558 | 14% =]
01% &
588 Bytes 01% .
360 Bytes 0.0% . [ )i IE]E\Eﬁ-I
X JAR
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® A EREE Y. EVEH-> -

fEENLVEA DU et 1 Dot the, ikedx W AT ENGOI R D i E i, S 5%
1 St R IR ACHA ], AN [R] ) A2 1K 2 A s e TP B S i & 0 A

Begin Date/Time: ~ End Datg /Time:

Sm 0m 1h 1d 1w 1M 1Y 07/09/2021 13:58:20 - 07/09/2021 14:03:20

-
MERZSME
4.12 Mbitfs, o ]‘;E;*}m

u
>
°
el
!
o
I
S
13
| J

e

(5 EETE

© €5z E e e

oM
40 M
1.60 Mt
800 Kb
13:58:20 50 14:0220 50
tal: ile: 3 Max:
241 ME ent] 74.1 Kbit/s [Sent] 4.12 Mbit/s [Sent] (07/09/2021 14:03:20)
L 3 [= d] 7.39 Kbit/s [Re 83.52 Kbit/s [Revd] (07/09/2021 14:03:20)
.
Top Applications = e 1¥2EE§3~¢,=|'-
10 -
Application Total Bytes Percentage Actions
968, 869% &
HTTR g5.64 kB | ([ 7% ()
Unknown 42618 B 58% E
TS 15558 | 14% =]
01% &
588 Bytes 01% .
360 Bytes 0.0% . [ )i IE]E\Eﬁ-I
L J\
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® ZEOIE 425 9Hr: Interface->Home

HongKe
888N [ iIH

FE2 H VAT Hone TUTHI I BB 52 i SR R 7y

P R — = (i=al oo l2a]zz o]
Id 2

state

Name eth0 & [00:16:3E:08:83:95]

MTU 1518 Bytes

Traffic Breakdown

299
Local-sRemate

Traffic Statistics

Traffic Anomalies s Local Hosts Anomalies 68 =

Total Traffic s 188.2 MB [385,653 Phis] 4+ & Dropped Packets s

Traffic Sent = 57.8 MB [174,037 Pkts] Traffic Received s

nindex Flows Export Statistics

W
/N

HrIhee, A LA B BFPRL AR I

Q

BRI

Search

Family PF_RING with RX/TX Directions
Speed 1 Gbit/s

46%

Cther,

95.4%
o4

Remote Hosts Anomalies
0 Pkis —

130.5 MB [211,616 Pkts] 4

A)

-

»

25

=,
JILE o

~  Filer (BPF)

Exported Flows i 39,757 [1.2 fpsl & Dropped Flows e 0 [0%]
o Packet Dumps (503.08 MB) - Total: 503.08 MB
Download &, 3

pcap Download

Reset Counters

All Counters | Drops Only
NOTE

In ethemet networks, each packet has an overhead of 24 bytes [preamble (7 bytes), start of frame (1 byte), CRC (4 bytes), and IFG (12 bytes]].
accounted in the traffic being exchanged by hosts, and thus expect little discrepancies between host and interface traffic values.

Such overhead needs to be accounted to the interface traffic, but it is not added to the traffic being exchanged between IP addresses. This is because such data contributes to interface load, but it cannot be
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® NI M EHFEHE>Home

HongKe

AR S

. 1184.00 kbi
A& ctho I {38800 ¢

Ll Host: 22 o5&

(Router/AccessPoint) MAC Addre
IP Address
Name

Score s

Active Monitoring

Active Alerted Flows

Behavioural Counter Anomalies
First / Last Seen

Sent vs Received Traffic Breakdown

Traffic Sent / Received

Flows: Active / Total / Alerted / Port Unresch [&]
Total Flows with Blacklisted Hosts

Peers: Active

Contacted Servers

TCP: Retransmissions / Out of Order / Lost / KeepAlive

Reset Host Stats

Additional Host Names

Add ICMP Monitor 4
28
53

09/10/2021 05:31:05 [3 Days, 05:43:38 ago]

235,890 Pkts / 89.61 MB
As Client
430034718759/ 22

o

15

DNS: 2 / SMTP: 0 / NTP: 18
Sent

793 Pkts /1,511 Pkts / 928 Pkts / 3 Pkts

Reset Host Stats Reset Blacklisted Hosts Stats

Source
DNS Resolution

TLS

FEHFEFHome TR A S AL LR thr ohfe, AFRRER B R ITEUZ ENLPRITE .

2z4]10]s0]2a] ez a] Q| Search B a-
Traffic Packets DSCP Ports Peers ICMP fApps DNS TLs ssH HTTPED Sites = & ) i © 0 L ]
Xensourc 08:83:05 [ Computer &
172.22,5.201 [ 172.220.0/18 | Host Pook: Default %
one@BDD
client Server
180 185

09/13/2021 11:20:44 [< 1 sec ago]
- fw____________________________________]
274,011 Pkts / 161.55 MB
As Server
32/16638/9,663/0
53

7

Received

213 Pkts / 790 Pkts / 731 Pkts / 0 Pkts

Name
120.79.178.25

22

JSON

1min ~ || Filter (BPF)

[
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@ EZMEILFE: Interface-> =

AORME n2disk VT UERS, Al PUR S SL 10 X DY BE X MR-l A #E iLE,  CE HoRi
Bl ], S N s E SR, IR E RN ER . A RFSCE I IRl WA
HIES ey TR NI, BNOZE. [R5 AR B I S il < 1 B A

e | o 2070 Kbit . . — }

L L RO s : =alialsalzalas 2] Q seach o -
, O €

LSS M Interface: ethD | A Networks Packets DSCP Apps ICMP ARP Sites &A P YO <
:

ashboard £ Settings Status  Jobs \

j Traffic Recording Settings

Traffic Recording & Continuous Traffic Recording

, Max Disk Space 10 GB

Maximum disk space used for recorded traffic on disk. 0.02 GB are already in use by this instance.
4 Storage Directory Jvar/lib/ntopng/2/pcap

Storage Utilization =
B System (7.38 GB)

B Packet Dumps (18.14 MB)
Extracted Packets (0 Bytes)
Free (51.53 GB) - Total: 58.93 GB

NOTES
’ * Global settings (e.g. the license key) can be configured from the Traffic Recording preferences.
* The Storage Directory path can be changed by specifing the --pcap-airoption into the ntopng configuration file.
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® EMERIWTHT: Interface 1

o B e T AE S L D S B3R, sl AL s BRG] Be, R 3R UG EPCAP LA .

YO

Shortcuts

Hosts

N

Maps

Settings

<P
Developer

o’
Help

w | P 17.70 kbit/s y = -
m@ethor TG kone (2=alig]o]zals=]a) Q | Search F =
M Interface: ethO | A% Networks Packets DSCP Apps ICMP ARP Sites a & A & /P A F O €
Begin Date/Time: End Date/Time:
Sm 30m 1h 1d 1w 1M 1Y | Custom 07/09/2021 14:52:52 & 07/09/2021 14:54:12 & Apply O = & e §
Traffic RX/TX ~ /
@ Sent Rovd  OAvg Sent  (OAvg Received O 95th Perco —FﬁPCAPY‘ﬁ:
44.54 Kbit's |
40 Kbit's
32 Kbit's = ]
07/09/2021 14:54:13
(=] Sent 0
24 Kbit's
B Revd 0
16 Kbit's
8 Kbit's
1a%2:52 145302 14:53:12 145322 14:53:32 14:53:42 14:53:52 14:54:02 14:54:12
Total: 95th Percentile: Average: Max:
21347 KB 43.95 Kbit/s [Sent] 16.27 Kbit/s [Sent] 44.08 Kbit/s [Sent] (07/09/2021 14:53:22)
16.32 Kbit/s [Revd] 6.72 Kbit/s [Revd] 44.54 Kbit/s [Revd] (07/09/2021 14:52:55)
Top Applications ~
Ll
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® HEXNFFEFF: Setting->Applications and Categories

HA H B HIEEThEE, ntopng B B UM% ¥s T —ndpi-protocols=/var/lib/ntopng/protos.txti%k Wi & 5 .
MREBELH protos LM, 1ER H A2 3N 3 /var/lib/ntopng/protos.txt 3 iz 1T, FK )5 1F Setting-
>Applications and Categories & i ¥s Il -

= 13:30 kbit
maethor T—{ 339600 (2=ali10]eafoa2=]a] Q | search P =

WM Applications and Categories '

© €=z =
\t'req\

Q  Search Applicaty

200 ~ Category ~

Category Custom Rules Actions

[Dashboard

Video v

RPC ~

Video ~

3
Z
=
=
=l
<
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® HEXNFFEFF: Setting->Applications and Categories

L L ol (R, AT PLEL M GUI B R USRI . Re BHE R
A P 2 1E ntopng BT R 3l Jm BN H . H BT SCRARIEIP, WIB, i HA 745 AR LT
AR o

Add Custom Application X

Application Name

Google

Custom Rules

220.221.12.235
tcp:2355
google.com

NOTES

e Each rule must be put on a separate line

* Rules can be either domain names, IPv4 addresses
or TCP/UDP port ranges

e Port range examples: "udp:443", "tcp:1230-1235"

e Domain names are interpreted as substring to be
matched.
E.g. "ntop.org” will match "mail.ntop.org"” and

"ntop.org.example.com”
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® B3ISNMPHT[E]F5): Setting->Preferences->SNMP

7|

7E B EI->SNMPH AT LA B 5 FHSNMPHY [8] 7771, 1XK A RESSNMPHE I i i) P

- - | , 18.10 kbit/s ” : = -
maehor §——{) %0050 sl -=alialealzalv=]a] Q  search o -
Runtime Preferences ©

Q, Search Preferences SNMP

SNMP Devices Timeseries | & |

User Authentication Toggle the creation of bytes timeseries for each port of the SNMP devices. For each device port will be /

created a timeseries with ingress/egress bytes.

Network Interfaces o EFEH?IEI]F?‘%U

Cache Settings Default SNMP Version =
The default SNMP protocol version.

Flows Dump Settings
Default SNMP Community

Timeseries ublic
The default SNMP community is used when trying to walk the SNIMP MIB of a selected local host that P
Alerts has not been configured through the SNMP devices page.
Interface Geo Map
E - Behavior Analysis SNMP Agent Response Timeout
Settings SNMP agent response timeout (seconds). 2
Applications
<p
eveloper Logging

SNMP SNMP Debug

. Toggle the debugging of SNMP devices. Enabling this will print extra information out to the ntopng
Network Discovery e

Telemetry

Traffic Recording
Data Retention \}i » ﬁ‘
licar Intarfara [L IEI EE J\ ]
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® AIMSNMP# % : Shortcuts->SNMP

FESNMP WS 47 L TH] s T S I B AT S N SNMP 13 4%

Add SNMP Device(s)

Example: 192.168.1.2
SNMP agent IP address

vac

SNMP protocol version

public

SNMP v1/v2¢ read-only community

Write Community
SNMP v1/v2c write community

SNMP Pool Default

SNMP Pool to bind
builtin_recipient_sqlite recipient(s)
configured for the above pool.
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® SNMPli2Es%: 1

1A I [ 52 P R S 7 Ry S I TRV R Y e e 2 TR T () HE B R . ERIRIE N7, iR
1 TRl T Y Y A4 S

- @ - A~ Flows Hosts = Interfaces = Devices = @k = h- Q

ce: <redacteds L. nterfaces Mac Addresses i o -
Begin Date/Time: End Date/Time:
@ am ﬁ 1d Tw ™ w ] 12/12/2018 10:15:00 ] 2/12/2018 11:15:00 in e %

Top Interfaces +

@vian 188 (614) @ge-00/5 (512) Mael (B16)  ge0IT (516)  ge-DM2I(54B)  ge-00MZ2(546) W geDUV1 (524) Mge-Di0NE (520) @Other @Thage
OTrend OEMA OSMA  @RSIcwr vs past fightaxis)  (JAvg 85t Perc
2.77 Mbit's

B = 70
2.40 Mbitls, AR 60
| f t R —eeers
2unnsf = ! -
1,60 Mbis 40
1.20 Mbits —_— |30
- = pr i =T
800 Kbit's| 20
400 K| i el B : ot 1
, = Gl N I (S
10:15:00  10:2000 10:25:00 10:30.00 10:35:00 10:40:00 11:00:00 11:05:00 1:10:00 1800
Total 847. 75 M8 95th Pes tle: 2. 59 Mbit's Average. 1.98 Moit/s Max; 2.77 Mbit's @ 12/12/2016 10:40:00
Top Inieriaces » 10
Interface Sent Received Percentage Total
vian. 188 (514 117 MB wszane ([ 208 % 176.46 MB
ge-0/IS (512) 73.46 MB 7erne [ 17.1 % 145.13 MB
ael (B16) 3714 MB a6.1mE ([ 98 % 83.24 MB \)i IEI A ﬁ
LS EIE



https://i2.wp.com/www.ntop.org/wp-content/uploads/2018/12/advanced-snmp-stacked-chart.png?ssl=1

@ SNMPHOF|:

ntopng M. FH 7~

HongKe

AR S

B35 LIRS BUE BRSNS I B 70 AR

SNMP Device: <redacted>

Interfaces

Index Interface Name  VLAN

535  ge-0/0/19

600  ge-0/0N1
595 vian2
604 ge-0/1/0
ge-0/0/7
551 ge-0/0/33

531 ge-0/0/17
519 ge-0/0/M

6 o0

582 ge-0/0/22

3
 info |
3
[ Inte |
I sn
 Info |
 into |
 info
 nfo |
 info |

#

188

188

188

188

Interfaces

Speed
1.0 Gbit
1.0 Gbit
1.0 Gbit
1.0 Ghit
1.0 Gbit
1.0 Gbit
1.0 Gbit

1.0 Gbit

1.0 Gbit

Mac Addresses

Status MACs
Up
Up
up
Up
up
Up
Up
up
Up

Up

-

In Bytes
274GB
1.96 GB
1.52 GB
1.51GB
1.08 GB
391 GB
702.49 MB
790.15 MB
116 GB

1.29 GB

)

Out Bytes
243 GB
885.97 MB
596.43 MB
381.28 MB
2.93 GB
1.37 GB
3.26 GB
1.7 GB
1.16 GB

3.69 GB

10~ Interface Type~

In Discards  Throughput ¥
69.85 Mbit/s
47.83 Mbit's
17.15 Mblit's
17.13 Mbit/s

6.0 Mbitv's
5.24 Mblv's
3.05 Mbit/s

856.66 kbit/s

537.06 kbit's

256.69 kbit's

status ¥~
Last Change
01:27:13
16:56:34
16 days, 13:27:05
16 days, 13:27:01
27:36
16 days, 13:27:00
16 days, 13:27:05
1 day, 02:14:56
16 days, 13:27:18

01:29:01
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® HMESHEHE: Shortcuts->SNMP

Add Active Monitoring Record

Measurement Continuous ICMP

Host ntop.org

Threshold < 99

b

Active Monitoring Default i HD

Foal builtin_recipient_sqlite recipient(s)
configured for the above pool.

Interface Default Interface

NOTES
+ ICMP not available on Windows.
+ Measurement HTTP(S) retrieves a web page using HTTP and HTTPS.
= An alert is triggered when the calculated measurement exceeds the threshold set.
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® 551 #E:  Shortcuts-> Active Monitoring

TSl AL AR BE > BRI AL B AL LA A

s ICMP: & FHLIP WM
o HTTP FI HTTPS: £ EAL Web AR 5528 KT fE
« Speedtest: fu 2 HIPEHT DR

 Active Monitoring | & £\ =
Show 10 v entries Measurement ~  Alert Status ~ Search:
+ o o-
Last Last

URL 2. Measurement . Chart Threshold 24H Availability Measurement . 1P Actions

© ntopng-local @ /. Throughput Y imbps  JEIRNERREDNRERENNRNREIND 00:13 127.0.01 2 u

@ ntopng-local @ HTTP(S) l 3c00ms  TRIRNNRRRRERRRRNRRRREIN 00:13 127.0.0.1 w] n

@ one.one.one.one ICMP Y goms  TEENNNCARNNECCRnnECONENR 00:13 1111 - ﬂ
Showing 1 to 3 of 3 rows

= Manage Configuration
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® FHlLiRI%: Shortcuts-> Pools

FHL R FENLZ A, 7T UARTE IPva/IPve B, MACHLHEZERI 2 2 X ENU, SHEAS LA AR
FRES M E R, nILLAE, Shortcuts-> Pools A + SinENLML.

maeho- | J(uonlt QAR : =aliolsalzalis=]a] Q  search o -

w
S :2: Pools | A <-

Host Interface Local Network SNMP Device Active Monitoring Host Pool Flow Device System All

Show 10 v entries Search: & @~
Name 1° Members Recipients Actions
Default All unbound builtin_recipient_sglite u ﬁ | £ .ﬂ
Jailed Hosts builtin_recipient_sqlite ..ﬂ
0365 2A01:110:/64 builtin recipient sqlite ..ﬂ

Showing 1 to 3 of 3 rows
| < > s

Settings

b #= Manage Configuration B Export nProbe IPS Policy
<>

Developer

o

Help ntopng Enterprise L v.5.1.210901 (CentOS Linux release 7.9.2009 (Core)) | © © 1998-21 - ntop.org © 14:50:58 +0800 | Uptime: 3 Days, 20:14
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® VL INESa F%5]: Settings-> Preferences->Timeserise

A FENLIES NS 18] 7 50 0] PUONEEAS ENLIB A Py seim =i AR B, B 7EHosts->Host Pool & & F LB
EFRHTEG, S FENALEEEEER « BEEEZIFEASITHER

PARNY

Host Pools
Toggle the creation of bytes and applications timeseries for defined host pools.

I 19.60 kbit/s
maethor T J0hbne : =a]ial.al:aln=]a] Q  Search e =
L .
Shortcuts HOSt POOI LISt a
a »
Dashboard 200 ~
A Pool Name Chart Hosts Seen Since Breakdown Throughput Traffic
Alerts .
0365 |da 0 3 Days, 24:20 0 bit/s 0 Bytes
H:_W‘ Jailed Hosts |4a 0 3 Days, 24:21 0 bit/s 0 Bytes
Default laa 10 3 Days, 24:20 18.55 kbit/s 2.15GB

Showing 1 to 3 of 3 rows

© 1998-21 - ntop.org @ 14:55:16 +0800 | Uptime: 3 Days, 24:32

ntopng Enterprise L v.5.1.210901 (CentOS Linux release 7.9.2009 (Core)) | €




