HongKe
a8s 3I# TR TR TRAS

SecurityScorecard

EB

SecurityScorecard OVerview = HEIR ......c.ooiviiicccccce ettt 2
SecurityScorecard Functional Requirement F=ZEINBREVETT 3K ..o 3
PXZEZEAETTZR oottt s bbb bbbttt 3
NEtWOTK SECULILY PHLEZEAE (oot b s 4

DNS (Domain Name System) Health 3% RGUIZITIEFERIT cooovevviicece e 4

Patching Cadence FP 1 T 22 ..ttt aee 6

ENdpoint SECUITLY T AL ZE A wvvueueuiiisieesesseseee et ese ettt s bbb s e s bbb st b s 7

IP Reputation fEZETFIIFETR oo 8
ApPPlCation SECUNILY I ZE A 1ouiiiiiiieeiiece ettt 9

CUDIt SCOTE CUDIE TFAT 1vvvisiviieiiieeteiie ettt bbbttt b st 10

Hacker Chatter BRI T ..ovoviiiieicee ettt 10
Information Leak 15 ETHEER ..oo.oovoviiicece e 11

Social Engineering 12 R 2 it 11

Digital FOOPrINt Z T AR TIE 1.vviiriveieiicieeiee et bbbt bbb 13
Vendor Detection FERIFERTIN .......ovvviveiiiceescee et 16

F N 1 TP UT P PROP T 17
Atlas GIATHS B IR R IEFIEETR TAAS oot 17
Atlas AT HE B AEBRBURIEIZ T HS oo 18
5004 L1 2 13T TP PT PP 19
QUESTIONS & ATISWETS ...vveerveeuteesteasteesteestessteesteesteesteesteesteesbeesbeesbeesbeesbeesbeesbeesbeesbeesbeesbeeabeenbeenbeenbeesbeesbeenbeenbeesbennranns 20
ADOUL US .ttt et E Rt R R R R AR R e R AR AR e e AR AR e AR e R e AR e R e e R R Re R e e R e e r e r e Re e nenrenrs 21

@& www.hkaco.com . 400-999-3848 X sales@hkaco.com

A BN | 158 | N | LR | ER | B | 438 | B | £ERA




HongKe
a8s 3I# TR TR TRAS

SecurityScorecard Overview 5= iR

SecurityScorecard (LUTSERRA SSC) FRa@ A EFRIMuLHTNEZ 2IPR, MEREHEEFL
RR— R,

ME L EITPRIRM T —FhEmNERNE LT 2 RIEERNR. B ElRESEEENETTR
FER. MBLZEWRIT BXRER. MEBRIEEN. EREFRISHRZRAR. FURREE. 8
BiRENEABRENEEEENNE. MERSITFRIIRHNFEEEERNTHMAALATEETMEL SR
ERNEMMRRGEREREA.

HR, S ERERMNESZEPhIEEEEN—R, BRlNEEEREZEE - mERa0 4t
RrigatHIRASRRIEREE TINE, W TR ATRER TIRESHERRER. - mPER iR
TRTHIERENR TR T, XEHSAER _EEGEXRMFEEH TEEEA,

U ERFRIINEENTERE, ER _SRBSEINFEtb SR L EREA m,
REREFNSHIIER O —LRREH TER, AXER AR TR R — Rk,

BIR, F_ETHRSIHNETRSIFERON/ NS ERTEENER, KETESERK, BiF

HNINETL =
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SecurityScorecard Functional Requirement I 2

ThReME R K

W% 2 TP

MBS TRIAT, ERROINHMENMAE— NP MG TRXANE L 2T RERE. &
XEFGA—NAIK S ENEETINTRTRUERINE R 21TR, EXBERSEEE—MRuTRRIE

HHIF,

Score Factors eepandan ] Comment on Scoracard | | Request 3 Pan Tast +
® 46 Network Security . nrdee @
Detecting insecure network settings

7 90 DNS Health _ 1 inding
aad Detecting DNS nsecure configurations and vulnerabiities
@) 100 Patching Cadence . . ding °
- Cut of date company assets which may contain vulnerabilities or risks
) Endpeint Security
(A 100 Detecting unprotected endpoints or entry points of user tools, such as desktops, laptops, o findings
mobile devices, and virtual desktops
(%1 100 IP Reputation Mo findings
gl Detecting suspicious activity, such as malware or spam, within your company network
@ 52 Appllcallon Securlty . 2ufrdirge @ °
Detecting comman website application vulnerabilities
() 100 s Mo findings
~ roprietary algorithms checking for implementation of commen security best practices
2 100 Hacker Chatter No findings
~ Maonitoring hacker sites for chatter about your company
) 100 Information Leak o findings
aad Potentially confidential company information which may have been inadvertently leaked
) 100 Soma\ Englneerlng . A finding °
o SUMNG COmpa ‘areness to a socizl engineering or phishing attack

BEILIES, XEREHCNSR TR EZEREINT I SE, B8 1 TEEHEM A (FE)

2 F (48) NARSER, ERILIEREA A ZEICRHRZEM, FHESERN, HIITUERE—ES
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ERAINERIEREF, BEE—ERMART, BIEKHERAR. BT RRSBRENEHEX+

N HEEMH T EHA. i IR ER RS LL R L AR,
Network Security P24

FEXERAITUBRRIXRTREZEN—LRRE, EoRPEES AANER, High Secerity BfE,
Medium Secerity HER, Low Severity {lEEkHE, Positive Signals E#ERR, Informational X
M—LER2ER, AT HEENERRISHIMIR RS R TR,

SSL/TLS Service Supports Weak Protocol

SSL/TLS RSS>H5551MY, HEPXIMEERIIHE B EAEEEEFIHFIHaY. EHBRIRY
HTTPS (Hypertext Transfer Protocol Secure) ZFEEALAT HTTP FA0AN SSL/TLS #SGH TANE S,
SSL/TLS 2RFRIFMESIEEMMNN, SRETINEFDAES, RRSIEE MR PRI
M, A, FHAMRASHY SSL/TLS thifFE—Y<eRmAfss~, HaHE SSL 2.0, SSL 3.0 FIEHARA
B TLS (AN TLS 1.0 F1 TLS 1.1) , XM BERFEATHIRE, FRLANSZELIE(EA, £ EERETA,
f5lan TLS1.0, TLS1.1 MY AT8ESS22) FREAK, POODLE, BEAST. CRIME EimiRAISMNE, ER, 1Ti&H
fogfEh, FE—MEEBMSRRMMESSL BEF, XMNIEH RS SSHINEnHTEERE, I
i, WIABSERNINEER, UREEINEEE LS, XUEEFADIIEESHTING. XBiHR
MRt RIS ERNEREATIR, HECASRT, XUHBEARN S HER. FNREITIL

FROERR, BLEERIEESRNAERETHEBE— I RIERI TLS/SSLECE.
DNS (Domain Name System) Health 42 RGBT EBRR

FEXERA TG EHE RS DNS fIARERIBCELIN KT DNS AYREIHE.
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@ 90 5= R TR

&M DNS f=EmEEliER

@ HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY 1 finding |° POSITIVE SIGNALS

Malformed SPF Record 1

| @) INFORMATIONAL

EXEETTLABRIE Low Severity IEH 7—NalE,
SPF (Sender Policy Framework) #2i%75 5RESHESS

SPF ZREREBAFIFISARERMAAI— N E. RF BRI DNS A —% SPF iR, Bile
FRRED T IO & XARSS8S, M ISP (Internet Service Provider) BIEEXMBRSZSIRAEHIET
ERHRIN A S S TR NIRRT SPFICR, MEHMHRERESITRNAIEMARIEIRSS. NRELARHER
. SUEBMENIER "RMEA" tbiE, NFTEEE SPF 58,

BREARED, XEAR RSN E I & ARSI AMARIXES  X—TuR BRI & RY SPF
ICRFAEBIGEIRAIE™, SPFICRISTUGEIRESEEZAY DNS ICRPHY SPF ICRIFEIE ASHE LAY
[T, TS SPF HMUGIIEMESK, IXATAESE SPF IIFAMER A IER#T SPF ISR, MMSHEF
HB{AFAGTAERNAZ AT,

AT 2— LA 58S SPF iCREERAVE I :

1. iBEEIR: SPF ICRWVNEEIFERNEZMN, WNRTE SPF iCRPFEHSIEIR. ROHSRA

T8, ROVERXRBEFROBAFESER, S5 SPFiEREER.

2. BRENKEEL: SPFICRAIKESIRG, BEERLEEY 255 NMFf. R SPFICRBEI TR

#l, ISRV,

3. RVBERREF: SPF ICRUMBEVERIXRET, W"v=spf1"{E)y SPF ICRATEEIR, FrE

FA SPFhRA 1, SIREGRDXEMERIXET, §SE SPFICRBIGEIR.
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4. T3as 1P bt SPF IZRFSREIN IP HEHbORFIERAGE, 0 IPv4 bk (fin:
192.0.2.1) B IPv6 btk (fIgn: 2001:0db8:85a3:0000:0000:8a2e:0370:7334), F1ER IP ihiitig;
AIEHE, 1S3 SPFICRIETUEIR,

5. ESRYHH: SPFICRPAREEIERAWE (M include, ip4d. ip6F). BMIHIE SPFiCR

R REEHI—IX, WMNRBIMESAIE, 1552 SPF iCRIEEIR.

Patching Cadence #p ] 7%

Patching Cadence
@ 100 9 i ) e 2 findings [ ]
Out of date company assets which may contain vulnerabilities or risks
@ HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY |° POSITIVE SIGNALS
|° INFORMATIONAL 2 findings

Low-severity CVE patching analyzed 1

Medium-severity CVE patching analyzed 1

BAVERIE, EAFBERWHRESERS, 13T Z2IFEEEN, X—IHEelasEaEane
%A CVE (Common Vulnerabilities & Exposures) iRiRE&EFEXKEHNESHN AT E~, &
Informational iIX—IRFREA AT LAER:

Low-severity/Medium-severity CVE patching analyzed BME/F i CVE [BRHEERIDHT,
EXENRER OXTUXCAI R E SR EHERNE, SUUREHENESR, tSBEImFARE (LR
imiR AR LB R TEIMFARIRBA D HT) . FEEERIR, XRZ informational DRI, A

POX—T0Fe( JRTLAB RURA RO A 2% 100 73
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PATCHING CADENCE

Low-severity CVE patching analyzed

DESCRIPTION

We analyze patching coverage for low-severity Common Vulnerabilities and Exposures
(CVEs). We base this analysis on the number and percentage of low-severity vulnerabilities
that were resolved on the network since their detection, and the average resolution time
over a 180-day period. You can view these metrics in the table below. Low-severity CVEs
have a Commen Vulnerability Scoring System (CVSS v2) base score of lower than 4.0.
While medium and high-severity vulnerabilities may warrant more urgent attention,
maintaining a regular patching cadence for all vulnerabilities is an important security best
practice.

1~ IMPROVE YOUR SCORE

There is 1finding you can investigate right now. Resolving findings can affect
your rating.

Resolve Findings Learn More

Endpoint Security ¥y M &£

WA B F R A RAR]

INFORMATIONAL SIGNAL
Informational signals do not affect the company score

RISK
This analysis reflects the number of low-severity CVEs detected in the network, the
percentage that were resolved in the past 180 days, and how quickly you apply patches.

RECOMMENDATION

Monitor CVE lists and vulnerability repositories for exploit code that may affect the network
infrastructure. Subscribe to the National Vulnerability Database (NVD) RSS or other feeds
to learn of new exploits and vulnerabilities as they are released. Maintain a regular updating
schedule for all your software and hardware, and apply all the latest patches as they are
released. Also, correlate this analysis with individual CVE findings in your Scorecard to help
you better understand the effectiveness of your patching practices.

REFERENCES
» NIST - National Vulnerability Database
* MITRE - CVEs

[»] COMMENT ON ISSUE

Provide additional context for your teammates or external business partners.
Transparency drives trust and helps effectively collaborate around
cybersecurity issues.

Add Comment Learn More

Endpoint Security (inm%E) RIERIFMNEMEPEIRIBFNLEBIENRA, KinREEEIE

BB, EiCHARK, Bk (UIEEFIFITFARER) | BRSFIEMEREIMNSEAYIRE. Endpoint
Security EFERIXEIRERIEIEINR AR Z RN E.
Endpoint Security IR EEL NS ERITHEEFNENE:
1. BERSMEERMEGRR: ERMRSTREEG RGN, BTSRRI, K. B
RUETER,
2. BRXIERIA: IREMEREImRE CAIPKIE, DUSEFIEHIHHIRENNERE, EIERERN
AR .
3. IRSIEHINEIENE : RIS ERISNBREFRIBaFEN REVER, FHERESIRINERAKR
IPUREIRERITE L.

4. TFZFEH VPN 22 REITENRSENERME (VPN) EERIEI SR ImIRER
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e, ULIERERASEAETEEE.
5. BRlERERE: RAIMEERImRE LFERNS AR, SERFRE. NEEFIEMRE
AN T =,
6. ITASRHIRERN: ERTADTRERINRAR SN RS E ERSEENFRE, FRE
FENAYNB N FERE.
7. BEME CREmREF LANENRE, FETHEUISN, LERNMAERESH.
Endpoint Security RIB#RERIFEINSEHRIRIRREE, PHLEEIEHE. TERGRSR. RERN

RORIEAIE bR 2. EXNTRIPERMEE. 4P SESMNNSIENEREPEREE,

IP Reputation E&TEHHA

X—IEIEENTIMEFRET LGS, FUNEEERGEELREME. He IP Reputation B IP 58
RISE1EHR (Reputation Intelligence) BARARMMMBRIEARE. ERRBIAIXIEEDK IP HIUATE
FRTE, £/ IPEEFIRTLUEEREEEMEN IP AUER. Fla0, BAELAMERILIIEEEmEHAE
SLIBAGIESCKRIETT WAF (Web Application Firewall) {488, H IP FETRESBELUT/IRGER: &

BRI IP i, ERAE, TORMNE, MEFGEMLE, WikiFeE, BaltERNEE.

@ 100 SRR RS -
AT, ST R ’
@ HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY |° POSITIVE SIGNALS

|o INFORMATIONAL
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Application Security N %4

X—IRFEEEN—, AXERAESTAREEHX—TINRE, XERBEE T HE K
& FEBRIIRANER, FIUEASTERIRELIES.

B4, $13 Application Security BDNFZ2EEZES Web Application BI Web RIFBZ##THY
RN, SR REFEN AL SRRALURNE, FiIHE, S—F4S5 S5 OWASP (Open
Web Application Security Project FFif{ Web RFEf2FZLIIE) TOP 10, 7£2021 FAJ TOP 10
B, Bli1o5E: RIFRBEES, MR, AN, AR, ZLREER, ZZWHOTIE
RYLEH, INEFEPGEREEARM, RHNMIEREEZIR, R2AFICHREIEAM, SSRF (Server-Side
Request Forgery), EXEINRKEZIEEARRMANNE—NRENRERE, tTeestEAER
REERN, ALNREEENX D EEXENE, BT ER#TER. REESFENZ,
Application Security X—IRFf{EEFRYHNIRIERZHELN OWASP TOP 10 IR AEBS MRS . il
SEIXRRM TN T AR T,

@ 52 Application Security

Detecting common website application vulnerabilities

29 findings [11] [i ]

@ HIGH SEVERITY 1 finding MEDIUM SEVERITY 9 findings LOW SEVERITY 10 findings ‘e POSITIVE SIGNALS

Content Security Policy (CSP) Missing 5

Site does not enforce HTTPS 1

‘ﬂ INFORMATIONAL 9 findings

Website Does Mot Implement HSTS Best 4
Practices Site Does Not Use Best Practices Against 5
Embedding of Malicious Content

Website does not implement X-Content- 5
Type-Options Best Practices

TRILAER, Mub2ARE AP ER HTTPS HTEREH.

CSP BB LLHEMRLR X-Content-Type-Options IXLSERRIEIERLPEILABZIISE, XLa]
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LABBRERIBAIFR XSS s, SIS XSS RIHIIABEPAME T, (BR XSS (KIBZEEI&EEWRAERIY
BH, XERSE TR TREFPRLER. FTLER, BANeaIWuEEE R TIX L EEH T
TN, ERfiESNMLERY Copyright, E1EXTF Log4j, Spring4Shell SEXLHBIRAISHE LIFE
IRARSRIRAIRSS. EF Logd) BREAIRIBIANEEIT, £ 2021 F/Y 12 BRI E, Apache Log4j 12t
T—MEEFERER, B Logd) ImieNBiTRRE, FEALFBX—RmEH TIniEs e inmEG,

FrEsBIRE LN AR, FRER, = FafIB MRS E T aEEInMNE LT 2 XS,
Cubit Score Cubit ¥4

CERIMEENZERETHAISTIERR. Fla1, BANGELHEPMSIREUEER 1P ik, XLt

IFEwERIC,
Hacker Chatter 27238

"Hacker chatter” (RZiJig) FEIEEMS LHTHREZERZR. IHEMERRR. XTieE
BREEESICR. WTEDH. AER. RIERFaEM L XS,

EETCHRETILIS RSN SE, SRAKERA. wRFA. WEeeeTH, TR, B
MRARARITER. TRANRERES. BENUTUSERERA. FAFIEERYE. RO FE
RUEE, B BRRARASHFGRS.

EETCHBENTLURSHNAN, SERARERE. WEBRAE. FBEAREAD. 255K T
(DM BRSKE) F. XMNICATRETRIAFEES), FIANHRISARWESKE. HITHESTIE,
AFERD. IRERBWEER

MNTFMNBELZE LI ARMRETERR, WIS TRZFITIER—MEERBRINETER, AILFE

TREREE. REMMFIBEES, LUERBIEN RSB T 750,
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Information Leak 12 EtE

SR ERR A RIIRICR mUATRERIR S I RERIR B REAEBRIR IREIE. X MERT,

HAISERT P HEUAREE. AARBRE. BRRE. PTARBMER (BN, YiEEthiE, Bi%

SE%) NRE. SIREFHEHTEN, SEEHBNINTX—ERINTS.

Social Engineering tt& TS

HETIEFERF(MENMuEH THEAI BT RERAN—FR, XEREFE— I TIEFRE
SR TERRIEMIINIRE S, LUTFE—

i

BIPF, FIEIER —FrEI RIS TR B A SRR

MIBHARAITRE :

WEERRBD: WEERMAAEERISER, fINRIT. BFaMHEERE. AFEFaaE bE

R, LASlEBFRRPIEE

/N1
=540
==

HXEORIHER: WEEBSRTFHME. 1EE. HNEREEMMEELUAIE— R IE
MFERSER. WP ade EmEARNER, LSIEBRBFIKEN

kg A ==

BirAF. %EEREESRE

BESRAPREESHERE N XY IR EEPERES — MRS, BRNESISEFRRR

TZHEE N, SERITRERER— ML, MR8 ST
BESWE | SEI— MBS RTT

BE=x

WIRFAFBASRER: JBAFREEESF IS, 7T

HEEEWERR, EXGASRMESE, AP, BB, RITKFSHEE. BRERKIRSRIBR T8

SRMXEBIRER.
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ENEERSRER: —BEEmAFRHTHRER, WEEMYLFBREERHITESE, W

HERKF. Bn&ED. MSHFS.
HaREAMAT AMIBEENFEC, BIRIREFRS |ISAIREAZ 2T, BTSN
&, BPNGRFER, WHREEIRERNESYE, FRZREIREERE N, FERRPTAR

RIsE%RE. AANEHRTIR, NERERIR, LZSERILEEE, WEFEMHIRE. MubE

BEZE, LURDSIBEIERIXG.
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Digital Footprint ¥(F 2%

XTI ITUERI N ERTERIE, FEFSBIREE, 1P SEEH TEFMREE. BiTiX

z

M, BNTLUEEFERURRRANES, ARSI L EHITES.

4} » HETEETEESROT Scorecard 0 Digital Footprint > Overview

Digital Footprint
Overview Dromains IPs

Your Digital Footprint

See all your assels at a glance and drill inte specific domains or IP ranges for a closer look.
By validating your digital footprint, you can improve your score, correct inaccuracies, and gain better insight into
your sacurily posture.

Dismiss

Fill attribution gaps fast

Add IPs or domains not currently attributed to your Your H retacted
arganization for a more complete digital feotprint. Irventany i v SecurityScorecar

Updoad Ascets

5IPs 7 Domains Discovery @&

Location Detection Source

Hong Kong 2 IPs

China 2 IPs

5 Attributed 7 Attributed

IP per location

2P Hong Kong

2IPs  China

TERITABRIFERFRELAR R, B Impact ITH FE1%Mib2 S FERRATRRAE
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IFEFEHBMRIHRENELZ 2 H T R LA T AR

1. DNS #)§5: IEEAJLUBIEIANFF DNS ETRISIE, BEZRIFEEETETE IP sl b, XA
S AP HWEE DRI MSE R R AR .

2. FiABPEMHRE: WEETLEREMNC T EX BfrE i T A miosEs, LURIEER
FEE, XEALURAREEEXERARNER, BIEFIHERISRN, FEERSTIEX R FRINES5E.

3. BT WEETLIBINREZEMEK,E DNS 2R mH, SBsEaEsii, FHMEST
HERIEITECR. XOURESHAFPREEHZIEEMLL, BFHpERNT, BERSHRTIT.

4. BURBA (XSS): WRFHBHFE XSS FH, WEEBTLLNINESWE, FEd FEREEs
BRF. XAgESHAFENEST R TESRA, tHESRYE R B TR EED.

5. BUiiERBIE (CSRF) : AIRREZIFEEHIER, FEFEEFE CSRF R, WEETLUA
EERAFIRBFPNSDIUTREFZINAVEE. XATBESHAPITEEERE, FIIESKFIRER
PATAZRIERLE,

6. IWBRREHIRRAMEE . FE2ANFEENELR R ETXANRRISRSR, PIINRERRSE. &Ri1=
FRFNZRAS., WEE LA BXEEERH TR NG, S TIENEMNESIRE.

AT XN, BLRTLARELA TR EEE:

- EHH T FEEAEEEE, R FER A R 2R,

- SCHESRERRSERER, 4SRUEXSTERIEMEF DNS EIEFREAINK.

- Inf% DNS TCRAIRN, FHRRAEERAIARTLITERITIER,

- ELieREFRMUEEE, LUED>FEE CRYRIE, 20 XSS #1 CSRF,

- HERIEAAESFD DNS IRIEEHITR S, SR EER 2RIIRS IRAE.

- ERISEFTAMEFEEIEMTES. DNS Bresfl FRExiR S Y, LURD ERNRYRRXAG,
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BTXLEIENE, ATLEEFEAMREENREE, FREEMESIERINE. AT ERE ) maY
LETHBER LMRIFAIRS FEEFIREZH TSR, AENER TR,

B Columns 'YW Filters Q Em

No data Apply Tags Add Claim Manage Export
Domain Ps Status Issues Findings impact Domain type Custom Tags
1 Attributed 3 5 09 Subdomair + Add Tag
5 Artributed 10 31 105 Paremt domair + Add Tag
1 Artributed 1 1 0.2 Subdomair + Add Tag
2 Attributed 2 n 28 Subdomair + Add Tag
1 Attributed : N N Subdomair + Add Tag
1 Artributed 3 5 0.8 Subdomair + Add Tag
1 Attributed » N T Subdomair + Add Tag

LA 2EXRAY IP LARABIRFERE .

@B Columns W Filters Q
5 Apply Tags Add Claim Manage Export
P Status Location Issues Findings Impact Custom Tags

Antributed China N N \ + Add Tag

‘ Attributed Hong Kong N : , + Add Tag

Antributed Hong Kong N N N + Add Tag

Attributed China N N N + Add Tag

[ Attributed Hang Kong N N ; + Add Tag
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Vendor Detection £t &5

B HNEEN, ATLE— MBI IR ERIE=0EM, W SRS, ST IR. AER
1% (CDN), #HA2AEG. SUTRERSE. XY TRIGTINAREFITARE. SHiNTeER
KR BIFEERRY, EACEUTRNAEFIRERR. NSNS E N,

HN I NEE @I TGS FRIEFRIES. MEIER, MAMEMRARHERSEIAY, —&
N TEAARS ST LAB SRR SRS =M, MMmRHEEERN SR,

FEITHE, HNEIENESHIEAIRFAS EHRIRES R —Eia, RAIB=SHNE R sE S KRR
RN AT b FRFE FrRUEEFCED, IR TAN AR NIR NS EIE FRRY AR ZRAIRRFABER,
HREMENRF IR, BEETLBORENRHNHEN TSRS MR EEFARIFEY,

95 |=‘\ SecurityScorecard & NPtagBONPL. test2 testd #
4204 L]

Improve Score BB B +2moe 19 Custom Scorecards - In 14 Portfolles Invite Teammate Mere §

securityscorecard.com - Technology - 478 followers

Score Factors Vendor Detection
History

lssues [&)

Use Automatic Vendor Detection (AVD™) to see your third and fourth-party connections and track supply-chain
attack vectors throughout your ecosystem.

Compliance
L Only 4th party risk

Digital Footprint Scorecard: SecurityScorecard - Products used: Facebook Pixel (+211)

Vendor Detectlon

4th Party (2717)

Hierarchy Grade Linking method
Evidence Locker Select W Select v Clear al

Company Profile Srel Party (9)
Internal Security

= Columns Q, Search domains
Financial Impact

"7 - Expaort Add to Portfolio =

Vendor Score Products used Linking Method 3rd-Party Connections
82 Waymo e 43 - HTTP reguests
0 days ago
Supply Chain Risk Scara (&
Adventistrisk 57 - Enhanced
° illumination
18 days age
n Average Apache G 56 Adobe (Unspecified  Enhanced
) illumination
Product) (H177) 18 days ago
Average Microsaft e 48 24liveblag (+1615) Enhanced
. llumination
18 days ago
Oracle Corporation ° 53 4C Insights (+1608) ~ Enhanced
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Atlas

Atlas 2 SecurityScorecard RIEIESHNHERIRTFE, ATHAXKER. Atlas EAIXSZE
KHEZENNEZeRAERRIREER., BEH. EXxe, XELIBESPMNREREGSE
SecurityScorecard ¥4k, BIEERINNRFIFEFBLEICS RITFRNEEHESIZE, Atlas BN
HINEEEESERMRIEER, Atlas HNTIMNUGES SecurityScorecard [RAIRIMNTINIAIEES,
NRLURM TR EMEZEXEER 360° ME.,

TR REAERRERITE, Atlas ERRESERIMIENTEFECEZIE 70%, EERIIEBAEE T

EZT{F. Atlas F1 SecurityScorecard #5 1+ BARATITE, EEEEEESHITHMNBXBLRR,

Atlas I BN IEKIENEF TS

YERIEIE R EEFIFERRA, Atlas # SecurityScorecard i@id 4 /MEEERIEEE, 1HE 360° THEHR L

FHARTERINEZEXE:

Upload custom or choose Send to your Track the Validate with SSC
template questionnaire vendors Status Ratings

1. EESEEEENATERER, SN 20 MTRERIREER P TERE.
2. —IXBEEREKEE— I EESMINE. WINSKEISEREBHERE Atlas 5.
3. REEMEERIRTS, EE8ILAY, AEEMEREREEE. Lt BIBHEE,

B BRIEIREEFE FHRMY
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4. FEESTHE, BSIEIRFERMEER, FILIERE Atlas FERISHMHHG. Atlas FIE8E

WES IR R 2ICH RITFRRSIZIR ML, FIFHRSHBIRIERASIEAL,

Atlas U155 Bh & BRSO 5] &5 1)

[EEFIRISERFIRE Atlas #HTE3. HERI—S0tRES. Atlas HASHNEEF S5 | EIREN 7R

WA, BRI BaESHE Rt R 2RSS,

ISO 2700

PIC Framework
answer types
Upload any questionnaire
you have filled out already Our Smart Mapping Get automatlc answer
Engine does suggestions on new
the work for you questionnaires
NIST 800-53-2

-_—

. HEEZAESHHAEE, FBEXIHE LRSS E=MNEHERERE.

2. LBWRIFNEISH, BISH LR Atlas LIFHAES.

3. Atlas FUEREHIES RIS ZRIESHEEEIMRBIFENER

4. FERFEESHER Atlas FOERREEZEIN - Atlas SRBEG HEMKRINEIERE, LERNIEMSE
AR PRI EE.

5. SERIERANME, B Atlas BiRiE), FHGSTRIEEASERERS 70%.
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Limitations

- SecurityScorecard ZFE5K"WIMEIR "I ENMERESHHTIEHEAN. IESBENTE. $XIBRT
EEERNBEFREAZRMNINBRINERE SR, AL FREBHINR ST IT AT E i
—MRFER. ERERTHN, EEERTSIREERE.

- BN B SRR SAT A ERM ISR TR AMEMR, XTSRS
SRREIRMRY, MARHEMR. X SecurityScorecard i, IXEWERADEFIEE

AIEf, (BRESHIEEFE—EIRRER,
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Questions & Answers

Q: FENHEBNIRIE A EE AR RIS S BRI T FE (27
A: B m T I BRI &K S A XTI BE L FFHIEEH TS, ATATEX RIEIEA

B ZAE N THdr. IE—rR5E BRI E RIS HIE T T

Q:ATMJHIAAEEBE B HRNIEEL) APl FEL]? SER it A E AR AT BHABS.

A: JBHF, FIXIX—51E, Bl e T APl Bl REHIEAI A TESE.

Q: (IR EVFRFREN LIRS ?
A: BYF, EIXTERRTFRIRE, FEll TR S BT iF SEIRERE TP BRI RS IR AT

FF, BN T2 UREREH TIEEAIREEL.

Q: IS IEFHEXAI L LIRS EFF1T?

A SHY, HIREIEE T EHTIELUERIITE, ZolIHHERENA ST EHER,

Q: 1-2 FHRHEHEEZEE? WRE 5-10 5E?
A: DECFIE 5-10 5B EEH), B FELRIPREGNGGEN, 1EELZ T, 5 BE9A)Z/ 1-2 5
T ARG ERE T EBE AN, 2T, 58 I 1-2 5-SHLErFRREZIES, BIIM

B & C, REDHEMNTKA, (GaEERE/LEZE,
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About Us

MB L EITFRAILIRTSE SecurityScorecard H Silver Lake Partners, Sequoia Capital, GV,
Riverwood Capital FHRFIGHERE R, Rit miEd —TRBE HREAGHEHRIENE L 21FRIRSS .
SecurityScorecard HHZ£F1XfEEZK Dr. Aleksandr Yampolskiy #1 Sam Kassoumeh F 2013 £&p};
3Z, SecurityScorecard FIEFIFES AT 25,000 MBLAERH, HTEWNEER, S=5XEE
. EEARYE. RIVEE FIRSRRERS, SecurityScorecard B MZTEES. R TR
BEeNENTHE., XENIELTN, FEHtRTEENRE. 8MEREEEREEEEREES

L ETRATEIBIF,
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RTULBH 4% 22 4

HTRIEEIRRG AR, BT OFTREERT. RINER R EEEREIN TR
AR, I VERSHFYTINTRAKMRNE Morphisec, Datalocker, Lepide, SecurityScorecard,
veracode, Mend, Onekey, Allegro, Profitap, Apposite &y 7 ZZHISIEXR, RILEERES
MERE, HiELe, Kinke GISHH), WERLITFR, MEHEE, KEHZEDTETILRSTHER

BE. INELEEER!

HongKe
008808 i

WA F T RHEAT PR A A

www.hocyber.com

hocyber@hkaco.com
J M T S A X A A 18 SRR C 6 )F

T (+86)400-999-3848
M (+86)135 3349 1614

L. M| RER | R | S | g | RIA IRENE S L hocyber.com
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