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{ "hash":"7461864e", "service": "whatsapp", "ip 1":"213.143.110.250", "ip 2":"31.13.84.49" }
{ "hash":"7461864e", "service": "whatsapp", "ip 1":"31.13.84.49", "ip 2":"213.143.110.250" }
{ "hash":"ce931c02", "service": "whatsapp", "ip 1":"192.168.3.83", "ip 2":"31.13.84.51" }

{ "hash":"ce931c02", "service": "whatsapp", "ip 1":"31.13.84.51", "ip 2":"192.168.3.83" }

{ "hash":"70d46209", "service": "whatsapp", "ip 1":"31.13.84.49", "ip 2":"192.168.3.30" }

{ "hash":"b6cd9%62", "service": "whatsapp", "ip 1":"80.110.82.15", "ip 2":"192.168.3.130" }
{ "hash":"6fc2f8ce", "service": "whatsapp", "ip 1":"192.168.3.130", "ip 2":"80.110.82.15" }
{ "hash":"55e8f416", "service": "whatsapp", "ip 1":"192.168.3.44", "ip 2":"192.168.43.12" }
{ "hash":"113d5e32", "service": "whatsapp", "ip 1":"31.13.84.49", "ip 2":"192.168.3.44" }

{ "hash":"a597661la", "service": "whatsapp", "ip 1":"31.13.84.49", "ip 2":"192.168.3.72" }

Cubro DPI WhatsApp 4000
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https://drive.google.com/a/cubro.com/open?id=1yDWXva7JMdRPtRZDUBX2H_6QjcRpSOA8QdMlww4QpuA
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Kafka / Hadoop Cluster

@Cubro

B

TAP/NPB

{ "hash":"7461864e",
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Services = 1

_tkun video Ikaunis a chinese video sharing website.
he Ameri ing Company (ABC)
. i Y
abe video il
built using
acestream  video forrent technology.
mazon Videoi i is developed,
amazon_prime_v video owned and operated by Amazon.com.
Apple TV s adigital media pl i
by Apple Inc. It i i
apple_tv video digital data from a number of sources and..
2 — —
Th i 1
bbe iplayer  video ing mobil 3
view,and add
bilibil video i i i in having.tv extensio...

Cheddar Inc i j Jon
Steinberg in the United States. Cheddar broadcasts live daily from the
cheddar video floor of the New York Stock Exchange (NYSE), NASDAQ, the F...
Watch free movies and TV on your iPhone, iPod Touch and iPad. Break
‘away with Crackle. Crackle s the destination to watch free TV, movies
e S 2

crackle video
N CONSOLE PR Stream the best of TV allin one place. The Showtime Collection features
¥y CUBRO I R ! ilons, The A
cravety video Homeland. The HBO Collection includes Entourage, Sex andt...
AdobeC; f jce offeri
Systems that i

creative cloud  video Adobe for ign, video editing, 3

& 5 =
online community focused on videostreaming East Asian media
oninecomm) o 2 E 5

X1 2
d
RESCT USD crunchyroll  video aut..
S| S B 3 =
0 — s S ik v b g sey os

dailymotion  video Dailymation s a video-sharing technology platform.

Group. ice s dedi
dazn video streaming of events from various properties.
DirecTV Now (or simply DTV Now) is a subscription streaming television

directvnow  video i i rm

or
ing for someone or something. Use tin

fe2 video

Miaopai is a Chinese video sharing and live streaming service with 70
flash show  video million daily active users.

Flickr (pronounced "flicker")is a

age hosting and video hosting
icorpin 2004

and
flickr video acquired by Yahoo on March 20, 2005.
free popular music! Get featured & become famous with fun challenges
flipagram video for every talent - like dance, beauty, art, comedy, music, anim.
funshion video and website.

launched in October 2015
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Service Usage

@ Use System Time

Start = 2019/10/24 07:20

Y gmail, ‘vpn
> tls (35)
» google (28)

» youtube (16)

» reddit (1)

» google docs (10)
» google_photos (1)
» google_play (23)

» doubleclick (16)

» gmail (21)

» amazon (6)

183 services.

12

End

Service $

2019/10/24 08:20

Selected timespan: [

Total Bytes of Service «

@Cubro
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2MiB-1GiB, >1TB

Page 1
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of 19

552.37 MiB (21.87%)
508.56 MiB (20.14%)
405.28 MiB (16.05%)
322.90 MiB (12.78%)
140.87 MiB (5.58%)
83.51 MiB (3.31%)
63.11 MiB (2.50%)
46.20 MiB (1.83%)
35.59 MiB (1.41%)
34.02 MiB (1.35%)

246 GiB (100.00%)

Source IP *

Y 192.168.0.20-192.168.1.10, <10.0.0.1, 0.*

192.168.0.110, 192.168.0.111, 192.168.0.114, 192.168.0.116, 192.168.0.126, 192.168.(

192.168.0.110, 192.168.0.114, 192.168.0.116, 192.168.0.126, 192.168.0.144, 192.168.0...

192.168.0.114, 192.168.0.116, 192.168.0.126, 192.168.0.144, 192.168.0.158, 192.168.0.

192.168.3.83

192.168.0.114, 192.168.0.144, 192.168.0.149, 192.168.0.159, 192.168.0.180, 192.168.3

192.168.3.30

192.168.0.114, 192.168.0.116, 192.168.0.126, 192.168.0.144, 192.168.0.149, 192.168.0....

192.168.0.114, 192.168.0.116, 192.168.0.126, 192.168.0.144, 192.168.0.149, 192.168.0.

192.168.0.114, 192.168.0.116, 192.168.0.126, 192.168.0.144, 192.168.0.149, 192.168.0....

192.168.0.116, 192.168.0.144, 192.168.3.25, 192.168.3.36, 192.168.3.39, 192.168.3.60

10 rows

10%

Activity during selected {3

1h - 100.00%
1h - 100.00%
49m - 83.06%
25m - 42.50%
1h - 100.00%
1m - 3.06%
58m - 97.78%
41m - 69.17%
58m - 96.94%
35m - 58.89%
min.: 0.28%, max.: 100.00%, avg.: 21.35%
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G5

'a% B—GB-.UGm a { "hash":"7461864e", "service": "whatsapp', "ip_1":"213.143.110.250", "ip_2":"31.13.84.49" }
nagnn Mnannnt\ﬁ ~ n { "hash":"7461864e", "service": "whatsapp’, "ip_1":"31.13.84.49", "ip_2":"213.143.110.250" }
i & "

{ "hash":"70d46209", "service": "whatsapp", "ip_1":"31. 2""192.168.3.30" }
{ "hash":"b6cd9e62", "service": "whatsapp”, "ip_1": ) 2":"192.168.3.130" }
{ "hash":"6fc2f8ce", "service": "whatsapp", "ip_1""192.16 _2":"80.110.82.15" }
1""192.1 _2":"192.168.43.12" }
p_2""192.168.3.44" }

{ "hash":"65e8f416", "service": "whatsapp",
ip_1""31.1
p_2":"192.168.3.72" }

{ "hash":"113d5e32", "service": "whatsapp",
{ "hash":"ab97661a", "service": "whatsapp", "ip_1""31.1

Cubro EXA8

EXA32100

drop ip 31.13.84.49/31.13.84.51 and
all IP which are in the dynamit table
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CERTIFICATE

Management system as per
DIN EN ISO 9001 : 2015

In accordance with TUV NORD CERT procedures, it hereby ceriied that

Cubro Acronet GesmbH

Ghegastraie 3 By CUBRO
1030 Wien FTWORK VISIBILITY
Austria

Sales and development of network monitoring and network
visibility solutions

Cartcate Rogsiration No 44 100 18600030 Vaid from 2016-06-12
Aucit Regort No. ZER 16348 Vaid unt 2022.06-11
Intial cortifcation 2016

Diefenbachgasse 35
1150 Vienna, Ausina

Conticaton Bod

a1 TOV NORD CERT GmbH Viewa, 20160612

reqular survelance aucts.

TOV NORD GERT G Langemarckstraia 20 45141 Esson

(( pAKKS

Cubro ISO9001

18 @Cubro

i tuev-nord.cort.com
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Cubro

CERTIFICATE

Management system as per
DIN EN ISO 14001 : 2015

Cubro Acronet GesmbH <
Ghegastrale 3 .} ! UBRO
1030 Wien NETWORK ViSIBILI

Austria

Sales and development of network monitoring and network
visibility solutions

Certicats Rogisration No 44 104 18600030 Vala from 2016-06-12
Ausit Repor No, ZER 1634 Validunt 2022:06-11
Initial crtication 2016

Diefenbachgasse 35
Corticaton 8o 1150 Vienna, Ausira

aTOV NORD CERT GrmbH Vienna, 20190612

oqular survelance auits.

TOV NORD GERT G Langemarckstraio 20 45141 Essen i tuev-nord.cort.com

((pasas

1ISO14001
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