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VXLAN ID 10077 VLAN 77 > Frame 368: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
> Ethernet II, Src: 5e:00:00:00:00:07 (5¢:00:00:00:00:07), Dst: 5¢:00:00:02:00:07 (5¢:00:00:02:00:07)
> Internet Protocol Version 4, Src: 192.168.100.101, Dst: 192.168.100.102
ID 10000 ID 20000 GW VLAN 10 > User Datagram Protocol, Src Port: 60963, Dst Port: 4789
v Virtual eXtensible Local Area Network
VLAN 20 > Flags: 0x0800, VXLAN Network TD (VNT)
Group Policy ID: @
VXLAN 3 VXLAN Network Identifier (VNI): 10077
Reserved: @
MAC VLAN > Ethernet II, Src: 5e:00:00:00:00:07 (5¢:00:00:00:00:07), Dst: 5e:00:00:01:00:07 (5¢:00:00:01:00:07)

» Internet Protocol Version 4, Src: 192.168.11.11, Dst: 192.168.12.12
> Internet Control Message Protocol



VXLAN Concept timing

Basic connectivity test
We are going to test basic connectivity between the hosts with ping.

Ping from Café to Beef (L2VNI service over VXLAN fabric)

= L2 Inside vian 10

Cafe Beef
192.168.11.11/24 192.168.11.12/24
1000.0010.cafe 1000.0010.beef

Figure 7: ping Café to Beef

Cafefping 192.168.11.11
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.11.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

Ping from Café to Abba (Local routing)

Abba
192.168.12.11/24
2000.0020.abba

Cafe
192.168.11.11/24
1000.0010.cafe

Figure 8: ping Café to Abba

Cafefping 192.168.12.11
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.12.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/8/13 ms

Ping from Café to Babe (L3VNI service over VXLAN fabric)
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192.168.12.12/24
2000.0020.babe

EVPN
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Cafe
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Figure 9: ping Café to Babe

Cafefping 192.168.12.12
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.12.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/23/29 ms




‘_ VXLAN Encapsulated Frame >

< Original Ethernet Frame >
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Outer
Ethernet
Header

Outer
Ethernet
Header

Outer
IP
Header

IP

VXLAN
Header
10020

Outer
UDP
Header

Inner
Source
MAC

Inner
Source

Inner IP

Dest
10.10.10.10

Inner IP

Dest
10.10.10.10

Inner IP

Source
10.10.10.1

Inner IP

Source
10.10.10.1

Original
Ethernet
Payload

Original
Ethernet
Payload




1:)

2:)

3:)

4:)

5:)

6:)

7:)

8:)

9:)

10:)

11:)

12:)

SPAN VXLAN

EVPN
EVPN
EVPN
EVPN L2
EVPN L2
EVPN L2
EVPN L3

EVPN L3
EVPN L3
EVPN
EVPN

EVPN



1:)

SPAN

2:)

SPAN

3:)

SPAN

SPAN VXLAN

EVPN

VXLAN LAN

EVPN

VXLAN LAN

EVPN

VXLAN VLAN

VXLAN VLAN

VXLAN VXLAN



SPAN

4:) EVPN
SPAN
1) VXLAN VLAN
2:) VXLAN VLAN
??
VXLAN
CPU
( ? “IPID
5:) EVPN
4 VXLAN
6:) EVPN

4 VXLAN + VLAN

VXLAN

VXLAN

CPU 100 Gbit +

/I)

L2

L2

VLAN

VXLAN



Cubro ql

GAE 008 G006 A3 GB6e B3 e E

A® E6 666 068 0@ 66 B® E

Load balanced original traffic

DPldecoding Netflow generation

Netflow V9 Metadata

%
¥ I k .
[ sFlow J | Correlation Engine i Sp un >
( Netflow J Syslo
VDS IPFIX >
[BGP signaling‘ . / Syslog/JSON

Gwitch Metadata

[ ]

BGP /




Cubro 1

Network Path

Now that applications and hosts impacted by physical network outages are identified, an SDDC administrator can
select end nodes to view where VM to VM traffic is encapsulated, and can see specifically which physical network
devices the traffic went through.

@ VM 192 168 66 66 ‘vmwmw:vumu i roam|eam|u@ Device 102 168 63 263 i ToR 192.168.66.104 ‘ VMsost 192168 66.14 @ VM 10216866168

Now SDDC administrators can pinpoint which of the network devices in the path are a cause of application
performance problems.

The following image shows network device interfaces involved in VM to VM communication.

.l:\:|:;¢1:@ ‘ VMHost 10114 216195 i?ozx:\u:n‘c' ‘ VMHost 10.114 216,197 @ VM 10104013
s o . o e
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For interfaces relaying a traced communication the following information is ToR 10.114.211.107 Interface .1
presented: Heakh score 927
e Relative traffic load on this interface as a percent of its nominal T R oo
capacity IS GT04SMB/133068  6OM/142M
o Relative packet rate on this interface as a percent of a maximal ToR 10.114.211.107 Interface if_2
packet rate sustainable at a current average packet size Healt score 92 7
e Atotal number of bytes passed in each direction through this R
interface over a selected time interval T ST o
e A total number of packets passed in each direction through this w | nmes/esMe  Tizu/eon

interface over a selected time interval

The Path information is available not only for VM to VM (East-West traffic) within the data center, but also for VM
to gateways (North-South traffic). This capability is useful in identifying network congestion and abnormal activity
such as data exfiltration.
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Top Tunnels, Top Flows

* Top Tunnels (VTEPs) by Traffic; Select Time Interval; Show:

VTEP, Average Bits/s, Total Traffic Bytes, Average Packets/s, Total Packets, Total Connections

* Drill down by selecting VTEP from the list above; Show:

VXLAN_ID, Source VM IP, Source VM Name, Source VTEP, Destination VM IP, Destination VM Name,
Destination VTEP, Average Bits/s, Total Traffic Bytes, Average Packets/s, Total Packets, Total

Connections



Top Tunnels (VTEPS)
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Top VMs

* Top VMs by Traffic; Select Time Interval; Show:

VM_IP, VM_Name, Bytes_ [N, Bytes_OUT, Packets_IN, Packets OUT, Total Connections

* Drill down by selecting Bytes_IN from the list above; Show (selected VM is dest_VM):
VXLAN_ID, src_vm, src_VTEP, dest_vm, dest_VTEP, Avg Bits/s, Bytes, Avg Packets/s, Packets, Connections

* Drill down by selecting Bytes_OUT from the list above; Show (selected VM is src_VM):

VXLAN_ID, src_vm, src_VTEP, dest_vm, dest_VTEP, Avg Bits/s, Bytes, Avg Packets/s, Packets, Connections
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