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1. fEfr

ntopng A2 54 ntop (9 F—RAAR, ntop 2 W R IR 2% 4 FF A8 50 1 P 4 37 SR 28 . ntopng %4 libpeap,

HHUAT KT S, DMESERs LA AfERED Unix &, MacOSX Hl Windows _LIzAT .
ntopng GEI, #RR/NG 7R /48 7 EMK, N K Web F 7 FHE, 00 S S2 iy A B SRR S B
FERRWT:

® RHE MRS AU AT HE Y, AFE 1P Hibk. s, L7 PR, FEEE. HIRRSR(AS)

® T RSN 4 I B AN E B AL

® G A M ZS TR AR AR B IR A, AL A S B

o KT N (CREHBWE , MPHERY, W L7 M

®  WHLIEIRA ST L B, WARIN FIAFIEIR, IR (RTT) , TCP ZiiHEE (HEfk, BLAHE
A, HEREER) LLE ARSI 1 R

o HFFATRESIH BRI REERIS b, DUER R ATIR B A S G 0

©  7E b A b AL AT M 3 E LA S

® FH nDPI H ntop ¥ JZ 4 A (DPD AR K IR FE 7 # il (Facebook, YouTube, BitTorrent

)

® A Google 1 HTTP 844 B i HARFAE AL ik 95 KRR AL HTTP i
®  JrifT IP JEIFARIE IR/ H B AT o 2K

® R IP MMUEAIIEN (FebM SRR r)

® i HTMLS / AJAX M4 Egiit (s a

®  SE4ICHF IPv4 Al IPv6

o SEAINEE 2 ECFH(ESE ARP ZiHER)

® GTP/GRE Z:p&id

® 7 kF MySQL, ElasticSearch Fil LogStash 5t Wi 4% $ 45
o  Zr s H t d A 5 3 MySQL

®  EHR G| LU S A AT BE ML

® SNMP vl /v2c SCHRFMIES: I % SNMP ¥4

o S{MEEL, AHE VPN A L E IOk
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2. hRASULEH

ntopng # A4 WA : Community, Professional, Enterprise M, Enterprise L, HEANRAS#BEF X655/
{1 L AS A BB I D e

ntopng [ hi GUH 4R T Dh R 76 B LML E «
® ntopng Community

A DX A A S A T DT IR AR o e B IEARAS AT LAAE Github E R F.

® ntopng Professional
TAVERFEAE T — AT AL X I AIA ShRE, X Bt TN AR, B FEEERGY, RE
fic B SO AT LDAP S 5830 .
® ntopng Enterprise M
Enterprise M A A A%} - Professional HRASHE Ak T —SLAH A TIAE, XL et KB L5 R4 A,
f F5 SNMP HF, Pk MySQL FiH, mZUEiReE s, miEraizal.
® ntopng Enterprise L
55 Enterprise M fRAAH L, Enterprise L lUAHRfE T — 4844 Thae, QRS HEH (EH- SHEM
KHEIIBEST) o BERRARIKE AT LA n2disk 1 Gbit (JE4E1C3%) 1 nProbe Pro (Flow Collection) , ifi /&7 £
il ¥ AT IE

3. %% ntopng

3. 1. 223% ntop FFHEEE(Z I E: ubuntu 18.04 LTS)

sudo apt-get install software-properties-common wget

sudo add-apt-repository universe

sudo wget http://apt-stable.ntop.org/18.04/all/apt-ntop-stable.deb
sudo apt install ./apt-ntop-stable.deb

E(E H root FLFR)

3. 2. &% ntop KA4H

sudo apt-get clean all
sudo apt-get update

sudo apt-get install pfring-dkms nprobe ntopng n2disk cento
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sudo apt-get install pfring-drivers-zc-dkms

3. 3. J33) ntopng

systemctl start ntopng

systemctl status ntopng

mp@ubuntu:~§ systemctl start ntopng

mp@ubuntu:~$ systemctl status ntopng

@ ntopng.service - ntopng high-speed web-based traffic monitoring and analysis f{

Loaded: loaded (/etc/svstemd/system/ntopng.service; enabled; vendor preset: {

Active: Jactive (running) |since Fri 2020-09-04 ©02:21:32 PDT; 25 ago
Process: 2314 ExecStartPre=/binfsh -c fbinfsed "/~[ 1*-e.*S\|~[ 1*-G.*\|~[ 1*
Process: 2283 ExecStartPre=/bin/sh -c /fusr/bin/ntopng-utils-manage-config -a 4

2318 (ntopng)

10 (limit: 2295)

/system.slice/ntopng.service

L2318 fusr/local/bin/ntopng /run/ntopng.conf

Tasks:
CGroup:

[NtopPro.cpp:714] [LI(

D M

02:21:34 ubuntu ntopng[2318]: ©4/Sep/2020 02:

02:21:34
02:21:34
02:21:34
02:21:34
02:21:34
02:21:34
02:21:34
02:21:34

S
<
1
S

(7]
]

wwmwkwn
M M M

ubuntu
ubuntu
ubuntu
ubuntu
ubuntu
ubuntu
ubuntu
ubuntu

ntopng[2318]:
ntopng[2318]:
ntopng[2318]:
ntopng[2318]:
ntopng[2318]:
ntopng[2318]:
ntopng[2318]:
ntopng[2318]:

04/Sep /2020
04/Sep /2020
04/Sep /2020
04/Sep /2020
04/Sep /2020
04/Sep /2020
04/Sep /2020
04/Sep /2020

02:21:
02:

02:
02:21:
02:21
02:
02:21:34
02:

[Ntop.cpp:842]
[Ntop.cpp:851]
[Ntop.cpp:842]
[Ntop.cpp:851]
[Ntop.cpp:873]
[Ntop.cpp:883]
[Ntop.cpp:873]
[Ntop.cpp:883]

Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding

[1']
== e = i = i B = B = M = = i = |

02:21:34 ubuntu ntopng[2318]:
ines 1-208/20 (END)

04/Sep /2020 02:21: [PeriodicActivities.cy

[od L LY
1]

4. Web GUI (ntopng Enterprise L)

4.1. B3

Ja8)) ntopng ZJ5, BALLEFE GUL. BRIAEHL T, AT ELMAEAT Web I %25 Vi 1] GUI . 7 ntopng o
FNHAIE), AT LR AR 3 58 8 i AT IR I, AR 28 K58 — DUAL & B R R - ISR H P MR UE R R 3
RSP B BRAIE . http:/<ntopng IP>:3000/
® % IP Hilil:

ifconfig

YN BB s il P ] bR G| i
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mp@ubuntu: ~
File Edit View Search Terminal Help

p@ubuntu:~$ ifconfig
ns33: flags=4419<UP,BROADCAST,RUNNING,PROMISC,MULTICAST> mtu 1500
netmask 255.255.255.0 broadcast 192.168.08.255

inet6 feB80::8eab:d6cl:8eea:51e3 prefixlen 64 scopeid 0x20<link=>
ether 90:0c:29:8d:6b:84 txqueuelen 1000 (Ethernet)
RX packets 1483 bytes 1342194 (1.3 MB)
RX errors @ dropped ® overruns @ frame @
TX packets 1160 bytes 135855 (135.8 KB)
TX errors ©® dropped ® overruns @ carrier ® collisions @

: flags=329<UP,LOOPBACK,RUNNING,PROMISC> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid Ox18<host=>
loop txqueuelen 1008 (Local Loopback)
RX packets 58692 bytes 776269 (776.2 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 5869 bytes 776269 (776.2 KB)
TX errors ©® dropped ® overruns @ carrier ® collisions @

®  JIEZASHTIT web FLIH
http://192.168.0.113:3000/

Welcome to
ntopng

admin

11you find Mopng wseful, please SUpport us by
making a small & Your funding will hedp to
run and foster the development of this project

0 1998-20 - ntop.org
ftopng is released Under GPLYA

4. 2. PCR#

PRI — B AT, E 0N ntopng i A1 FITE 12 11 85 L 3R 01 2 Ao & (0 SE T BRI . & ki
MIACRAR PT IR B RS S, ELAE ST - R A 32 M AL ) F TR A IO FH R - 24 b A 1 30 15 25 A AT H Y
Moo BCRBCRE SHAS R . AR N ntopng TRAFEEHT . ACRAR M A7 S 17 <2 2N RS 3 AT 2%
PRSI MR R . AR T %3 DAL, R R M B D BRI, AR L R
SN ARG AL, B ST B R T EoRITH .

fH: Dashboard->Traffic Dashboard
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| 2 3.10 kbt -
Mens33 - |§ 0 kb x o
(:] project a to nfop.org: visit the APreferences page and express your preference.
Traffic Dashboard
ens33: Top Local Talkers Actual Trafic ens33: Realtime Top Appication Traffic Network Interfaces: Realtime Traf
3.37 kbit's 4 @®rop SSDP  @MONS Unlnown  @UPNP @ Amazan @ens3:
s it acv it
P Lokbis s pteen
smonbi
sossbs A
393.39 bit's b
x|
9339birs soxee
25426 bivs A it
n, |
21109buUs e e . I =
Actuat Taffic ens33: Top Application Traffic Last Day Vi Network Interfaces: Last Day View
2.08 kbit/s @®nop SSDP @ MDA i ouPP mazor @ens:
sopmie 1 it
1.48 kbit's P 2
.
690.83 bit/s
| \ ot
25426 bits : i& siax
\ P
2109w Y e
s
21109bisd  aoobs| i)
211,09 bit's L : = e '
P e 17000 nEm  mmw wen = u w nun wmw
.10 PYes——

4. 3. MEWRE

AR ntopng FoVF NS ALK — AN B AN VAR il B 8 SCIRE AR o 7T LR T h E 32 )
] “Traffic Report” UL, 1Z VLRI A P HEMt 7 2/ Ee B k.
Fe A [ 5 FE RN (] (BB o e 70002 Th (AP 5 1d (R 5 tw D, IM (=AM D,
6M (N HD MY (—4F) o B S fa) b AR ] — DML il — N B3Ry, 1A I TA) 7 LA

BTG, I EL a8 B K 3 R .

fIE: Dashboard->Traffic Report

244.5 KB (556.34 biU's)

210.5KB (476.93 bi's)

912 KB (207.56 bitls)

4.4, RE

Y S D S oo Lo e | 2
2160kt
l  Applications 16 s
Total Traffic: 907.39 KB o
P
d Application Breakdown 210 k\
ne
=
Top Local Hosts [Average Trafficisec]
Senders

o
Q | Search -
o Unloown @ Amazor s eows e
oss: C koo @ Amazon . T
Receivers

236.1 KB (537.32 bivs)
16.4KB (37 38 bit's)

89 Bytes (0.2 bits)

AL FETHAR T RAE it 26 B, BLATAL S S Shift i St 5285 B . w1 BLRRRAL I A ERLZ
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[ PR32 B X e S A S o [R]— % ML 8] 7T BLAEAE 2 AN I AU

e O o 0 [0 e [ Fons = Q | Search P Y

o Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the APreferences page and express your preference.

Active Flows

10 ~ Hosts~ Status~ Direction~ Applications ~ Categories ~ |P Version~  Protocol ~
Application Protocol Client Server Duration Score Breakdown Actual Thpt Total Bytes Info
[ info | SSDP 1l ubP _gateway ¢£:1900 239.255.255.250:1900 20:30 0 bps = 144.01 KB =
[ info ] MDNS »ls UDP WORKGROUP M :%:mdns 224.0.0.251:mdns 20:43 Obps — 60.48 KB ™
m MDNS g UbP 192.168.0.111 gh:mdns 224.0.0.251:mdns 20:43 0bps — 60.37 KB
[ inio | MDNS s uDP ubuntu [IPv6] M:mdns f02::fb:mdns 20:43 0bps = 12.54 KB
[ inio | Targus Dataspeed ul UDP _gateway ;%:1024 Broadcast:5001 20:40 0bps = 9.78 KB 1
[ info | UPnP s UDP 192.168.0.102 ;5:52893 239.255.255.250:3702 00:15 0 bps = 8.81KB =
[ info ] 2 Unknown UDP 192.168.0.102 ;3::56533 Broadcast:1947 20:12 0bps = 216 KB—
m ? Unknown UbP 192.168.0.102 ;3::56533 192.168.0.255:1947 20:12 0bps — 216 KB—
[ inio | SSDP il ubpP 192.168.0.108 5:54983 239.255.255.250:1900 00:16 0bps = 1.05KB=—
[ inio ] SSDP 1l ubpP 192.168.0.107 ;5:50584 239.255.255.250:1900 00:03 0bps = 864.00 Bytes —

o IPHZE

Q, | 192.168.0.113 - -

192.168.0.113

W5 T AFIIERF € ip HIVELR{E BT

? 18230 bivs . B scaict
v 965,80 bivs i

o

@ Contibute to the project by sending ted, s fo ntop.org: visit the d your preference.

Host 1921680113 % @Y Poits Peers ICMP Applicati AsBED
(RouterlAccessPoint] MAC Address Vimware_ D884 (00.0C 2580.68:84) Dcompier
P Address Host Pool:Not Assigned &
os
Name
1389m
First/ Last Seen 03/0912020 22:53:47 [03:51:20 ago] 04/09/2020 02:45:05 [00:02 ago]
Sentvs Received Trafic Breakdonn
Traffic Sent | Received 10,757 Pkis / 1.7 MB 4 9,857 Pkis / 6.6 MB —
As Client As Server
Flows: Active | Total | Anomalous / Port Unreach @ 13¥%/2079—/76—14— 0—r2=/9=i0—
Peers: Active 3 B
TCP: Retransmissions | Out of Orcer | Lost/ Keeplive Sent Received
301 Piis — 1 11, Pkis —1 37 Phis — 233 Phis = 48 Phis — 651 Phis —/ 330 Phis — 61, Pkis —
Reset Host stats
Adaitional Host Names Source Name
oHEP sty
Domniond & ss0m

|SERNCEY=

mi = TAER RS

Host: 192.1680.113 % @ Traffic Packets Ports

WK
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Trafiic ~
6.4 Kbitls
a8 Kbis
32Kbits
16 Kbits
0
02:15:00 02:2000 022500
Total: 493.10 KB 95th Percentie: 5.52 Kbits
Top Applications ~
Application Sent
ntop 10.64 KB

Amazon 52.63 KB

\ERERZERWL, EEEANESHE A B3 Ctrl+G,

4.5 iR EIE

Sent Rovd @30mago OTend OEMA OSMA

T 3000 o200

Average: 2.24 Kbit/s

Received Percentage
169.64 KB 36.9%

34.21 KB 17.8%

RS cur vs past (right axis)

02:40:00

) i—%ggtg:zg (eSO P Cer Il 17 01| 7 1 | 10 Devices | 23 Flows | &= | Q  Search P S
1 5m [80m | th 1d 1w IM 1Y 04/09/2020 02:15:00 B | 04/09/2020 02:45:00 s I < + - & L = R

Avg O95ih Perc |

T ozas00

Max: 6.4 Kbit's @ 04/09/2020 02:25:00

10 ~
Total Bytes Actions
18029KB @

86.84 KB Q
@:p%@@@ %
Que=ae |0

ntopng AT DURF LSO 72 i B AVEA7 A b, IR S0 DL B 2530 S i die
fege b, T IRBET S EOE, ntopng 7 ELERLN MySQL H¥i . &4t b, AT IR ¥R, ntopng
i EESE N MySQL #di . 15 &7 Flows Dump SCRY, LAERHUA S0 o 15 BIEH 158 2 PRA0{E B DLt

A5 AT 1 B SRR

B2, BT H % MySQL FRPERE M i #d A F 1) [ 45, ntopng IAESE K T — MR nindex )% H]
AR, E Rk 7 MySQL HIBR . 4 FT{AE Linux / x86_64 1A R &5 K1) ntopng 4BV fH AT H .

N T B RIREE:, ntopng B3R $5 %2 -F nindex i1 .

sudo ntopng -i ens33 -F nindex

{7 & : interface->

1.30 kbits

< [ ”
i DR 110 kbitis

sense sxpves s oays ssses. () () EETD EXED O

Interface: ens33 A% Networks Packets Applications ICMP ,:n ABQ ,FPh
AN

Begin DaterTime:

5m| %0m 1h_1d 1w IM 1Y 04/09/2020 02:48:00

06 ke
i
K
Kt
K
e
K
b
s
o
ozl a0 400
(Top Applcations ~
Application
ssop
MDNS

\ERENZENWL, BB R Ctrl+G.

www.hkaco.com M

End DatelTime:
& | 0409/2020 02:53:00

AR N\

ozs0a0 ozs100 ozs130 025200

Average: 379 Kbits

Total Bytes Percentage
4019 KB
3936 KB
1911 KB

1162 KB

YN B el B v | bR B A

Maxc 36.96 Kbils @ 0410912020 02:4949

10 -

Actions
323% @
316% @
154 % Y

ISERICLLEER L
QUREGeIID
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Top Applications ~
Application Total Bytes Percentage
SSDP 410KB
MDNS 19.99 KB
Unknown 1131 KB
uPnP 049 KB
DNS 251KB
Targus Dataspeed 233KB
UbuntuONE 207 KB
ICMPV6E 106 KB
IGMP 917.0 Bytes
NetBIOS 245.08 Bytes

Showing 1 to 10 of 10 rows

NOTES:

sidiJE s AT UAE B RS P A AE A O

st g s vy e (EY) E15) CETIED € O

= ABES /AP

5

Begin DatefTime: End Datefime:

5m 30m 1h 1d 1w 1M 1Y | Custom 04109/2020 02:51:00 & | | 04092020 02:57:00

seabics
acobice
c0bivs
asabivs
sz0bivs

160tits

25100 ozs200 ozs3c0 ozsao0

Total: 48.71 KB 95th Percente: 1.16 Kbivs Average: 111 Kbitls

Top SSDP L7 Contacts ~ X Application: SSDP

Client

Server

239.255.255.250
102.168.0.102 239

192.168.0.107 239.255.255.250

PR Q bR AT LU IR FY R B A A 0

0 0bps
DSOS s e | (1) OFF) CED 1D

www.hkaco.com M| BRI =X | peEB| L v o

Actions
451%

220%

\

L P p P L P AP P Y

12.4%

10.4%

28%

26%

23%

12%

10%

03%

[ ] pr € e S = K

SSDP OTend OFMA OSMA Oawg  Ossthperc

ozss00 azsec0 25700

Max: 1.16 Kbits @ 0410972020 02:5200

10 » 1P Version~  Explorer~

Throughput Total Bytes  Actions
780,22 bit's 3429 KB Q
9556 bit/s 42k8 @
57.6bitls 2.53KB Q

[~ S — -

T 400-999-3848

bat| B

sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233

[0

Host: 1021680113 % ' Traffic Packets Ports Peers ICMP Applications D TS
Begin DaterTime: End DatefTime:
sm som 1 1w M 1y 0510912020 22:55:00 & | 06/09/2020 2255:00 & [ & i 55 & mu R
Top Applications
@nop GTS GONS  Amazn  MTTP NDNS GUMNMUONE @Unknown ®Oter @Tend OEMA @SMA O
Ss0kbits
ot
awis
22kt
2axbits
e
eooivs
s coss azss aess s s Toss = s e e ) s
Totak: 129MB Average: 12505 bi's Max:5.59 Ktirs @ 0610812020 20.55:00
Top LT Contacts 10 - Explorer -
Client Server Application Throughput Total Bytes  Actions
WORKGROUP 1257434246 HTTP 544.94 bitls 561MB @
WORKGROUP ntop-digitaiocean ntop.org ntop 307,23 bitis EECIV-RNN Y
WORKGROUP 118116226 s 135.18 bitls 13MB @
WORKGROUP api snaperaftio UbuntuONE 42,9 bits 524268 @
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4. 6. BIZIRN

1E Setings->Preferences 7] LAFC & ntopng, Ui A TA] DL B W 8] 7 51 1 23 B

0 bps
i 40;00 bit/s

Runtime Preferences

Q  Search Preferences

User Authentication

Network Interfaces

License expires in 2 Days, 19:21:32

[ 5[ o pevies Tz rows

Timeseries Database

Timeseries Driver

The driver used for storing and retrieving timeseries data.

InfluxDB URL
The URL pointing to a running InfluxDB instance.

InfluxDB Database

Alerts

Alert Endpoints

Applications

The database to use for timeseries storage. Existing data will not be migrated

InfluxDB Authentication
Enahle InfluxDB authentication.

RRD | InfluxDB

hitp:filocalhost:B086

ntopng

Logging

Flow Database Dump

SNMP

Timeseries Resolution

The interval between consecutive timeseries data points for local hosts. Only effecive for
packet interfaces.

NOTE:

= High resolution can have a strong impact on memery and disk usage for large networks.

s _Limeselesreiention fime can be sef here

10s 30s 1m 5m

Network Discovery

Telemetry

Traffic Recording

4. 7. 3REL license F0E

Interfaces Timeseries

Traffic
Toggle the creation of bytes and packets imeseries.

1t Help->About A F H M FA KA License, sl Kl porfi & .

1.30 kbit's
1.70 kbit's

Licanse expires in 2 Days, 19:06:2

@ contribute o the project by sending encrypted, anonymous telemets
About ntopng

Copyright

License

Version
Builton

Platform

Startup Line

nDPI

GURL

W Twitter Bootstrap
D) Font Awesome
RRODtool

nindex

Timeseries Resolution
Redis Server

Mongoose web server

iy JE 2B B A4 A license

www.hkaco.com J M |

ry data to ntop.org: visit the IPreferences page and express your preference.

EULA[ Systemid
Click on the above Ui

purchase a lioense at e-shop. If you are no-froft, esearch or an education
institution piease read tis.

License: E9B4964310E5FCO0DAABESE2DBOF 2678150969997 1F4EBA039
4.0.200828 (11284) - Enterprise L Edition

Ubuntu 18.04.5 LTS

Debian buster/sid [x86_64J[Ubuntu 18.04.5 LTS] - 64 bit

ntopng --dump-fiows "Thidden]”

3.2.0.2220.6735bb35

7.58.0

A I -

Y| R B b %] el G

T 400-999-3848

sales@hkaco.com  support@

hkaco.com

F1,1%:020-38743030 , 38743032

f£3.:020-38743233
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ntopng License Generator

System Id 3B9071B600860F11

Order Id:

ntopng Version 4.0.200828

ntopng Edition: Enterprise L (x64) b

Create ntopng License Reset

1E b B A A SE license 3 2 Order id F11 Email £ 55t Creat ntopng License B A 4 i License, &K
P ¥ License J&5 #2725 B B A] 58 BUBGE «

5. 7£ nprobe L f#HH ntopng =4

5. 1. nprobe &4}

ntopng 7] J T AT AL nProbe £ s A Sl H s . £ LFHELL T, K ntopng 5 nProbe — & F1R
Jifd, -

T AR, S ALY 2 B 4 7 AR 1) NetFlow / sFlow #UE 1AT#Ak . FEXXFHE UL T, nProbe MiX
LR TF T NetFlow / sFlow i, JFIGE5 AR £ 2 ntopng LLEEAT AT HLAL -

HADE R BT RSB N O . ERXAME LT, ntopng VA BRI 0, HICIAR 213
Bl . — A A nProbe T H] - TR FE W 48 12 1AL EE R 45 2R Ut A% 21 o 9t ntopng, PLIEAT 70 ATR]
AL -

TEES T ERR RSP, IR T EA TR AT LA

www.hkaco.com J7 M| IRYI| B gl B PE] bR SV [ FE S 400-999-3848
sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233
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asm | LIRS I T IRFRS D

NetFlow/sFlow R
. nProbe [e--- 0%
Device Packets
JSON
over ZMQ

over ZMQ
nProbe —————| ntopng

5. 2. 2> nProbe £|— ntopng

18 5> ntopng MZ > nProbe WCHRIAUNT T AL E A1 BT AL A AL i R B s 1R A .

ZL M Z A nProbe WL, ntopng W LAEIAMHFIE C CHIREESR) 7E ZMQ i s5 K &, 115> nProbe
HB T L% --zmg-probe-mode. FEIXFHELE H', nProbes 23 /535 78 2k 55 4% 1) ntopng FIIERE, KZIRK.
R, A fr ntopng IEFEMTHT ANY il CE@EBCAT) * 7E ZMQ ¥ sithibib D) BUAE % nProbe A LA
VI ) g — Ak
PAF s X Fic & ) 71
ntopng -i tep://*:5556¢
nprobe --zmq "tep://<ip address of ntopng>:5556" —zmg-probe-mode -i eth1 -n none -T "@NTOPNG@"
nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none --collector-port 2055 -T "@NTOPNG@"

nprobe --zmq "tep://<ip address of ntopng>:5556" --zmq-probe-mode -i none -n none --collector-port 6343 -T "@NTOPNG@"

5. 3. NAT

nProbe 1 ntopng ] IP Al IAPEANRE B AR UL 45810, AR, ntopng ] FEA 0 T2 M HL K 45
www.hkaco.com J7 M| IRYI| B gl B PE] bR SV [ FE S 400-999-3848
sales@hkaco.com  support@hkaco.com  Hiif:020-38743030 , 38743032  {%#.:020-38743233
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ff] nProbe WAL, 1ZIMZ8 AT RENL T- NAT Z ), E R KEBE#k. FFE, NAT J5 [ ntopng 7 BEA 2
TN ] nProbe WL . EIB A, FALEX LN, T LCKE ntopng (A1 nProbe) FCE W] Bt
M 78 2 JSON-Over-ZMQ 85 1%/ b B 55 & o IXFERUEE S 172 V28 B Rl TC K, RIS BT REAS %2
SRR, PRI A2 AR D 7 i v AT R AR S5 45% 110 NAT Rf B 2l 4k B8 45 i (8] ) iR 55 4% 210 % 7 i 40
I3

> nProbe Fl ntopng #7E[R— M %% b, 5L Y ntopng 7E 73—/ 4% Hp{H AT LLEik nProbe B, 348 HI LA
MHCE

JSON
NC | nPI'O be

Flows

r

ntopng -i tcp://<ip address of nProbe>:5556

nprobe --zmq "tcp://*:5556" -1 eth]l -n none -T "@NTOPNG@"

IR 2 5% ] ¥ nprobe Al ntopng )7 51 4 -

ntopng -i tcp://127.0.0.1:5556

nprobe --zmq "tcp://*:5556" -1 eth] -n none -T "@NTOPNG@"

4 ntopng JGi%iEF nProbe, {H nProbe RJ LAIAF| ntopng B, MNAHEHIECE N

A

ntopng -i tcp://*:5556¢

nprobe --zmq "tcp://<ip address of ntopng>:5556" --zmq-probe-mode -i eth1 -n none -T "@NTOPNG@"

TR, BEEK ntopng Al nProbe %% 7 3/ il 55 # A1 (AN 2 G 5 SRR RIS, TR BE RS b G B AT DA B4
fE .

5. 4. FE [ — & L IBMFEANE QR E RS

fic & ntopng:

sudo ntopng -i tcp://127.0.0.1:5556

fic & nprobe:

sudo nprobe --zmq "tcp://*:5556" -i ens33 -n none -T "@NTOPNG@"

Bic & 5 i B AT 4T T web LMl :
www.hkaco.com J M| RN B ER| B PEze| dbnt| BV | FE 400-999-3848
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mp@ubuntu: ~

Tel L File Edit View Search Terminal Help
06/Sep/2020 23:13:18 [NtopPro.cpp:703] [LICENSE] License: rYNf7¥YwLUveBnG/F S
QKge9pGyQBkGI36vFxpssNKS/XXU/11tIUKIIAmMpOXPbWH5QStIcK 6 :13:54 [template.c:2631] WARNING: Unable to locate template '
06/Sep/2020 23:13:18 [NtopPro.cpp:704] [LICENSE] s5q9A+sremi4+R4LO i
xJ1cGiKqBhn9ADqgJ2Eh4Fy jhlyXQJIGZzABIKbU6xB43GdCWMSMPI e . :13:54 [template.c:2631] WARNING: Unable to locate template '
06/Sep/2020 23:13:18 [NtopPro.cpp:784] [LICENSE] NFDfbuscqjsjeyqs
brd13usvqdetPIsM W2YD8IfIKoWA/! C <l jj :13:54 [template.c:2631] WARNING: Unable to locate template '
66/Sep/2020 23:13:18 [NtopPro.cpp NS MXp+U25qghab81KrF S
RC1Wmg FEONTpYYPVE1fbjtISNI+InHKwYb1tWRgH e B 4 [plugin.c:1309] @ plugin(s) enabled
3:18 [NtopPro.cpp:704] [LICENSE] PABVkaHQWYK /331 020 4 [nprob 2] each flow is 208 bytes long
1FTu9YtdbIEOGU HPcS3geK/TczdFRg== / 4 [nprob 3] The # flows per packet has been set to &

18 [NtopPro.cpp:708] [LICENSE] License Hash: E9B4964310E5FCO0 0 [nprobe. 146] IP TOS is ignored
8E3E2DBOF267B1599699971F4E8BAB39 6/Se :13:54 [pro/pf_ring.c:382] Initializing PF_RING socket on device e
:13:18 [NtopPro.cpp:714] [LICENSE] Validity: Until Wed Sep 9

6 :54 [pro/pf_ring.c:424] Dumping traffic statistics on /proc/net
:13:18 [PeriodicActivities.cpp:105] Started periodic activities lo -ens33.6
:54 [pro/pf_ring 96] PF_RING enabled on ens33

p/2020 23:13:35 [startup.lua:214] Startup completed /2020 4 [nprobe. g Flows ASs will not be computed (no GeoDB fi

p/2020 23:13:35 [PeriodicActivities.cpp:165] Each periodic activity script |les loaded)
will use 2 threads ep/2020 :13:54 [util.c:5029] Initializing ZMQ as server
06/5ep/2020 23:13:35 [NetworkInterface.cpp:2352] Started packet polling on inter ep/2020 4 il.c:5108] Succesfully created ZMQ endpoint tcp://*:5556
face tcp://127.0.8.1:5556 [id: 3]... 06/Sep/2020 4 il.c:4878] nProbe changed user to 'nprobe’'
06/Sep/2020 23:13:35 [ZMQCollectorInterface.cpp:255] Collecting flows on tcp://1 / 4 [e .c:548] Using TLV as serialization format
7,0.0.1:5556 e 0 :13:54 [nprobe.c:10361] nProbe started successfully

FTHF Web GUI FH1H LAJ5 7T LA WLIGES (1342 114258 tep://127.0.0.1:5556

‘ I #h (cp://127.0.0.1:5556 ~ ‘ | 12.40 kbit/s  (License expires in2 bays isze2n. BT (D O

6. 7E£ n2disk _Ef# F ntopng 7~

6. 1. MEILFRF A

2 5 B LR W 45 P LB 3 A 2 A AR, B B RN B e B s TR B S T X 2%
AN R E L ESRE RS T HEA L ] ISR A 1, AT S A A 18] B A BT R

L2y B
tl]/}ﬁi o

Y 2
=

ntopng Enterprise L C.& 0 &% —> n2disk 1 Gbit ¥R iE, WIHR%%E | ntopng Enterprise L ¥ 7] E, NJE
S n2disk VAT E.

6. 2. BEIMEILR

N T EBRIFIEIA R, T E A Interface” S Bk —AME D, Wik = EhE, AR EICR
-

1. i%&$F“Traffic Recording”

2. FLEFTH M Max Disk Space™fH . X {#41 LA¥ H T peap SCAFII B R RS2 8], X 2 52 mi s
YRR R BT IR) GO i R REASE 28 1B, B3 ) poap SCHRRIBEE 76D o 1R, Z0HE OR B B RDE B e T s 40
I 28 PR AT B A I

3. ¥%“Save Setting”$Z 5l PR 4RI K -

YN R | B v ] dbE B | EFIE 400-999-3848
sales@hkaco.com  support@hkaco.com H17:020-38743030 , 38743032 £ ¥H:020-38743233
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(@] {1280  mwm——— G B i P’ =

o Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the JiPreferences page and express your preference.
Interface: lo @A Networks Packets Applications ICMP ILA E o j" b o ’

External traffic recording providers detected. ntopng can aulnmaléy bind this interface to an external provider. You can let ntopng take care of the recording using this page, or you can £ configure X
an external traffic recording provider.

£ Settings .
affic Recording Settings

Traffic Recording :F Continuous Traffic Recording

Max Disk Space

2 - GB
Maximum disk space used for recorded traffic on disk. 0.02 GB are already in use by this instance.
Storage Directory fvarflibintopng/l/pcap

Storage Utilization ]
@ System (8.95 GB)
@ Packet Dumps (18.1 MB)
Extracted Packets (0 Bytes)
Free (10.59 GB) - Total 19.56 GB

NOTES:
= Global settings (e.g. the license key) can be configured from the Traffic Recording preferences.

7. ntopng B [6] FF 1 FI 3 KL B oK

PEAR TSR -

https://www. ntop. org/ntopng/ntopng—disk-requirements—for-timeseries—and-flows

8. 3L license

AT WY RE IR R AT 3K -

https://hongwangle. com/ntop/traffic—analysis—and—enforcement/

9. RVERA

7RI, AT YRR R &I R AT
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e MERL5TMWK

PR MLL, RN, RERSE |

S 400-999-3848
support@hkaco.com

@ hongwangle.com

Q I HRENEERRAELTFERA
HAHIIEFSC A #2701
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