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Omnia 10:

CPU ARMv8
Switch 88E6190X Marvell
Memory DDR4 ECC UDIMM 16GB
eMMC 16 GB
MGMT 10/100/1000 Base-T RJ45
Console 1* RS232 (RJ45)
/0 2*USB3.0 (Type A)
MicroSD Card slot
Bypass 4
Port 2 *10GbE
8*GbE(RJ45)

Internal extended /0

1* mini PClex1 Gen 3
2* M.2(PClex4 Gen3,2280)

1* M.2(Sata Gen3, 2242 & 2280 compatible
1* SATA (Gen3, support 2,5 inch HDD or SSD)

Power Supply AC 100 - 264 or DC 48V
Size (W x H X D) mm 335x220 x 44.4
Power consumption 30w

Omnia 10

10G

EXAS8
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Omnia 20:

CPU ARMv8
Switch 88E6190X Marvell Omnia 20 Omnia 10 1G SFP
Memory DDR4 ECC UDIMM 16 GB Om nia 10
eMMC 16 GB
MGMT 10/100/1000 Base-T RJ45
Console 1* RS232 (RJ45)
usB 1*USB3.0 (Type A)
Bypass Support 4 group Copper Ports
CONSOLE

Ny cuero [ w

Port 2 *10GbE 2 * 1 GbE (SFP)
8*GbE(RJ45)

Internal extended I/O 1* mini PClex1 Gen 3
2* M.2(PClex4 Gen3,2280)
1* M.2(Sata Gen3, 2242 & 2280 compatible
1* SATA (Gen3, support 2,5 inch HDD or SSD)

Power Supply AC 100 - 264 or DC 48V

Size (W x H X D) mm 335 x 220 x 44.4

Ny CUBRO
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Omnia 120:

CPU 2 x Multi-Core ARM CPU
Switch Cavium Xpliant

Memory DDR4 ECC UDIMM
MGMT 10/100/1000 Base-T RJ45
Console 1 * RS232 (RJ45)

Port 48 * 1/10GbE SFP+

4 * 40/100GbE QSFP28

Power Supply AC 100 - 264 or DC 48V

Size (W x H X D) mm 440 x 660 x 44.4

Power consumption 400W ‘> E U B H D
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PacketMaster L2-L4

PacketMaster

o oSl L4 oSl L2

GRE
ERSPAN
VXLAN

VLAN / /
MAC
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GRE VXLAN
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SessionMaster &

The SessionMaster Cubro
SSL/TLS
L2-L4
SessionMaster
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Web UI

PacketMaster

SessionMaster
GUI

@Cubro

®
@
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Confidential

Overview

Link Status

System Information

Hostame
Product Number

Serial Number

NF2448

60001

VS.OR00ITI (Build: 2020081907455
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Omnia

Omnia
Web Ul

CPU

Ul

@Cubro

WebGUI

liil

Status

@ Forwarding Policy

Interface Statistics

@ Advanced Setting
= System Configuration
& System Upgrade

R User Management

> Log Management

Confidential

Alarm information

System Resource

93.9%

Memory Utilization

- Link_Status: Up

24.2%

CPU Utilization

El Link_Status: Down

System Information

Mgmt MAC:

License;

78dealal7f6

@ 8 admin
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ACL Filtering Inline

IP+MASK 5 /

ACL 7

Tuple
Tuple V6
Ipset

Ipset Vb

L2

Packet Type
Regex

NouhkwNn-=

ACL

ACL

13

Add Filter

Filter Type:  Tuple
Action:
SrcIP:
Src Port:
DstIP:
Dst Port:
Protocol :

VLAN:

i m “
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ACL Filtering Inline

input

Interfaces X1

ACL
$p:211.177.0.9/32
Dip:211.177.3.124/32
Sport:2123
Dport:2123
Proto:17

14

output

Interfaces X2

Forward interfaces X2

CONSOLE
&) cusro o E

RESET USD
@ [EE—

Input traffic

Output traffic
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ACL Regex Filtering

Regex Filter Type”
Full Packet -

*Fixed Window -
256

*Float Window -

15

Add Filter

Filter Type:  Regex

Action:

* Search Type: [

full_packet

float_window

fixed_window

Ny CUBRO
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output_ ~output.
ELAG2 load_balance_mode: wrr Ioadvbalance_weighti A

putt-—p Interfaces X1 ELA Interfaces X2

Elagl
1

Load_balance_elag

16 @Cubro Confidential

Input traffic

CONSOLE
&5 cusAo

RESET USD
@ [EE—

LB output traffic
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GRE

Interfaces X1

gre encapsulation

17

GRE

Forward interfaces X2

&5 cusAo

RESET USD
@ [EE—

CONSOLE

Input traffic

Output traffic
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GRE

Encapsulation Type:

Gre Enable:

* DMAC:

* DIP:

* DSCP:

10.10

o

Q

00:00:00:01

10.1

vV V VvV Vv

v

Frame 2: 1370 bytes on wire (10960 bits), 1370 bytes captured (10960 bits) on interface \Device
Ethernet II, Src: Microsof_c5:2a:12 (f@:6e:0b:c5:2a:12), Dst: IPv4mcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1

User Datagram Protocol, Src Port: 57977, Dst Port: 5004

Data (1328 bytes)

v Vv

v

Frame 1: 1408 bytes on wire (11264 bits), 1408 bytes captured (11264 bits) on interface \Device\NPF,
Ethernet II, Src: CubroAcr_00:07:15 (d8:20:9f:00:07:15), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
Internet Protocol Version 4, Src: 192.168.255.254, Dst: 10.10.10.1

Generic Routing Encapsulation (Transparent Ethernet bridging)

Ethernet II, Src: Microsof_c5:2a:12 (f0:6e:0b:c5:2a:12), Dst: IPvdmcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1

User Datagram Protocol, Src Port: 57977, Dst Port: 5004

Data (1328 bytes)

Ny CUBR
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ERSPAN

ERSPAN V1 v2 V3

CONSOLE
&5 cusAo 2N

usB

RESET USD g
@ [EE—

SS<%

Interfaces X1

ERSPAN encapsulation Forward interfaces X2

19

Input traffic

Output traffic
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ERSPAN v2

Encapsulation Type: = ERSPAN

Erspan Enable: m

* DMAC: | 00:00:00:00

*DIP: | 10.10.10.2

* SessionID:

* Type: | ERSPAN_II

* DSCP:

=]

20

v

v Vv

v

Frame 2: 1370 bytes on wire (10960 bits), 1370 bytes captured (10960 bits) on interface \Device
Ethernet II, Src: Microsof_c5:2a:12 (f@:6e:0b:c5:2a:12), Dst: IPv4mcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1

User Datagram Protocol, Src Port: 57977, Dst Port: 5004

Data (1328 bytes)

v

VRV

v

Frame 1: 1420 bytes on wire (11360 bits), 1420 bytes captured (11360 bits) on interface \Device\NPF,
Ethernet II, Src: CubroAcr_00:07:15 (d8:20:9f:00:07:15), Dst: ©0:00:00_00:00:02 (00:00:00:00:00:02)
Internet Protocol Version 4, Src: 192.168.255.254, Dst: 10.10.10.2
Generic Routing Encapsulation (ERSPAN)
> Flags and Version: 0x1000

Protocol Type: ERSPAN (@x88be)

Sequence Number: 1

Encapsulated Remote Switch Packet ANalysis Type II
R = Version: Type II (1)
. 0POO 0000 0000 = Vlan: ©
R = C0S: @
B L L = Encap: VLAN tag preserved in frame (3)
CEEE Wl WEEL WEE = Truncated: Not truncated (@)
...... 00 9110 0100 = SpanID: 100
0000100000000, » =55 Wity oiny Wi = Reserved: @

............ 0000 0000 0000 0000 0000 = Index: @
Ethernet II, Src: Microsof_c5:2a:12 (f@:6e:8b:c5:2a:12), Dst: IPv4mcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1
User Datagram Protocol, Src Port: 57977, Dst Port: 5004
Data (1328 bytes)

Ny CUBRO
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VLAN

Input traffic

VLAN

CONSOLE
&5 cusAo U

RESET USD
@ [EE—

input output

Output traffic

vlan encapsulation Forward interface G2
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VLAN

10000000 192.168.0.36 192.168.1.235 TCP  661PvA 55002 + 22 |wcx-

ad Vi - Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: Tp-LinkT_37:89:df (8c:4b:54:37:89:df), Dst: IntelCor_08:89:38 (00:1e:67:08:89:38)
Internet Protocol Version 4, Src: 192.168.9.36, Dst: 192.168.1.235
Transmission Control Protocol, Src Port: 55002, Dst Port: 22, Seq: 1, Ack: 1, Len: @

Add VLAN: m

*VianID: | 513

10.060000  192.168.0.36 192.168.1.235 TCP 70802.. 55002 » 22 Ixx.

Frame 1: 70 bytes on wire (560 bits), 70 bytes captured (560 bits)

Ethernet II, Src: Tp-LinkT_37:89:df (©c:4b:54:37:89:df), Dst: IntelCor ©08:89:38 (00:1e:67:08:89:38)
802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 513

Internet Protocol Version 4, Src: 192.168.0.36, Dst: 192.168.1.235

Transmission Control Protocol, Src Port: 55002, Dst Port: 22, Seq: 1, Ack: 1, Len: @

Ny CUBRO
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VXLAN

VXLAN

vxlan encapsulation

output

Forward interface X2

CONSOLE
‘» EUEE!D RUN 3 i PWR

usB

RESET USD g
@ [EE—

SS<5-

Input traffic

Output traffic
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Encapsulation Type:

VXLAN

Vxlan Enable: m

* DMAC:

* DIP:

* DPort:

* VNI:

* DSCP:

00:00:00:00:00:04

10.10.10.4

v

v Vv Vv v

Frame 2: 1370 bytes on wire (10960 bits), 1370 bytes captured (10960 bits) on interface \Device
Ethernet II, Src: Microsof_c5:2a:12 (f@:6e:0b:c5:2a:12), Dst: IPv4mcast 01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1

User Datagram Protocol, Src Port: 57977, Dst Port: 5004

Data (1328 bytes)

v

v

v

Frame 1: 1420 bytes on wire (11360 bits), 1420 bytes captured (11360 bits) on interface \Device\NPF
Ethernet II, Src: CubroAcr_00:07:15 (d8:20:9f:00:07:15), Dst: 00:00:00_00:00:04 (00:00:00:00:00:04)
Internet Protocol Version 4, Src: 192.168.255.254, Dst: 10.10.10.4
User Datagram Protocol, Src Port: 4789, Dst Port: 777
Virtual eXtensible Local Area Network
> Flags: 0x0800, VXLAN Network ID (VNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 250
Reserved: @
Ethernet II, Src: Microsof_c5:2a:12 (f@:6e:0b:c5:2a:12), Dst: IPv4mcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1
User Datagram Protocol, Src Port: 57977, Dst Port: 5004
Data (1328 bytes)

Ny CUBRO
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20-200ns

time stamping

T

output

=

Forward interface G2

Input traffic

CONSOLE

Output traffic

IP/Src Dst

Data

IP/Src Dst

Data
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I 10.000000  10,27.229.244 10.0.0.172 GTP. 6.802.. GET http://1.1F|

Frame 1: 618 bytes on wire (4944 bits), 618 bytes captured (4944 bits)
Ethernet II, Src: Ericsson_14:58:e9 (00:30:88:14:58:e9), Dst: JuniperN_ed:d3:fc (00:24:dc:ed:d3:fc)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 6@
Internet Protocol Version 4, Src: 221.177.79.2, Dst: 221.177.83.35
User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
T s Internet Protocol Version 4, Src: 10.27.229.244, Dst: 10.0.0.172
lagging Transmission Control Protocol, Src Port: 34282, Dst Port: 89, Seq: 1, Ack: 1, Len: 520

Time-Stamping: m

GET http://1.4F.

Frame 1: 626 bytes on wire (5€@8 bits), 626 bytes captured (50€8 bits)

Ethernet II, Src: Ericsson_14:58:e9 (00:30:88:14:58:e9), Dst: JuniperN_e@:d3:fc (00:24:dc:ed:d3:fc)
802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 60

Internet Protocol Version 4, Src: 221.177.79.2, Dst: 221.177.83.35

User Datagram Protocol, Src Port: 2152, Dst Port: 2152

GPRS Tunneling Protocol

Internet Protocol Version 4, Src: 10.27.229.244, Dst: 10.0.0.172

Transmission Control Protocol, Src Port: 34282, Dst Port: 80, : 1, Ack: 1, Len: 520

VSS-Monitoring ethernet trailer, TUimestamp: 15:10:58.116865081

Ny CUBRO

NETWORK VISIBILITY
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40 1550

CONSOLE
CRC &) cusro T

RESET USD =
@ [EE— L

Ss<- MGMT %5

input output

Interface G1

Forward interface G2

%
(O} S
0 & 4

A 90011> 4

\_/

Input traffic

Output traffic
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slicing: @)

* Slice Bytes: | 100

CRC: m

vV VvV VvV Vv

v

Frame 2: 1370 bytes on wire (10960 bits), 1370 bytes captured (10960 bits) on interface \Device
Ethernet II, Src: Microsof_c5:2a:12 (f0:6e:0b:c5:2a:12), Dst: IPvdmcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1

User Datagram Protocol, Src Port: 57977, Dst Port: 5004

Data (1328 bytes)

VvV V VYV

Frame 1: 100 bytes on wire (800 bits), 100 bytes captured (800 bits) on interface \Device\NPF_-
Ethernet II, Src: Microsof_c5:2a:12 (f0:6e:0b:c5:2a:12), Dst: IPv4mcast_01 (01:00:5e:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.5, Dst: 239.0.0.1

User Datagram Protocol, Src Port: 57977, Dst Port: 5004

Data (58 bytes)

Ny CUBRO
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Remove Header: m

Header:

Protocol

VLAN

MPLS

VXLAN

GRE

Layers

CONSOLE
&5 cusAo 28

RESET USD =
@ [EE—

SS<- MGMT &%

VXLAN)

Interface G1

double_vxlan remove

Input traffic

Output traffic

- ‘, CUBRO
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¥o.

> lnternet Protocol Version 4, S

Svaree Protecsl Length Info

.192168179 Dst 239.1.1.1

> User Data‘ru Protocoll Src Port: 53678l Dst Port: 8472

Yirtual eXtenzible Local Ares Network
» Ethernet II, Src: fe:1b:3b:4b:60:f2 (fe:1b:3b:4b:60:f2), Dst: IPvamcast_fb (01:00:5¢:00:00:fb)
> Internet Protocol Version 4, Src: 192.168.100.1, Dst: 224.0.0.251
» User Datagram Protocol, Src Port: 5353, Dst Port: 5353
» Virtual eXtensible Local Area Network
» Ethernet II, Src: 65:64:6f:72:61:20 (65:64:6f:72:61:20), Dst: Cisco_00:1a:66 (00:05:00:00:1a:66)
» Data (179 bytes)

1st VXLAN

Tine Source Destination

1 9.000000 65:64:6§:72:61:20  Cisco_00:1a:66

Protocel Length Info
Ox5666 243 Ethernet IT

» Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits)
» Ethernet II, Src: fe:1b:3b:4b:60:2 (fe:1b:3b:4b:6@:f2), Dst: IPvdmcast_fb (01:00:5e:00:00:fb)

Internet Protocol Version 4, Src: 192.168.100.1, Dst: 224.8.8.251

» User Datagram Protocol, Src Port: 5353, Dst Port: 5353

» Virtual eXtensible Local Area Network

» Ethernet II, Src: 65:64:6f:72:61:208 (65:64:6f:72:61:28), Dst: Cisco_0@:1a:66 (00:05:00:00:1a:66)
» Data (179 bytes)

MPLS

10.000000 110.16.222.192 10.64.13.154 GTP l..H’LS_ Frag-tntod 1P p.|
28.000000 110.16.222.192 10.64.13.154 GTP.. 1.MPLS. 13445 - 12711 L.

Frame 1: 1494 bytes on wire (11952 bits), 1494 bytes captured (11952 bits)
Ethernet II, Src: JuniperN_cd:01:fe (3¢:94:d5:cd:01:fe), Dst: HuaweiTe_fa:f1:35 (e4:68:a3:fa:f1:35)

MultiProtocol Label Switching Header, Label: 19, Exp: @, S: @, TTL: 254
MultiProtocol Label Switching Header, Label: 22, Exp: @, S: @, TTL: 255
MultiProtocol Label Switching Header, Label: 19, Exp: @, S: @, L: 254
MultiProtocol Label Switching Header, Label: 22, Exp: @, S: @, TTL: 255
MultiProtocol Label Switching Header, Label: 19, Exp: @, S: @, L: 254
MyltiProtocol Label Switching Header, Label: 22, Exp: @, S: 1, TTL: 255
Internet Protocol Version 4, Src: 100.65.248.1, Dst: 109.64.25.113

User Datagram Protocol, Src Port: 2152, Dst Port: 2152

GPRS Tunneling Protocol

Internet Protocol Version 4, Src: 110.16.222.192, Dst: 10.64.13.154
Data (1400 bytes)

MPLS

10.000000  110.16.222.192 10.64.13.154 GTP. 1.1pv4~ Fragaented 1 pe|
28.000008  110.16.222.192 10.64.13.154 GTP.. 1.IPvé 13445 » 12711 L.

Frame 1: 147@ bytes on wire (11760 bits), 1470 bytes captured (11760 bits) on interface ©

Ethernet II, Src: JuniperN_cd:01:fe (3c:94:d5:cd:01:fe), Dst: HuaweiTe fa:f£1:35 (ed4:68:a3:fa:f1:35)
Internet Protocol Version 4, Src: 100.65.248.1, Dst: 100.64.25.113

User Datagram Protocol, Src Port: 2152, Dst Port: 2152

GPRS Tunneling Protocol

Internet Protocol Version 4, Src: 110.16.222.192, Dst: 10.64.13.154

Data (1400 bytes)

.’ BRO
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MAC

Input traffic

MAC

CONSOLE
PWR

input

Output traffic

Forward interfaces X2

Ny CUBRO
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MAC

Destination Protocol  Length Info
i2.2.2.200 uoP 354 100 -+ 210 Len=254

Modify MAC: (D)
SMAC: | 00:00:00:00:00:01

DMAC: | 00:00:00:00:00:02

Frame 1: 354 bytes on wire (2832 bits), 354 bytes captured (2832 bits) on interface \Device\NPF_{66A
Ethernet II, Src: CubroAcr_©b:86 (7@:b3:d5:01:ab:86), Dst: ©0:00:00_¢ ( 22
Internet Protocol Version 4, Src: 10.10.10.1, Dst: 20.20.20.2

User Datagram Protocol, Src Port: 49152, Dst Port: 4789

Virtual eXtensible Local Area Network

Ethernet II, Src: Veritech @1:6e:8c (00:18:63:01:6e:8c), Dst: cc:bb:aa:dd:ff:aa (cc:bb:aa:dd:ff:aa)
IEEE 802.1ad, ID: 200

802.1Q Virtual LAN, PRI: 3, DEI: @, ID: 100

Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.200

User Datagram Protocol, Src Port: 109, Dst Port: 210

Data (254 bytes)

r 1 0.000000 32.2.2.209 UbP 354 100 -+ 210 Len=254

<

> Frame 1: 354 bytes on wire (2832 bits), 354 bytes captured (2832 bits) on interface \Device\NPF_{66/
> Ethernet II, Src: 00:00:00_00:00:01 (00:00:00:00:00:01), Dst: 00:00:00_00:00:02 (00:00:00:00:00:02)
> Internet Protocol Version 4, Src: 10.10.10.1, Dst: 20.20.20.2

> User Datagram Protocol, Src Port: 49152, Dst Port: 4789

> Virtual eXtensible Local Area Network

vVvVvwvy

Ethernet II, Src: Veritech @1:6e:8c (00:18:63:01:6e:8c), Dst: cc:bb:aa:dd:ff:aa (cc:bb:aa:dd:ff:aa)
IEEE 802.1ad, ID: 200

802.1Q Virtual LAN, PRI: 3, DEI: @, ID: 100

Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.200

User Datagram Protocol, Src Port: 100, Dst Port: 210

Data (254 bytes)

Ry CUBRO
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input

designated_strip

output

Forward interfaces X2

&5 cusAo

RESET USD
@ [EE—

Input traffic

CONSOLE

Output traffic
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P

4G

? GTP

GTP

14 45”

Strip:

* Offset Type:

* Offset Length:

* Strip Length:

Update Headers:

40

GTP

=

IP

“ offset Stripping

+ L4
offset

+GT

8.8.8.8 GTP <DNS>

Standard query 0x643e A aeventlog.beacon.qq.com

|4+ 51.197520.. 192.168.1.161

PRS Tunneling Protocol

Frame 5: 123 bytes on wire (984 bits), 123'bytes captured (984 bits)
Ethernet II, Src: CombaTel 31:3b:8b (00:27:1d:31:3b:8b), Dst:

lInternet Protocol Version 4, Src: 192.168.10.40, Dst: 192.168
ser Datagram Protocol, Src Port: 2152, Dst Port: 2152

00:00:00_00:00:01 (00:00:00:00:00:01)
10

> Domain Name System (query)

Internet Protocol Version 4, Src: 192.168.1.161, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 43436, Dst Port: 53

00 00 00 00 00 01 00 27

1d 31 3b 8b 08 00 [45 02

2e bl c@ a8 01 al 08 08
42 81 64 3e 01 00 00 01
65 76 65 6e 74 6c 6f 67
71 71 @3 63 6f 6d 00 00

5 0.000647

~H

192.168.1.161

00 6d 00 01 00 00 80 11 a4 e8 c@ a8 @a 28 cO a8 m

h-h

84 80 00 01 00 00 45 00 00 45 39 9e 40 00 40 11

08 08 a9 ac 00 35 00 31 .. --
00 00 00 00 00 00 09 61 B-d>-

' .1;---E
(
Y s-2<-1
E- -E9-@-@
5

06 62 65 61 63 6f 6e 92 eventlog -beacon

01 00 01 qq-com

83 Standard query Ox643e A aeventlog.beacon.qq.com

Src: 192.168.1.161, Dst: 8.8.8.8

> User Datagram Protocol, Src Port: 43436, Dst Port: 53

> Domain Name System (query)

Frame 5: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) on interface \Device\NPF_{66A4CDOE-AC1E-4567-8160-676618B
Ethernet II, Src: CombaTel _31:3b:8b (00:27:1d:31:3b:8b), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
> Internet Protocol Version 4,

0000 00 00 00 00 00 01 00 27
010 90 45 39 9e 40 00 40 11
08 08 a9 ac 00 35 00 31
00 00 00 00 00 00 09 61
06 62 65 61 63 6f 6e 02
01 00 01

1d 31 3b 8b 08 00 45 00 ' 1.4
ff ff cO a8 01 al 08 08 -E9-@-@- --

42 81 64 3e 01 00 00 01 5-1B-d>--
65 76 65 6e 74 6¢c 6f 67 a eventlog

71 71 03 63 6f 6d 00 00 beacon- qq-com

Ny CUBRO
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Input traffic

CONSOLE
o L

1- Keyword:
Output traffic

2- Customized:

desensitization Forward interfaces X2 ‘ E LI B H D

NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE
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1- Keyword

“ windows”
[13 00111

10.0600000 192.168.0.158 192.168.0.1 oS

» Frase 1: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
» Ethermet II, Src: HewlettP_4f:4b:7a (#0:d3:c1:4f:4b:7a), Dst: SuperMic_1b:la:

» Intermet Protocol Version 4, Src: 192.168.0.158, Dst: 192.168.0.1
» User Datagras Protocol, Src Port: 54130, Dst Port: 53
v Domain Name System (query)

Transaction 10: @x0706

» Flags: @x@108 Standard query
Questions: 1
Answer RRs: @

Authority RRs: @
Additional RRs: @

[Name Length: 23]

[Label Comnt: 3]

Type: A (Host Address) (1)
Class: IN (2x0001)

37

Sf (ac:1f:6b:1b:1a:5F)

Moo Time Source Destnaton Protoco Lenat Info
1 0.000000 192.168.0.158 192.163.0.1 s 83

Frase 1: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) oa isterface
> Ethermet II, Srci MewlettP 4f:dbi7a (s®:d3rcliéfi&b:i7a), Dst: Supertic 1bila:Sf (ac:ifiéb:
» Intermet Protocol Version 4, Srci 192.168.9.158, Dst: 192.168.9.1

User Dotagram Protocol, Src Port: S4139, Dst Port: 53
¥ Domsin Name Systes (guery)

Transaction ID: 0706

) Plags: @x0109 Standsrd query
Questicns: 1
Aaswer Rfis: O
Authoeity WRs: @

Additicnal RRs: @

Queries

v ct1a1. (0010011001 001 \001 001 \DRlupdat T type
Mame: ctldl.\001\00}\091\901\091\091\901update. com

3

[tabel Cownt: 3]
Type: A (Mest Address) (1)
Class: In (exboe1)

21 1b 1S o dl claf 4b 70 @8 M 458 K oz E
00 43 Te €7 09 09 59 11 39 41 <0 23 00 Pw <0 48 &~ 0
00 01 d3 72 09 35 00 31 ad €1 97 9% 91 ¥ 0 &1 51
0530 08 08 08 03 00 08 L < 2141, ]
[ 01 01 01 75 M 64 G174 65 0) &) f < il - ooda te-com ]

01 08 02

Ny CUBRO
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2- Customized

"L4_
Hdr_Start " 8
"01 n

Desensitization: m

* Select Mode: | Customize
+ Offset Type: | L4_Hdr_Start
* Offset Length:
* Process Length: | 8

* Mode:

* Value: | 1

> Frame 1: 60 bytes on uireﬁ(ﬁ.so bits), 6@ bytesﬂcaptured (480 bits)

Ethernet II, Src: 00:00:00_00:00:01 (00:00:00:00:00:01), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)

» Internet Protocol Version 4, Src: 0.0.18.7, Dst: 192.168.0.1

> User Datagram Protocol, Src Port: 1, Dst Port: 1
> Data (8 bytes)

.y

00 00 00 00 00 01 00 00 00 00 00 01 08 00 45 00

00 24 de ad 00 00 80 11 89 6b 00 80 12 07 ¢0 a8 - §

00 01 00 01 00 01 00 10 1 0 IIETHIRIRIE .
0030 [T 00 00 00 00 00 00 00 00 00 00

Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF_{66A4CD¢
Ethernet II, Src: 00:00:00_00:00:01 (00:00:00:00:00:01), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)

Internet Protocol Version 4, Src: ©.0.18.7, Dst: 192.168.0.1
User Datagram Protocol, Src Port: 1, Dst Port: 1
Data (8 bytes)

00 @0 00 00 00 00 01 00 00 ©0 00 00 01 08 00 45 00
110 00 24 de ad 00 00 80 11 89 6b 00 00 12 07 c0 a8 -$
920 00 01 00 01 00 01 00 10 1 o0 NNCINCINCINTNR

p30 [UER 00 00 00 00 00 00 ©0 00 00 00

Ny CUBRO

NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE



GRE and VXLAN Endpoint

IP
ARP IPv6 NDP Omnia

ipu6—a0ar1234: 1234 Tabrd-abad
o ﬂas gateway:5678:5678::cdef:cdef

mask:128
\ interface_type:tunnel

Teighbar_discover flag:t

Remove VXLAN tunnel

IPva Input traffic with tunnel

CONSOLE
&) cusro |y

RESET USD g
@ [EE— e

SS<- MGMT &%

Output without tunnel

output

Forward interfaces X2

Ny CUBRO
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GRE and VXLAN Endpoint

Gl

Omnia

Properties of Port G1

Basic Advanced

Speed:

Type:

MAC Address:

Ipv4:

Arp:

Gateway:

Ipv6:

Ndp: (

Gateway:

Normal

Cancel

Ny CUBRO
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VLAN

VLAN Input traffic

CONSOLE
¥ cusRo Bl
usB
RESET USD g
@ EE—
input output SS<-

Vlan_access_list: *1-255"

Output traffic

Interfaces X1

Vian 1-255
Vlan prefiltering Forward interfaces X2

ACL VLAN ID

Ny CUBRO
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TCP Reordering and Packet Fragment Reassembling

TCP

TCP Reordering:

Packet Fragment Reassembling:
IP

Inner switch: m

Outer switch: m

Output Reassembled Packets: m

Inner Ip Fragment Reassembly: m

Outer Ip Fragment Reassembly:

.> NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE



SPAN

Input traffic

CONSOLE
¥ cusRo RUN =

1s UsB

RESET USD g
@ [EE—

SS<5-

Output traffic
IP

Compare -
offset Compare - depth

Interfaces X1 Interfaces X2

Deduplication enable Forward interfaces X2

Ny CUBRO

NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE
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V5 and V9 Netflow Probe

Omnia

V9

NetFlow
NetFlow V5

CONSOLE
¥ cusro RUN -

usB

RESET USD g
@ [EE—

SS<5-

output

Forward interfaces X2

Input traffic

Output netflow metadata

Ny CUBRO
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V5 and V9 Netflow Probe

Netflow v9

NetFlow Enable:

* NetFlow Version:

* SMAC:

* SPort:

* DMAC1:

+ DPort:

* Time Out:

* Forwarding Port:

0:0:0:0:0:0

2054

0:11:33:55:77:78

2055

* IP Type: (@ IPv4

* SIP:

* DIP1:

d Py v By

2723

IPv6

Ny CUBRO
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Metadata Exporter Netflow / Netflow - DPI / DPI

"y
TN Cubro EXA8
\!y L! ) u
: Q/ Q < + 4 x TAP (bypass)
L LD e\°‘*\ g, + Aggregator
- & Ve + Metadata extractor

Metadata export

Netflow v9 or IPFIX >
Netflow v9 or IPFIX DPI enriched
DPI XDR

Internet — FVI .

L SIMPLE | SCALABLE | SUSTAINABLE
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SSL/TLS Decryption

SSL/TLS

SSL Setting

Decrypt Ports: X1 X

Flow Session Setting

TcP Flow Session: (@)

Pkey File Setting

&, Uplaod SSL Files @

Pkey File List

Decrypt Forwarding Port:

G1

Ny CUBRO
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SSL/TLS Decryption

& cusRo

usB
o m— E
o —

SS<-

Ny CUBRO
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CERTIFICATE

Management system as per
DIN EN ISO 9001 : 2015

In accordance with TUV NORD CERT procedures, it hereby ceriied that

Cubro Acronet GesmbH

Ghegastraie 3 By CUBRO
1030 Wien FTWORK VISIBILITY
Austria

Sales and development of network monitoring and network
visibility solutions

Cartcate Rogsiration No 44 100 18600030 Vaid from 2016-06-12
Aucit Regort No. ZER 16348 Vaid unt 2022.06-11
Intial cortifcation 2016

Diefenbachgasse 36
Conticaton Bod 150 Viewna, Ausra

a1 TOV NORD CERT GmbH Viewa, 20160612

reqular survelance aucts.

TOV NORD GERT G Langemarckstraia 20 45141 Esson i tuev-nord.cort.com

(( pAKKS

Cubro ISO 9001

49

Cubro

CERTIFICATE

Management system as per
DIN EN ISO 14001 : 2015

Cubro Acronet GesmbH

N
Ghegastrafie 3 Ry CUBRO
1030 Wien TR VIS AL

Austria

Sales and development of network monitoring and network

visibility solutions

Certicats Rogisration No 44 104 18600030
Ausit Repor No, ZER 1634

4

Corticaton 8o
aTOV NORD CERT GrmbH

Vala from 2016-06-12
Validunt 2022:06-11
Initial crtication 2016

TOV Nord Austria GmbH

Dieferbachgasse 35
1150 Vienna, Ausira

Vienna, 20190612

oqular survelance auits.

TOV NORD GERT G Langemarckstraio 20

((pasas

45141 Essen i tuev-nord.cort.com

ISO 14001

Ny CUBRO
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sales@hkaco.com
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许英宜
Line


